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Cover China’s military leaders, breaking with their past reliance on the sheer mass of their
mechanized armies, have decided to significantly transcend their current rules and regulations,
organizational structures, and dated equipment with informatized concepts. This strategic
redirection may well represent a “quantum-like” leap beyond their present-day military
capabilities. The two dragons on the cover symbolize this explosive break with the mechanized
past and their emergent future with an effectively more agile, multi-spectrum force.
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FOREWORD

Chinese observations of warfare in the information age have resulted in a widespread
transformation and metamorphosis of the People’s Liberation Army (PLA) from a mechanized to
an informatized force. This transformation has affected nearly every aspect of China’s military
from strategy to logistics to educational development.

The Dragon’s Quantum Leap intends to peel back the transformation process and uncover the
impact of new modes of thought on several key segments of military development (culture,
stratagems, crisis management, deception, and reconnaissance among other elements) that digital-
age thought is affecting. It expands the scope but not the basic theoretical theme of the author’s two
previous works on Chinese information warfare concepts. They were Dragon Bytes, which
covered Chinese IW activities from 1999-2003; and Decoding the Virtual Dragon, which covered
Chinese IW activities from 2003-2006. The Dragon’s Quantum Leap updates these concepts and
activities to mid-2009 and completes the author’s trilogy on the topic. As with the author’s
previous works, this book primarily uses original Chinese source material.

New military thinking in the PLA, in conjunction with digital advancements in other areas
(economic, diplomatic, and so on), has resulted in the closer integration of military and civilian
planning and actions. As a result of these improvements, Chinese military theory and systems will
be more flexible and competitive, enabling the PLA to become an aspiring superpower in the
twenty-first century. The Dragon’s Quantum Leap examines this transformation in detail. The book
will cause the general military reader and the Chinese security specialist to think in different terms
about Chinese military activities and to consider things yet unconsidered.

Tom Wilhelm

Director

Foreign Military Studies Office
2009



INTRODUCTION

Accelerating the informatization buildup of the Chinese military and constructing the informatized
armed forces as quickly as possible form the core thinking of Comrade Jiang Zemin regarding the

strengthening of the buildup of the modernization of national defense and the armed forces. This is
what is primarily entailed in the revolution in military affairs with Chinese characteristics...[1]

The People’s Liberation Army (PLA) of China has watched and studied western wartime
experiences over the past twenty years. The PLA has accumulated “lessons learned” from these
experiences and applied them to China’s training exercises and included them in their educational
curriculums. This has enabled China to better prepare for potential conflicts and to predict with
some degree of certainty the nature of future war in an information age context.

The study of information-age conflicts has had a profound effect on China’s military leaders
and organizational structure. This is expressed in the PLA’s integrated approach to military affairs,
combining its ingrained historical proclivities (use of the dialectic and a comprehensive approach,
focus on deception and strategy, seeking out strategic advantage or shi, etc.) with new
technological concepts. This integration is manifested in the PLA’s new mode of thinking, the focus
of this book. The PLA’s new mode of thinking encourages innovation and creativity. It takes the
best ideas from China’s military history and combines them with new concepts and visions
resulting from the current discussion of information age developments.

The principal motivators for these changes were the use of information technologies by the
United States (US) and its coalition partners in the recent wars in Iraq and Afghanistan; the US-led
North Atlantic Treaty Organization’s (NATO) conflict with Serbia over Kosovo in 1999; and the
1996 confrontation between China and the US over Taiwan. PLA theorists studied these high-tech
applications and came away impressed (bordering on awe) with the enhancements that information
technologies offered.

The Chinese response was to begin building a theoretical and tactical framework to support
a military transformation with Chinese characteristics that would keep them competitive in the
coming years. PLA leaders believe these changes are required for China to remain competitive in
the current world environment. The focus of the transformation was on two levels: transforming
from a mechanized to an informatized force[2] and updating the PLA’s mode of thinking. China’s
military culture, theoretical developments, and planning and preparations for war have all been
affected.

Incoming Pacific Command commander Admiral Robert Willard has noted that “China has
EXCEEDED most of our intelligence estimates of their capability and capacity every year.
They’ve grown at an unprecedented rate in those capabilities.”[3] The Dragon’s Quantum Leap
discusses several of the developments in China’s mode of thought that have enabled this
transformation. The focus is on the integration of the old and new, which has injected digital
devices and new life into campaign stratagems and deception; and on the desire to think creatively
or “outside the box” and produce new concepts such as “beyond means warfare,” war engineering,
system attack warfare, and non-war military operations. Other issues have also been affected, such



as China’s concept of crisis management, military culture, and information warfare.

The Chinese military has enhanced its “informatized warfare” capabilities across the board.
This transformation is often referred to as a “leap frog” development from a mechanized to an
informatized force. However, as retired Chinese information warfare specialist General Wang
Baocun notes, as the power of weapons and equipment grows qualitatively the combat capabilities
of China’s forces grow exponentially. Therefore the all-inclusive nature of the transformation
could also be termed a “quantum leap” in military thinking and modernization in synchronization
with modern developments worldwide—not just a leap frog endeavor.

To fully understand this quantum leap, one needs to consider a wide array of activities in the
PLA and think as comprehensively as the Chinese do. Focusing on a single area does not provide
the proper scope and depth of the transformation. Chinese military documents selected for this
work highlight several of these dramatic technical and theoretical shifts in the PLA. The end result
is the realization that the PLA is on a fast track in its transformation from a mechanized to an
informatized force and in the introduction of a new mode of thinking. This book shines particular
light on the latter aspect of this transformation. However, the reader should be reminded that no
book’s material on the PLA is truly “up to date.” That is, even though the material herein covers
Chinese writings through 2009, who really knows to what level the PLA has advanced at the
present time? This survey only scratches the surface of all the available texts on the PLA and its
new mode of thinking.

The book is divided into three parts. Part One examines the ideas behind new modes of
thinking (the book Unrestricted War, an article that a Chinese general wrote on new modes of
thought, and a case study of new modes of thought in the PLA’s military culture). Part Two
examines some of the changes to ancient Chinese concepts in the information age (deception and
stratagems). Also discussed are changes in the PLA’s crisis management concept. Part Three
focuses more closely on digital thought (the PLA’s digital reconnaissance, an examination of a
book dedicated to the idea of information war in China, and a look at how Taiwan views the
Chinese concept of information war). Part Four comprises the conclusions one draws from this
work.

Chapter One examines the 1999 book Unrestricted War and the responses of the international
community to this highly controversial work. It is this author’s opinion that the Chinese may have
done the US a favor by publishing this work since it opened the eyes of many US planners and
tacticians to the potential attack options of a host of nation-states and insurgents. The book may
have played a small role in the development of China’s informatized concept due to the variety of
warfare options it offers. It played a much larger role, it appears, as a catalyst for the introduction
of'a new mode of thinking for the PLA.

Chapter Two discusses the impact of systems and informatized processes on military thought,
describing the transition to new modes of thinking based on innovation. The chapter examines one
author’s method of integrating information technology into a Sun Tzu stratagem; and another
author’s twelve recommendations for new modes of thought in the PLA. The Chinese stress
innovation and creative thinking. They believe that even though China wasn’t the first to develop
information warfare concepts, it still has a chance to be the most effective in using new



information technologies. New concepts such as “war engineering” and “system attack warfare”
are examined along with some subtle changes in military culture.

Chapter Three examines sixty-six articles on military culture written primarily by PLA
authors in the journal China Military Science. The discussion covers Chinese traditional culture
and what the PLA refers to as “advanced military culture,” the latter being a product of the
information age. The analysis describes how military culture has progressed in the PLA through the
years and offers the reader insights into China’s prejudices about the West. This is one of the few
discussions available on PLA culture from a Chinese military academy source.

Chapter Four describes Chinese deception theory. The chapter starts by looking back at
China’s historical record and fascination with deception. The chapter then analyzes how China has
applied modern day technologies to its deception theory especially with regard to camouflage
techniques and efforts to fool reconnaissance assets. These applications encourage continued study
of deception techniques both on the battlefield and in the virtual world since they are so realistic
and applicable to the contemporary digital world.

Chapter Five takes a look at campaign stratagems from a high-tech vantage point. The
chapter examines how to create and apply campaign stratagems in accordance with high-tech
equipment and what technological forte is required of twenty-first century commanders. One
interesting focal point is the list of issues that Chinese commanders must master to become
proficient in the digital-age: dialectical thought, logical thinking, thinking in images, three-
dimensional thought, unconventional thought, and associative thought. This chapter, based on the
book Campaign Stratagems, is of great interest since its detailed discussion of various campaign
stratagems is applicable to any armed force.

Chapter Six discusses the PLA’s focus on high-technology crisis management responses. The
chapter highlights the Chinese response to the May 2008 Sichuan Province earthquake in which
upwards of 90,000 people perished. Of interest to military specialists is that the PLA’s high-tech
response is viewed by Chinese theorists as a non-military, high-tech response that helps prepare
the PLA for informatized warfare. Non-military actions are described as well. They are becoming
an important ingredient of the PLA’s new mode of thinking. Perhaps this is the most important
chapter in the book with regard to potential cooperation with the Chinese, since crisis management
offers China and any potential opponent a method through which to avert a potential crisis. The
Chinese are working to improve their current crisis management system and western analysts
should follow these developments closely.

Chapter Seven is a look at the PLA’s long-range electronic-reconnaissance concept. It
discusses, in a temporal manner, the development of the PLA’s active-offensive thinking in regard
to information warfare. This focus represents a change from China’s traditional active-defense
concept. How and when China might use its active-offensive concepts for purposes other than
reconnaissance is unclear, but, as general concepts, they are worrisome. It does not bode well for
future cooperation and stability if Chinese theorists really do believe (as they openly state) that
China can offset an opponent’s information superiority only if China strikes first.

Chapter Eight is a summary of the Chinese book Information Warfare in China. Published in



2005, the work compiles the writings of some of the best retired PLA theoreticians and strategists:
Wang Baocun, Shen Weiguang, Wang Pufeng, and Li Bingyan, to name but a few. The book includes
discussions of both the theory and technological underpinnings of IW. While there is not as much
information in the book as one would desire on the development of a new mode of thinking, the
discussion does uncover some Chinese interests of value to analysts.

Chapter Nine discusses the thoughts of Taiwanese IW specialists who regularly examine the
PLA’s information warfare concepts. The chapter focuses on Taiwan’s perception of the PLA’s
revolution in military affairs, political work, information warfare concepts, electronic warfare,
and the PLA’s plethora of information warfare institutes. The examination reveals that Taiwan,
perhaps due to its intimacy with the Chinese language and culture, picks up on aspects of China’s
information warfare developments that Westerners neglect. These aspects include acupuncture
warfare, highly-controlled warfare, and political work Web sites, all items of interest to people
studying a new mode of thinking.

Chapter Ten lists the conclusions this analysis has generated, focusing on the main issue of
this text: the impact of the transformation from a mechanized to an informatized force on modes of
thought in the PLA. The list of conclusions is indicative of the challenges facing western armies as
they confront the opportunities for cooperation or potential conflict with the PLA.

There are also four appendixes. Appendix One covers information-related articles in the
PLA journal China Military Science over the past few years. Appendix Two analyzes two Chinese
concepts and their adaptation to the information age, the concept of sii and the thirty-six stratagems
of war. Appendix Three offers definitions of additional deception-related terms not discussed in
Chapter Four. Appendix Four lists the table of contents of five books of relevance for the topic of
new modes of thought based on a transformation from a mechanized to an informatized force.

This work completes a trilogy on Chinese information warfare issues. The work Dragon
Bytes covers Chinese IW activities from 1999-2003; Decoding the Virtual Dragon covers Chinese
IW activities from 2003-2006; and The Dragon’s Quantum Leap covers the period from 2006-
2009, with some additional material included from earlier years. Hopefully these three works can
serve as a guide to a western understanding of the PLA’s transformation efforts in the information
age. It is the purpose of these works to help western analysts draw a more realistic picture of the
challenge the PLA presents in the IW arena—and a picture for areas of potential collaboration.



PART ONE:

The Book

Unrestricted Warfare,
New Modes of Thought,
and Military Culture
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CHAPTER ONE: UNRESTRICTED
WARFARE: INSTIGATOR OF A NEW
MODE OF THINKING?

This chapter analyzes the controversial aspects of this book and examines several novel
Chinese concepts that have received scant attention in the West.

...proposing a new concept of weapons does not require relying on the springboard of new
technology, it just demands lucid and incisive thinking. However, this is not a strong point of the
Americans, who are slaves to technology in their thinking.[4]

Introduction

In 1999 the Chinese released a book titled Unrestricted Warfare.[5] The book caused an
uproar among Western analysts for its anti-American overtones and recommended employment of
an unrestricted set of warfighting measures that appeared to go beyond the laws of armed conflict.
In hindsight, the book also may have served as one of the primary catalysts for a new mode of
thinking in the People’s Liberation Army (PLA).

At the time of the book’s release, the PLA was still in a state of awe over the military
prowess that the United States (US) and its alliance partners had demonstrated in the 1991 war
with Iraq and in the mid-1990s internecine conflict in Yugoslavia. A key component to the West’s
success in each case was its reliance on a new set of military options focused on information
technologies (IT). In Iraq IT included the expanded use of simulations and precision weaponry for
the first time. With regard to Yugoslavia, the Chinese witnessed how the Dayton Accords Peace
Process (involving the Presidents of Serbia, Bosnia, and Croatia) utilized IT simulations and map-
making abilities to “end the war without fighting,” an often-stated Chinese military aspiration.

The PLA felt quite helpless in the face of such a prominent IT-based military force. The
concepts of Unrestricted Warfare provided the PLA with a plausible method for confronting and
perhaps winning a war against such a superior opponent. According to the book’s authors, this
could be accomplished with combinations of means employed in an unrestricted fashion and with
the use of new theories and techniques.

For the West, the book represents the first collection of thoughts from Chinese officers that
seriously interpreted the evolving nature of war. The 1999 book was prescient in several regards,
such as its discussions of hybrid wars, non-war military actions, and “combinations of actions”
designed to win or thwart war. All three of these issues eventually rose to be the focus of theorists
world-wide.

Two PLA colonels, Qiao Liang and Wang Xiangsui, co-authored the book. Many US
authorities assumed outright that this controversial work was sanctioned by the Chinese
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Communist Party due to its military roots. Such works don’t normally find their way to the public
without official sanction. However, senior civilian leaders in China reportedly were forced to
read the book after its publication to see what all the international fuss was about. While not
dispelling all doubts, this fact does make it seem more unlikely that the work had the sanction of
the highest authorities when first released.

Wang stated later that the 1996 Chinese maneuvers in the Taiwan Straits (designed by China
to prevent Taiwan from taking steps toward independence) used a combination of factors to deter
Taiwan. This success, and the recognition that other countries were using combinations of issues
(military, economic, diplomatic, etc.) in their conflicts (Iraq, Kosovo, etc.), was the final push
needed for him and Qiao to write Unrestricted Warfare.[6]

This chapter begins with an examination of the background of the authors and some initial
comments from the Chinese about Unrestricted Warfare. The focus then switches to key aspects of
the book seldom highlighted by Western pundits, aspects from which the US can learn much about
the Chinese way of war and about Chinese views of the US military. The chapter concludes with
1999-2001 post-publication interviews with authors Qiao Liang and Wang Xiangsui about their
book. The authors’ views of their book in hindsight are of interest as they reinterpret some
controversial aspects of their work.

Who are These Officer Authors?

Qiao Liang was born in 1954 to a military family. A member of the Committee of the
Chinese Writers’ Association, he was a Deputy Director of the Writing Office of the Political
Department of the Air Force in 2005. He was designated a special researcher for the Strategic
Research Center of the Air Force and served as a Professor at the Shanghai Defense Strategy
Research Institute. At the Eighth International Sun Tzu Art of War Symposium in November 2009
he was identified as a Major General in the air force serving as a professor at the Air Force
Command College. He is a “grade one writer.” His novels include Gateway to Doomsday,
Spiritual Banner, and The Great Glacial River. He has cooperated with other authors to write On
Military Officer Quality, A Review of the World’s Big Military Powers, A Listing of the Rankings
of Global Military Powers, and The New Warring States Period. He has studied military theory for
many years and read most of the great works of Chinese military history. [7]

Wang Xiangsui was also born in 1954, in Guangzhou, and joined the armed forces in 1970.
He has been a political instructor, a political commissar of a wing, a regimental political
commissar, a deputy political commissar for a division, and a researcher. In 2005 he was the
Director and Professor of the Center for Strategic Studies at the Beijing University of Aeronautics
and Astronautics. He was also Director of the Academic Department of the National Security
Policy Research Committee of the China Research Society of Policy Science. In cooperation with
other authors he has written On Military Officer Quality, A Review of the World’s Big Military
Powers, and A Record of the World’s Past Major Wars.[8] He has retired from military service
and is a civilian academic at the present time, and reportedly is still serving as the Director of the
Center for Strategic Studies.

Qiao and Wang have worked together on several book projects in addition to the ones cited
above. For example, they co-authored two chapters in the Chinese military book On the Chinese

12



Revolution in Military Affairs. This book features some of the best Chinese strategists and to be
included in this work demonstrates not only their abilities to write on many topics but also their
highly regarded reputations. One of their chapters in the book, written with Liu Yazhou, was titled
“Taking War to the Air and China’s Air Force.” Liu, Qiao, and Wang’s chapter discusses the
primary place of the offensive in modern combat and the important role of the Chinese Air Force
in fulfilling that requirement. The air war is where China feels it can win limited war under
informatized conditions.[9]

The other chapter in the book was co-authored by just Qiao and Wang, It is titled “Fully
Calculating the Costs and Profits of War.” Wang and Qiao discuss the US-led war with Iraq. They
state that the “beyond limits” concept of bribing Iraqi generals maximized results and was much
less expensive than using only the air force. The war also resulted in the acquisition of political
profit. Wang and Qiao state that US President George Bush wanted to lay a foundation for his
reelection; Secretary of Defense Donald Rumsfeld wanted to use the war to promote lightening
reforms in the US military; and General Tommy Franks wanted to prove that the Army still
maintained an irreplaceable role even in modern warfare. These are all understandable opinions
from someone writing from abroad.[10]

The Book Causes a Stir in the US and China

Unrestricted Warfare has been the focus of many heated discussions and close analyses in the
US and abroad. It is easy to understand why the book has attracted so many readers in the US. It
offers a completely new theoretical form of warfare that has no boundaries; it offers a critical
analysis of the US; and it is the product of a country billed as a rising superpower in the twenty-
first century. Further, the book bypasses traditional modes of war, integrates all forces and means,
and recommends fighting against the enemy from all angles.[11] For these reasons and others, the
Chinese authors used the term “unrestricted” in the title.

A subtitle stating “China’s Master Plan to Destroy America” was added to a 2002 English
translation of the book. The translation is the work of the Pan American Publishing Company,
Panama City, Panama. The subtitle and a 9/11 photo of the burning Twin Towers were portrayed
on the cover of the Pan American work. To the uninformed reader it appears that China had
something to do with the 9/11 tragedy. Such sensationalism has added to the hyperbole and hysteria
surrounding the book since most Americans can only read the English version. The cover of the
Chinese version of the book appears to have two laser beams coming from China that are focused
on a satellite stationed over China while a jet fighter circles nearby.

In addition to the furor over Unrestricted Warfare in the US, the book was subjected to harsh
criticism in China that was not well documented and discussed overseas. Chinese lawyers and
military officials alike discounted the book’s importance due to legal issues. Critics asked whether
the advocacy of unlimited war was at odds with just war theory. Other Chinese analysts criticized
the book’s content for its distance from the Marxist point of war and for its support for
questionable actions (terrorism, etc.) that were damaging China’s international image. The authors
reportedly were called before the Academy of Military Sciences and Ministry of Foreign Affairs
in 2000 and subjected to official criticism.

In addition to the inquiries of lawyers and official military and foreign affairs figures, there
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were several pointed domestic criticisms of Unrestricted Warfare. A daily newspaper owned by
the People’s Republic of China (PRC), the Hong Kong Ta Kung Pao, presented a strongly worded
criticism of the book. The author of the article, Kao Chieh-chien, used a question and answer
technique to present his views.

First, Kao questions whether unrestricted warfare techniques will be effective. Authors Qiao
and Wang had recommended using a combination of unrestricted means, to include command,
finance, hackers, and so on. Kao notes that this might put state security and military strategies
above state development strategies which could weaken national strength and economic
development. There are also political restrictions that the authors appear to ignore. Qiao and Wang
recommended that the basic rule of unrestricted war should be “the best way to achieve a goal.
Any means compatible with this principle can be considered the best means.” They add that this
method is considered “to be an out-and-out Machiavelli.” Kao notes that this is a break with
traditional Chinese ethics and encourages one to act like terrorists, two paths Kao does not

support.[12]

Second, Kao questions whether Unrestricted Warfare has been misread. Kao writes that in
some places, Qiao and Wang “are humming [sic] and hawing in an effort to have their bread
buttered on both sides, not that the readers misread the book.” In this case, Kao is referring to
incidents where Qiao, for example, said he does not support terrorism, then later adds that if the
British and US can use terrorist methods, why can’t the Chinese? Qiao later states that “saying
without doing it [terrorism]” is using “theoretical deterrence.” Kao writes that such thought is
purely a fool’s paradise and that “military thinking without the restriction of ethics is the ruthless
thinking of heartless and mindless tyrannies.” Instead of dreaming up combinations of methods,
one’s first thoughts should be whether a war should be fought or can be fought. Without these
considerations, one is simply an armchair strategist.[13]

Third, Kao questions whether there are limits for military thinking. Kao feels that Qiao
and Wang believe war is unavoidable and that the enemy has been determined. This has confined
their research to a small area. Kao adds

It has taken the travails of three generations of statesmen to turn the United States from the
number one enemy in battlefields into a potential constructive and strategic partner, but to
regress Sino-US relations into antagonistic relations, it takes only a slight error in thought;
one has only to say no or to go beyond the limits, and Sino-US relations will slide down
easily to an unmanageable extent.[14]

Finally, Kao questions the conscience of military experts and the silence of civilian
specialists. He notes that it is never a good omen for the country when “the voice of specialists and
scholars of the humanities and social sciences is buried by the same story in the media and that
military experts are in high and vigorous spirits and receive the spotlight.” He asks how in China
“soldiers can have more freedom of speech than the common people in politically sensitive
issues?” Kao ends his article by calling for more control of “civil officers” over the military and
continuing the focus on economic development as the crucial task.[15]

Kao’s criticism was buttressed by international critics who blasted the book. Some of the
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methods that Qiao and Wang advanced were deemed extreme and cause for worry regarding
China’s commitment to ban chemical and biological weapons.[16] However, in spite of the
domestic and international uproar over the book, a September 1999 Chinese news article indicated
that the book had gained traction and a high level of interest in China. Unrestricted Warfare was
reprinted five times with 40,000 copies in circulation. Central Military Commission Chairman
Jiang Zemin and Defense Minister Chi Haotian reportedly ordered the book.[17] By February
2001 the book was in its seventh printing, totaling 70,000 books. Qiao stated that 120 generals had
contacted him and requested the book.[18]

Thus Unrestricted Warfare appears to have generated much discussion among members of
the Chinese military and civilian elite. The book’s popularity at home and abroad cannot be
denied albeit for different reasons. It appears that when the initial furor over the book subsided,
many people in China realized that this was an interesting book with lots of innovative thought as
to how to confront the US. The book implied that unrestricted warfare could serve as a cognitive
countermeasure to US technological advantages in 1999 and that unrestricted warfare could
intimidate or scare US decision-makers with China’s potential use of asymmetric warfare
capabilities. However, the book could also have been using an old Chinese stratagem, to appear
strong when weak, through these threats. For Chinese readers, the book’s anti-American overtone
supports PLA resolve against US military actions. It offers PLA servicemen confidence in the
thinking ability of their leaders to find new ways for the “inferior to defeat the superior.”

For the US, Unrestricted Warfare has provided a potential template of how terrorists,
insurgents, or nation-states might attack the US from a non US-based doctrinal perspective. The
book has made the US military pay attention to other methods of potential conflict and future war
scenarios. It has not paralyzed US strategists as some suggest but, on the contrary, has mobilized
and prepared them for a potential onslaught of creative activities. Qiao and Wang’s book initially,
at least, placed China squarely in US crosshairs as a result of their manuscript.

A Discussion of Unrestricted Warfare: L.ooking for Nuggets

Unrestricted Warfare has gained some notoriety in the West. It has a place in both Wikipedia
and in ConflictWiki. These are mainly short summaries of book reviews on the text, although
ConflictWiki goes into more detail.

Dr. James D. Perry, an analyst for Science Applications International Corporation (SAIC),
wrote a review of Unrestricted Warfare for Aerospace Power Journal in the summer of 2000. He
notes that the book was not a blueprint for a “dirty war” against the West as many suggested but a
call for innovative thinking on future warfare. Thus Perry does not look at the book as a master
plan to destroy America. Authors Qiao and Wang discuss technological and political changes that
may shape future battlefields and these battlefields, Perry adds, could be everywhere and include
many different topics (for example, trade warfare, financial warfare, terrorism, ecological
warfare, computer-network attack, media warfare, drug warfare, and psychological warfare among
other methods).

Perry wrote that Qiao, interviewed in 1999, criticized Slobodan Milosevic for “playing by

the rules” against the US in Kosovo. This battlefield offered a fertile ground for unrestricted
thinking that Milosevic did not exploit. He should have used the rules of Unrestricted Warfare and
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sent surface-to-air missile teams into Western Europe to attack NATO planes as they took off from
air bases, Qiao noted. Qiao stated that the US was smarter in that it didn’t restrict itself to purely
military means in Kosovo, since “media war, news restrictions, trade sanctions, and financial
attacks (such as freezing the other party’s assets)” were employed against the Federal Republic of
Yugoslavia.[19] These are measures the US has been using for years, however, and indicate that
Qiao and Wang’s work on combinations in warfare is not something new in every respect. Rather
many of their ideas were actions that they hadn’t considered in the past.

This author is in agreement with Perry that Unrestricted Warfare was a special book for its
time (1999) for several reasons. First, it introduced some ideas that are only now being further
developed in both China and the US. In the case of China it was the introduction in Unrestricted
Warfare in 1999 of the concept of non-military operations. This concept has been a current focus of
the Chinese military press (for example, a special section on non-military operations was
developed in a 2008 issue of China Military Science). For the US, the concept introduced in
Unrestricted Warfare and a topic of current discussion in the US is hybrid wars. Frank Hoffman,
for example, wrote about hybrid war in a 2009 issue of Joint Force Quarterly. Unrestricted
Warfare discussed both of these issues ten years ago.

Second, the book offered a good description of US strengths and weaknesses from Qiao and
Wang’s perspective. Surprisingly, a US weakness was identified as the concept of full spectrum
war. To the authors, the concept is too conventionally focused and does not comprehensively
engage all of the aspects of warfare as does Unrestricted Warfare. Finally, the book discussed in
detail some Chinese concepts that were new to the non-Chinese specialist, such as the golden
section, the side rule, the empty basket, and the extended domain (each concept is explained in
detail below). In short, Qiao and Wang appear to have been poised at the leading edge of new
thinking in 1999. Unrestricted War introduced a new mode of thinking into the PLA. For the US, the
book offered a glimpse into some creative yet threatening Chinese thought.

The Dragon’s Quantum Leap focuses on new modes of thinking which are now central to
several contemporary PLA developments. Some of the new modes of thought found in Unrestricted
War are listed below in the form of selected quotes that fall into one of two categories, either
Chinese views of US warfare strengths and weaknesses; or Chinese views of the contemporary
operational environment. Following the selected quotes is a general discussion of Qiao and
Wang’s views of new concept weapons and other specific Chinese topics.

Chinese Views of Strong and Weak Points of the American
Way of War

Strong Points:
On the US Use of Lessons Learned: “It truly seems as if the Americans are always able to find
the key to open the door of the next military action among the lessons of each military action.”[20]

On Goldwater-Nichols: “The emergence of the ‘Reorganization Act’ in the United States and the
effects it produced in the US military are food for thought, and any country which hopes to win a
war in the twenty-first century must inevitably face the option of either ‘reorganizing’ or being
defeated. There is no other way.”[21]
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On the Results of the Gulf War: “It is already destined to become the starting point for the
theory of ‘omni-dimensional combat’ proposed by the elite of the US Army when they suddenly
woke up.”[22]

On Helicopters, America’s “Flying Cowboys:” “...very few people recall that it was the
helicopters, not some of the other favorite new weapons, that performed first-rate service in
‘Desert Storm’...This was definitely the most deeply significant tactical operation of the ground
war during the war. It proclaimed that, from this point, helicopters were perfectly capable of
conducting large-scale operations independently...there is no doubt that it is just a question of time
before it [helicopter] drives the tank from the battlefield...Furthermore, the new concepts of a
‘“flying army’ and ‘flying ground warfare’ in which the helicopter is the main battle weapon may
become standard military jargon and appear in every military dictionary.” [23]

On the US Air Force: “...General McPeak...was able to achieve his dream of breaking down the
barriers between the strategic and tactical air forces and establish mixed air force wings, as well
as his use of the ‘subtract seven and add four’ approach following the war to bring about the most
richly original reform of the Air Force command structure in its history.”[24]

On Costly Weapons: “What you must know is that this is a nationality that has never been willing
to pay the price of life and, moreover, has always vied for victory at all costs. The appearance of
high-technology weaponry can now satisfy these extravagant hopes of the American people.”[25]

Weak points:

On Technology Dependence: “Moreover, who now dares state with certainty that in future wars
this heavy spending will not result in an electronic Maginot line that is weak because of its
excessive dependence on a single technology?”’[26]

On the Diminished Role of the Navy in Desert Storm: “If the Gulf War is really seen as a big
elephant, then it can be said that the US Navy’s front fin is hardly touching the fur of the elephant,
which is just the same as saying it is not touching the elephant at all.”[27]

On a Lack of Thinking: “Having thought lag behind reality (much less to speak of surpassing it)
is not only a shortcoming of American soldiers, but it is very typical of them.”[28] “They
[Americans] believe that as long as the Edisons of today do not sink into sleep, the gate to victory
will always be open to Americans. Self-confidence such as this has made them forget one simple
fact—it is not so much that war follows the fixed race course of the rivalry of technology and
weaponry as it is a game field with continually changing direction and many irregular factors.
Whether you wear Adidas or Nike cannot guarantee you will become the winner.”[29] “...
proposing a new concept of weapons does not require relying on the springboard of new
technology, it just demands lucid and incisive thinking. However, this is not a strong point of the
Americans, who are slaves to technology in their thinking.”[30]

On Overreliance on Weaponry: “Warfare’[s]...high-technology, high-investment, high-

expenditure, and high-payback features make its requirements for military strategy and combat skill
far lower than its requirements for the technological performance of weaponry.”[31]
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On Institutional Reforms’ Impact on National Strategy: “The institutional reforms that began
after the Gulf War...even had a far-reaching effect on America’s national strategy...in handling
international affairs the US government has become increasingly fond of using force, makes moves
more quickly, and seeks revenge for the smallest grievances.”[32]

On Lacking an Opponent like the Soviet Union: ... what is surprising is that such a large
nation unexpectedly does not have a unified strategy and command structure to deal with the threat
[of non-military war, such as terrorists]. What makes one even more so wonder whether to laugh
or cry is that unexpectedly they have forty-nine departments and offices responsible for anti-
terrorist activities, but there is very little coordination and cooperation among them.”[33]

Chinese Views on Changes in the Contemporary Strategic

Environment

On Thinking about the “Empty Basket” and the 24 Methods of War:[34] “The combination of
which we speak is just this type of empty basket, an empty basket of military thinking. It is not the
same as any of the very strongly directed methods of operation of the past, for only when the basket
is filled with specific targets and contents does it begin to have directionality and aim. The key to
whether or not victory is won in a war is nowhere else but in what things you are able to pack into
this basket.”[35]

On Hidden Agendas: “Only a handful of soldiers are likely to grasp a principle that every
statesman already knows: that the biggest difference between contemporary wars and the wars of
the past is that, in contemporary wars, the overt goal and the covert goal are often two different
matters.”’[36]

On New Technological Spaces and Battlefields: “We can anticipate that every major alteration
or extension of the battlespace of the future will depend on whether a certain kind of technological
invention, or a number of technologies in combination, can create a brand new technological
space.”[37] “Thus, warfare will simultaneously evolve in the macroscopic, ‘mesoscopic’, and
microscopic spheres...”[38]

On the Term “Unrestricted War:” “When we suddenly realize that all these non-war actions
may be the new factors constituting future warfare, we have to come up with a new name for this
new form of war: warfare which transcends all boundaries and limits, in short: unrestricted
warfare.”[39]

On the Economic Factor Replacing the Military Factor: “...military threats are already often no
longer the major factors affecting national security...these traditional factors are increasingly
becoming more intertwined with grabbing resources, contending for markets, controlling capital,
trade sanctions, and other economic factors, to the extent that they [traditional factors] are even
becoming secondary to these factors.”[40]

On the Extended Domain View: “Actually, it is not only the US but all nations which worship the
view of modern sovereignty that have already unconsciously expanded the borders of security to a
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multiplicity of domains, including politics, economics, material resources, nationalities, religion,
culture, networks, geography, environment, and other space, etc. This type of ‘extended domain
view’ is a premise for the survival and development of modern sovereign nations as well as for
their striving to have influence in the world.”[41]

On an Extended Domain Strategy: “Such a strategy takes all things into consideration that are
involved in each aspect of the security index of the interests of the entire nations, as well as
superimposes political (national will, values, and cohesion) and military factors on the economy,
culture, foreign relations, technology, environment, natural resources, nationalities, and other
parameters before one can draw out a complete ‘extended domain’ which superposes both national
interests and national security—a large strategic situation map.”’[42]

On Combining Different Types of War: “With combination there is abundance, with combination
there are a myriad of changes, and with combination there is diversity. Combination has nearly
increased the means of modern warfare to the infinite...”[43]

On Desert Storm: “We have no intention of helping the Americans create a myth but when ‘Desert
Storm’ unfolded and concluded for all to see...who could say that a classic war heralding the
arrival of warfare in the age of technical integration-globalization had not opened wide the main
front door to the mysterious and strange history of warfare...”[44] “...it does represent the first
and most concentrated use of a large number of new and advanced weapons since their
appearance, as well as a testing ground for the revolution in military affairs triggered by this, and
this point is sufficient to earn it the position of a classic in the history of warfare...”[45]

On the Importance of Information Technology: “We can say with certainty that this is the most
important revolution in the history of technology, its revolutionary significance is not merely in that
itis a brand new technology itself, but more in that it is a kind of bonding agent which can lightly
penetrate the layers of barriers between technologies and link various technologies which appear
to be totally unrelated.”[46]

On Future War and Information War: “Even if in future wars all the weapons have information
components embedded in them and are fully computerized, we can still not term such war
information warfare, and at most we can just call it computerized warfare. This is because,
regardless of how important information technology is, it cannot completely supplant the functions
and roles of each technology per se.”[47]

On the Difference in Computerized War and Information War: “Computerized warfare in the
broad sense and information warfare in the narrow sense are two completely different things. The
former refers to the various forms of warfare which are enhanced and accompanied by information
technology, while the latter primarily refers to war in which information technology is used to
obtain or suppress information.”[48]

On Tactics Leading, Weapons Following: “...when the Americans proposed the concept of
‘building the weapons to fit the fight,” it triggered the greatest single change in the relationship
between weapons and tactics since the advent of war. First determine the modes of combat, then
develop the weapons, and in this regard, the first stab that the Americans took at this was ‘air-land
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battle.” The currently popular ‘digitized battlefield’ and ‘digitized units’ which have given rise to
much discussion represent their most recent attempt.”[49]

On National Interests: “...Iraq had seized the entire West by the throat. Lifelines are naturally
more important than face, and the United States had no choice but to take it seriously...”[50]

On the New Form of Alliances: “In the new age, going it alone is not only unwise, it is also not a
realistic option.”[51] “More profoundly, the appearance of the ‘overnight’ alliance brought an era
to a close. That is, the era of fixed-form alliances...”[52]

On the Media: “Unlike battlefield propaganda, which has an excessively subjective tinge and is
easily rejected by an opponent or neutral individuals, because it is cleverly cloaked as objective
reporting, the media has a quiet impact that is hard to gauge.”[53]

On the Difficulty of Being a Soldier Today: “It is very obvious that none of the soldiers in any
one nation possesses sufficient mental preparation against this type of new war which completely
goes beyond military space. However, this is actually a severe reality which all soldiers must
face.”[54]

On International Rules of War: “Small nations hope to use the rules to protect their own
interests, while large nations attempt to utilize the rules to control other nations.”[55]

This ends the section on selected quotes from Unrestricted Warfare. The next section
highlights some of the important general concepts of the book.

General Discussion of Key Points in Unrestricted Warfare

Qiao and Wang offer some specific innovations and developments (especially in the
book’s final three chapters) that require more explanation. Each topic is covered below from the
perspective of these two officers. They include the following concepts: combined war that goes
beyond limits; new concept weapons versus a new concept of weapons; the side-principal rule; the
golden section rule; the “civilianization” of war (the degree of participation of the entire
population in war, such as the use of hackers); breaking ideological boundaries; and the new
“essential principles” of warfare.

Combined War that Goes Beyond Limits: Qiao and Wang write that the concept of warfare has
been expanded due to the diversity of means available today. Any future war will be a “cocktail
mixture” or combination of means beyond the traditional battlefield.[56] Combinations introduce
diversity and abundance into the conduct of warfare. Qiao and Wang believe “what is truly
important is whether or not one understands what goes with what to implement combinations.”[57]
Combinations of non-traditional means will challenge the logic, laws, and traditional models of
warfare.[58] In defining combined war that goes beyond limits, Qiao and Wang write:

But in fact, unlimited surpassing of limits is impossible to achieve. Any surpassing of limits
can only be done within certain restrictions. That is, ‘going beyond limits’ certainly does not
equate to ‘no limits,” only to the expansion of ‘limited.” That is, to go beyond the intrinsic
boundaries of a certain area or a certain direction, and to combine opportunities and means
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in more areas or in more directions, so as to achieve a set objective.[59]

The authors thus imply most clearly that the term “unrestricted” doesn’t really work as a
translation of the title of their book. Rather, “exceeding limits” seems to better express the title of
their book. The authors stress that the concept of combined war is first of all a way of thinking, and
only afterwards is it a method.[60] Qiao and Wang believe the ability to transcend ideology is the
first requirement of exceeding limits. Only then can the second meaning, to transcend limits and
boundaries, take effect. The latter involves selecting the most appropriate means but not
necessarily the most extreme means.[61]

New Concept Weapons versus a New Concept of Weapons: Man-made earthquakes, tsunamis,
weather disasters, subsonic waves, and new biological and chemical weapons all constitute new
concept weapons (NCW).[62] Kinetic-energy weapons, directed-energy weapons, sub-sonic
weapons, geophysical weapons, solar-energy weapons, meteorological weapons, and gene
weapons are also NCW.[63] These new concept weapons differ from a new concept of weapons.
The latter include stock market crashes, computer viruses, and rumors or scandals as new
weapons. A hacker in general and a non-state actor in some instances can help create trade war;
financial war; new types of terror warfare; ecological, psychological, and smuggling war; media,
drug, network, and technological war; and fabricated, resource, culture, and international law
warfare.[64] Technology is no longer the main factor. A new concept of weapons implies using
things that initially benefit mankind to harm mankind. China’s awareness of things must expand
since anything can become a weapon, Qiao and Wang note.[65] These “kinder weapons” may try to
paralyze or undermine but they do not intend to produce casualties. They may be the watershed
between the old and new weapons of war.[66]

The Side-Principal Rule: The side-principal [spelling per the document] rule is apparently
another way to consider a concept being “asymmetric” since it implies striking an object from any
direction other than head-on. Qiao and Wang write that “the side-principal rule is opposed to all
forms of parallel placement, balance, symmetry, being all-encompassing, and smoothness, but,
instead, advocates using the sword to cut the side.”[67] Frontal collisions must be avoided. This
“is the most basic grammar of victory for the ancient article of war.”[68] However, the concept
doesn’t always exclude a frontal collision if such a move imposes surprise on an adversary. A
side element is a deviation in “terms of lines of thought and essence, instead of deviation in form.”
Thus if one is not expecting a frontal assault, it can be applied as a surprise move that utilizes the
side-principal rule (a deviation in thought) to achieve success.[69]

Golden Section Warfare: The number .618 is known as the rule of the golden section. It refers to
a mathematical ratio and was originally considered by artists as the golden rule of aesthetics. The
number became a basic design scale which, in the case of the Parthenon, for example, was found to
be the ratio of vertical lines to horizontal lines. American J. Kieffer in 1953 and the Chinese
mathematician Hua Luogeng turned this number into the “optimum seeking method.” This
optimization can refer to number of soldiers and force. It often appears in attack or defend ratios of
forces such as 2:3, 3:5, 5:8, and 8:13.[70] These ratios usually ensure success if one is on the right
side of the .618 rule. Qiao and Wang state that .618 can be found in the arc of a cavalry sword, the
apex of the flying trajectory of a bullet shell or ballistic missile, and in the optimum bomb-release
altitude and distance for an aircraft in dive bombing mode. In these cases (no further explanation
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was provided, which makes it difficult to prove) the .618 principle also applies.[71]

The Civilianization of War: Qiao and Wang believe that future war will be conducted in non-war
spheres. Winning wars with non-war means has become a reality, even though the outline of the
“civilianization” of such a concept isn’t yet clear. The civilianization of war (People’s War in the
information age?) has been a theme of several writers since the publication of Unrestricted
Warfare.[72]

Breaking Ideological Boundaries (supra-domains, supra-means, supra-tiers): Transcending
ideology is the first requirement of exceeding limits in Qiao and Wang’s opinion, as mentioned
above. To do so requires supra-domain, supra-means, and supra-tier combinations. Those
involved in warfare must break free from the confines of domains and the boundaries of ideology
in order to enter a state of freedom of thought. There is now no domain that cannot be used. The
Chinese are good at understanding and using this fact while Americans are not, according to Qiao
and Wang.[73] It is necessary to select which domain will be the main battlefield to achieve the
objectives of war, domains that may not be military.[74] Domains must become playing cards
deftly shuffled in Chinese hands.[75] Non-state organizations may, for example, combine
kidnapping, assassinations, hackers, and currency speculation as an example of supra-means.[76]

Means are methods or tools through which one can obtain an objective. Supra-means could
include “buying or gaining control of stocks to turn another country’s newspapers and television
stations into tools of media warfare.” Or it could include using assassination against financial
speculators in Wang and Qiao’s opinion.[77]

With regard to supra-tier levels, Qiao and Wang state that war no longer needs to progress
from one level to another until a “moment of destiny” is reached.[78] Rather, that moment of
destiny is now something that can be created through combinations. To be able to continuously
create such moments is something to be achieved, a winning strategy that should be used often.
Warfare could thus be “changed into a dragon with interchangeable limbs, torsos, and heads which
we could put together as we like, and which could swing freely in any direction.”’[79] At the
national level the PLA’s actions could also include non-military actions that correspond to strategy.

[80]

Essential Principles: Qiao and Wang believe the Gulf War changed the nature of war as it was
once understood. The authors define warfare in the following manner:

Warfare can be military, or it can be quasi-military, or it can be non-military. It can use
violence, or it can be nonviolent. It can be a confrontation between professional soldiers, or
one between newly emerging forces consisting primarily of ordinary people or experts.
These characteristics of beyond-limits war are the watershed between it and traditional
warfare, as well as the starting line for new types of warfare.[81]

This new nature of war results in new principles of war with which no one is familiar, the authors
add. These principles include omni-directionality, synchrony, limited objectives, unlimited
measures, asymmetry, minimal consumption, multi-dimensional coordination, and the adjustment
and control of the entire process.
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Omni-directionality means considering all factors associated with unrestricted war. The
idea is to use all war resources, prevent blind spots, move in an unrestricted manner, and orient at
will. Through the use of this 360 degree method the situation can be properly ascertained as well.

[82]

Synchrony has replaced phasing as an important planning principle according to Qiao and
Wang. It implies doing something within the same time period but does not imply “simultaneity.”
The authors note that unrestricted war could also be dubbed “designated time warfare.” They
believe that the US has not expanded this battlefield concept beyond the military.[83]

Limited objectives imply not pursuing objectives beyond one’s reach. If objectives are
outside the reach of available measures then defeat is certain. Qiao and Wang use a speech by
President Clinton to emphasize this point. They note that Clinton sought on one occasion to
promise action when America’s national interests and sense of values were in danger. Actions can
be achieved through the use of power but changing values is outside the reach of power as an
objective in Wang and Qiao’s opinion.[84]

Unlimited measures refer to employing measures beyond boundaries or restrictions to
achieve limited objectives. The implication is to disobey the law when implementing such
measures.[85

Asymmetry means hitting an opponent where he least expects it or following a train of
thought that opposes a line of symmetry. Asymmetrical factors should be examined when
considering a main axis of attack, a center of gravity, or force disposition and deployment. It is
necessary to work on developing a line of action that creates power for oneself and allows the
situation to develop as intended.[86]

The minimal consumption principle refers to making rational use of combat resources. It has
three components: rationality is more important than thrift; the size of combat consumption is
decided by the form of combat; and the consumption of combat means can be lowered by using
more measures. Here again the authors advise a force to “combine the superiorities of several
kinds of combat resources in several kinds of areas to form up a completely new form of combat”
and thereby minimize consumption.[87]

Multidimensional coordination means coordinating different spheres and forces to
accomplish an objective. These different spheres include geography, history, culture, ethnic
identity, and the influence of international organizations. This is especially important today since
any sphere can become a battlefield.[88]

Finally, there is the essential principle of the adjustment and control of the entire process.
This refers to obtaining feedback during an operation and making the proper revisions. Control

over this process is very important.[89]

The future battlefield’s military sphere will be but one of several domains to which these
essential principles apply. With the increased stature of non-military activities and their impact on
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future military and non-military battlefields, control over these domains will become particularly
important. According to the authors, control is a point that China focuses on constantly while the
US tends to focus more on dominance and superiority than control.

Qiao’s Newspaper Interviews on Unrestricted Warfare, 1999-
2001

The publication of Unrestricted Warfare generated a series of author interviews with the
Chinese and Taiwanese press. One of the first interviews was with Qiao and it took place in June
1999 with the newspaper Zhongguo Qingnian Bao, which the China Youth League sponsors. Qiao
stated that no other country in the world can match US superiority in military technology. Therefore
other nations must depend on non-military actions as much as military actions to defeat a nation so
equipped. It is a way for a weak country to cope with a larger evil.[90] Beyond-limits or
unrestricted warfare is required to defeat or at least injure such a superior opponent. This type of
warfare is more humane than conventional war and may require the overlapping of several
methods, Qiao notes, such as “Schwarzkopf (commander) plus Soros (finance) plus bin Laden
(terrorist) type tactics.”[91] The most ominous part of the interview was Qiao’s belief that war
with the US is “inevitable.” This is because China will grow strong only at the cost of consuming
much of the world’s resources which will put it in direct competition and eventually conflict with
the US.[92]

In a September 1999 interview Qiao said he realized that war was not the only way to force
ones’ will on another party and that the purpose of the book was to develop a “new war theory”
similar to that formed earlier by Clausewitz. This can be accomplished by the “dislocation”
method in which one upsets the “order of the cards in one’s own hand and reorganizes them in
accordance with the needs of war and interests of that time.”[93]

In the September interview Qiao listed “military war methods” as atomic, conventional,
biological, chemical, ecological, space, electronic, guerrilla, and terrorist warfare; “above-
military war methods” as diplomatic, network, intelligence, psychological, technological,
smuggling, drug, and fictitious warfare; and applicable “non-military war methods™ as financial,
trade, resources, economic aid, legal, sanction, media, and ideological warfare. He noted that he
was not proposing that China follow non-military war actions but that if all else failed and the
country’s existence was at stake, it must consider such issues. Thus his strident tone seems to have
diminished somewhat between June and September. Qiao states that the US has already used the
principles of unrestricted warfare without knowing it. He notes, for example, that the US in Iraq
used conventional plus diplomatic plus sanctions plus legal plus media plus psychological plus
intelligence warfare all at the same time.[94]

In March 2000 in Liaowang, the weekly journal of China’s official news agency Xinhua,
Qiao stated that, with regard to non-military actions, “our study, analysis, and pointing out the
possibility of such actions does not at all equate to approval of it...”[95] Qiao added that the US
makes rules for their interests and puts domestic laws above international laws, breaking the latter
as they see fit. The intervention by the North Atlantic Treaty Organization (NATO) into the Federal
Republic of Yugoslavia (FRY) over human rights issues at the expense of the FRY’s national
sovereignty is a good example in his opinion. He then notes that “the concept of unrestricted
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warfare that we proposed does not at all mean breaking all the rules,” a statement quite at odds
with Qiao’s statements in other articles.[96] He added that the intent of Unrestricted Warfare was
to provide an approach, an option, and a new kind of military thinking for strategic military
studies.[97]

In a June 2000 interview, this time with Taiwan’s press, Qiao stated that the book is popular
because of its innovative content. He was quick to add that the book does not represent an official
PLA viewpoint. Qiao said the book has allowed for more guesswork by people concerned with
cross-strait issues but that a certain geographical reality cannot be avoided. Taiwan is a “geo-
prisoner” of the mainland. He said a reason for writing the book was to stress the absurdity that the
US can lay down the existing international norms on the one hand and, on the other, change them at
will. He added that this does not mean that China will break international norms arbitrarily as the
US has done.[98]

Of course, the events of 9/11 gave the Chinese press a reason to reenergize their interest in
Qiao and Wang, just as their popularity was beginning to wane. For example, a PRC-owned
newspaper praised the authors for their foresight in predicting that high-tech means outside of
military means would be used by terrorists. The effect was strategic and the US, too self-willed
and conceited, finally paid for the enemies it had made over the years, according to Qiao and
Wang. They added that perhaps the US will reflect on these events and make some changes to its
foreign policy.[99] Qiao paid equal attention to the new insurgent capability, however, stating

One of the byproducts of globalization resulting from technological integration is global
terrorist activities. Non-professional soldiers and non-government organizations constitute a
growing threat to the sovereign state. Increasingly they are the opponents of all professional
armies. Next to non-professional fighters, the professional army looks powerful beyond
compare. In the new era, however, the professional army is the dinosaur that cannot adapt.
Non-professional fighters, on the other hand, are like raptors, full of life. They could use
their sharp teeth to bite off half the world.[100]

A few years later, in November 2005, an article on Unrestricted Warfare was published in
the Shanghai Guoji Zhanwang. In this article authors Qiao and Wang answered questions from
interested readers. First, readers wanted to know if the book would fuel the West’s China threat
theory. The authors answered that this had already happened and that the Russian example (the
disintegration of the USSR) should make China wary of US theories of this type. The authors state
that their book, on the other hand, raises the issue of the state terrorism of big Western countries
that threatens the world. Their book opposes terrorism, Qiao and Wang note, especially state
terrorism.[101]

Qiao and Wang expressed their opinion again that ‘going beyond limits’ does not equate to
‘no limits,” only to an expansion of ‘limited.” Further, the word unrestricted refers to “non-military
war actions and to going beyond the military sphere to open up new battlefields and find new
combat measures.”[102] Combined war that goes beyond limits is “to go beyond the intrinsic
boundaries of a certain area or a certain direction, and to combine opportunities and means in
more areas or in more directions so as to achieve a set objective.”[103] Their book appears to be
aimed at the US when in fact the US was used as the threat only because it is the world leader in
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terms of equipment, mobility, and military theory. Rather, the authors conclude, their work is aimed
at any nation that would harm China’s national interests.[104] Obviously, Qiao and Wang’s logic is
highly debatable from a US viewpoint.

Conclusions

Qiao and Wang believe that an underdeveloped country like China that has never sought
hegemony cannot follow blindly behind developed countries like the US and try to develop high-
tech weaponry. Rather it must establish new ways of thinking and readjust its strategies, theories,
and concepts to ensure national security. Unrestricted Warfare tells the PLA how to do this.[105] In
this sense it is the first step among many in adopting a new mode of thinking as the force transforms
from a mechanized to an informatized presence.

Zheng Liming, writing for China’s official news service Zhongguo Xinwen She, noted that
Unrestricted Warfare constitutes

A sagacious grasping of the current lag in military thought that people were still unaware of,
points out the fatal weaknesses existing in US military thought and its unavoidable fragility
in modern warfare, and reminds people that today, with economic globalization and constant
social changes, there is an increasingly wide range of factors that have a bearing on national
security and that there is a really great possibility that nonmilitary means and nonmilitary
actions will win victory and the initiative in a future war.[106]

Qiao and Wang’s discussion in Unrestricted Warfare is well represented by this summary.
The authors state that the diversity of means available for contemporary warfare (the twenty-four
methods listed earlier) has enlarged the concept of war. The battlefield is everywhere and war
may be conducted in areas where military actions do not dominate. When combinations of these
methods are put together, the result is termed a “cocktail warfare mixture.” This mixture represents
a gradual accumulation of links and competencies that are replacing a form of warfare that used to
proceed from one level to the next. The authors stress that

With combination there is abundance, with combination there are a myriad of changes, and
with combination there is diversity. Combination has nearly increased the means of modern
warfare to the infinite, and it has basically changed the definition of modern warfare
bestowed by those in the past: warfare carried out using modern weapons and means of

operation.[107]

The twenty-four methods they propose are not entirely new “means to compel the enemy to
accept one’s interests” but rather means that have been used continuously by nation-states over the
past three decades. That is, the two colonels are not nearly as original in their thinking as many
analysts world-wide give them credit. Their originality comes in adding the word “war” behind
each of the methods, and in advancing a theory to really combine methods which US analysts and
doctrine writers have not done to the same degree.

From a Western viewpoint, there are several lessons that one can learn from this discussion

of Unrestricted Warfare. First of all is the danger of writing a provocative book if you are a
representative of a nation-state! This book has generated all types of international concern and
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raised China’s threat posture higher on the radar of other countries than it previously was. While
the authors were responsible for this international scrutiny, they were not responsible for the
manner in which some people tended to exploit the book and manipulate its content. For example,
the English version of the book incorrectly associated the unrestricted warfare concept with 9/11
(and indicted China as a co-conspirator).

A second point of interest is the warning shot the book fires across the bow of US military
thinking and operational concepts. US operations are currently focused on Iraq and Afghanistan.
The authors note that a country placing an excessive focus on one type of enemy can be attacked by
another outside of their field of vision.[108] US strategists as a result must pay close attention to
the entire spectrum of threats, to foreign perspectives of the contemporary operational
environment, and to ways that other nations plan to manipulate it. Qiao and Wang note that the
information age may not be all it is cracked up to be. The authors write that “it is difficult for high-
tech troops to deal with unconventional warfare” and add that “perhaps there is a rule here, or at
least it is an interesting phenomenon which is worth studying.”[109] It is not known whether such a

rule (how unconventional forces defeat high-technology forces) is under consideration or not in
China.

A third point of interest to Western analysts is that the book underscores what apparently is a
rising theory in China, non-war military actions. Such actions are now discussed in detail in
Chinese military journals. For example the authoritative Chinese journal China Military Science,
in Issue 3, 2008, dedicated its lead section on “Subject Discussion” to non-war military operations
theory and practice. Six articles discussed: the study of non-war military operations; non-military
operations during the Sichuan earthquake; the terrorist threat and new armed forces missions; legal
issues surrounding non-war military operations; characteristics of naval non-war military
operations; and the growth and termination of the US theory of non-war military operations.[110]

Fourth, Western analysts should pay attention to Unrestricted Warfare for a better
understanding of how the Chinese view our militaries. There is clearly frustration with the US and
its coalition partners that are expressed in the book. These frustrations also illuminate Chinese
prejudices in their consideration of America’s national security policies. One prejudice is that the
authors only see negatives in US ventures abroad and rarely give the US credit for the humanitarian
work it does all the time. This could involve things like Tsunami relief efforts or passing out food
to those in need after earthquakes or other natural disasters. Another prejudice, perhaps more in
line with reality, is the authors’ perception that a real shortcoming of the US military is its
tendency to allow thought to lag behind reality. Perhaps this latter statement is truer now than it
was fifteen years ago simply due to the crush of deployments that the US military has faced. There
has been precious little time to think.

According to several bloggers writing from a Western point of view, the PLA authors
ignored US diplomatic efforts such as attempts to bring peace to the Middle East, US economic
sanctions to force nations to abide by international and humanitarian law, US efforts to control the
drug trade in Colombia and other countries, and other non-military US measures over the years. It
is as if the authors read no newspapers in the 1990s that offered any insight on US international
efforts in any of these fields.
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Thus, while some of the negative points from a Chinese point of view should be taken into
consideration by our military leaders, other points should just be ignored as they demonstrate a
misunderstanding of Western military thought and actions. Qiao and Wang ignore much of the good
that Western armies perform. The absence of this contextual aspect certainly leads the authors to
the dire predictions and prejudices they expose on the pages of Unrestricted Warfare. A well-
rounded critique of what America and other nations do in relief operations of all types worldwide
would help alleviate some of their mistaken perspectives.

So, is Unrestricted Warfare China’s master plan to destroy America as the books English
translation contends? Is it a wild concept by irresponsible writers that deserves strong
condemnation world-wide? Or is it a book that offers insights into Chinese thinking and indicates
where the Chinese military is heading? This author sides with the latter proposition. Unrestricted
Warfare is an interesting thought piece not previously advanced by military theorists at home or
abroad, especially by a uniformed member of another nation-state. For this reason alone, it is
worth reading. The text offers many new ways to consider the operational environment and ways
to control it. As Qiao and Wang write

For a long time both military people and politicians have become accustomed to employing
a certain mode of thinking, that is, the major factor posing a threat to national security is the
military power of an enemy state or potential enemy state. However, the wars and major
incidents which have occurred during the last ten years of the twentieth century have
provided to us in a calm and composed fashion proof that the opposite is true: military
threats are already often no longer the major factors affecting national security.[111]

If America’s military desires to break free from the Chinese label of “lacking lucid and
incisive thinking,” then theorists in the US should be considering NOW new combinations and
cocktail mixtures since we are ten years removed from the publication of Unrestricted Warfare.
Most assuredly the Chinese are doing so as this work goes to press.
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CHAPTER TWO: THE “ART OF WAR” IN
THE 21ST CENTURY

This chapter highlights how ancient military thinking and information age concepts are being
integrated to produce new modes of thought. [112]

The theoretical thinking of each era, including the theoretical thinking of our times, is a historical
product. It has completely different forms in different times and has completely different content.

113] Engels

Introduction

The history of warfare demonstrates that nations taking the lead in transforming their
militaries during periods of revolutionary change have the best chance of seizing the initiative in
future war. It is apparent that the book Unrestricted Warfare gives the PLA a new mode of thinking
that encourages transformations of this type in the Chinese military.

The Chinese concept of “informatized warfare” represents a focused transformation of the
nation’s mode of thinking. Traditional and mechanized methods of thought work less well in an
integrated and systems-oriented environment characterized by rapidly changing time-space
relationships. The strategic focus of the transformation requires “changing the thinking style,
introducing innovation in operational theory” according to one source.[114] Engel’s prediction
was correct. Modern times encourage change and the development of entirely different forms of
military thought and content.

This chapter examines the PLA’s new modes of thought. Included in the discussion are the
integration of technology with ancient stratagems, the use of new concepts such as war engineering
and system attack warfare, and the impact of culture on new modes of thought.

China’s White Paper: Formalizing the Transformation

Process

Evidence of change in PLA thought is found in the Chinese White Paper on National Defense
released in January 2009. China’s military White Papers have traditionally explained the general
azimuth of the PLA’s development. The terms “mechanized” and “mechanization” were used only
seven times in the 2009 version while the terms “informatized” and “informationization”[115
were used nearly fifty times, clearly showing where the emphasis is now placed. Only the terms
“nuclear” and “defense” exceeded these information-oriented terms in word count.[116]

The catalyst for a new thinking style emanates primarily from Chinese observations of and
lessons learned from US and coalition actions in the Desert Storm and Kosovo operations, and
then from US/coalition actions in Afghanistan and Iraq. These conflicts demonstrated the power
and accuracy of a new type of thinking, one based on information age concepts.

The informatization of the armed forces, the PLA realizes, demands new modes of thinking
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that “possess more pronounced comprehensive, dynamic, flexible, effective, creative, and
forward-looking thought functions”[117] than conventional military thought. Such demands result
in completely new warfare concepts[118] that affect every branch of the military.

In the PLA’s opinion, these changes are transforming the military from a closed force into a modern
information age power focusing on new missions and roles to include peacekeeping, military
diplomacy, and joint antiterrorism maneuvers with other nations. These are some of the nonwar
military actions addressed in Unrestricted Warfare and elsewhere in PLA publications. Most
recently, the PLA’s navy has accepted the mission of combating Somali pirates. Such changes not
only indicate that China’s military reform process is underway, but they also demonstrate that
China is increasing its military potential and willingness to accept more missions. The end goal of
change is to have the capability “to win local wars in the era of information,”[119] another focus
of the 2009 White Paper.

The PLA’s “informatized thought” transformation is the outer formal reflection of a much
deeper reform of the entire Chinese military establishment, a transformation that will affect both
doctrine and equipment. At the same time the fundamentals upon which the PLA’s thought
processes rest (use of the dialectic, comprehensive assessments, Sun Tzu’s principles, stratagems,
etc.) remains as the thought platform to which integrated and system-oriented applications will be
attached. Perhaps in this sense not as much has changed as Chinese theorists like to posit. Mixing
the old and the new is akin to having “Sun Tzu at the computer.”

Informatized Thought: Can the Inferior Still Defeat the
Superior?

The work of PLA Major Peng Hongqi demonstrates the application of informatized warfare
concepts to age-old Chinese military principles that result in a new mode of thinking. His article,
“A Brief Discussion of Using the Weak to Defeat the Strong under Informatized Conditions,” was
written for the authoritative journal China Military Science. The article offers nine ways that an
information-based inferior force could attack an information-based superior force.[120] Thus Peng

still believes that the inferior can defeat the superior, especially after reading of some insurgent
successes against coalition forces.

Peng offers a number of methods to help an inferior informatized force (China) overcome a
superior informatized force such as the US. First, Peng states that it is imperative that the weaker
side in an information confrontation find a way to limit a superior opponent’s control over
information. The weaker side must adhere to the active offense, he notes, especially in peacetime.
This latter assertion contradicts the active defense emphasis of China’s White Paper. The offense
in peacetime provides the inferior side with a moment of relative equality that changes the
traditional law of the weak always being on the defensive. Active offense is an asymmetric
operation that requires properly determining key targets such as those that control data and make
decisions. An inferior force must strike first or lose its opportunity to subdue the enemy. Attacks
must be continuous once initiated, Peng notes, and both the military and the people must be
mobilized. Society’s informatized elite must be absorbed into the military’s plans since everyone
with a notebook computer can become a combatant.[121]

In a surprise interpretation of United Nations (UN) regulations, Peng states that, according to

30



the self-defense charter of the UN,

the inferior side carrying out a preemptive strike to subdue the enemy stems from the need to
seize freedom of military actions, which is fundamentally different than a powerful enemy
interfering in the internal affairs of another country and carrying out aggressive “first strike”
actions.

Thus Peng seems to imply that it is the RIGHT of an inferior force to attack a superior force first.
[122]

A second way for an inferior informatized force to defeat a superior informatized force is
through the manipulation of the latter’s “price disparity,” the point where psychological weakness
occurs, and through the use of allies. Causing massive war losses and casualties may affect the
will of the superior force to continue fighting before it affects the inferior force since the former
fears paying the price for victory more than the inferior force. Winning the support of allies and
destroying an opponent’s coalition through persuasion and the use of the “righteousness of a war
effort” are other ways the inferior can defeat the superior.[123]

Third, Peng states that one must grasp the laws and circumstances of informatized conditions
that guide information-based societies and militaries. One such issue to exploit is that only 20
percent of systems actually play key roles in the sustenance of a society or military force. The
other 80 percent are only of secondary importance. The most vulnerable and most important of the
20 percent are space systems, networked systems, and logistic systems in that order. These are the
systems that should be targeted. Another key measure, Peng notes, is developing countermeasures
in conjunction with strategy.[124]

Fourth, the enemy must not be allowed to control information superiority, especially “the
control of perception.” Control of perceptions allows an inferior force to induce information
confusion in a superior force via information excess, information inflation, or information
inundation. “Technological blind spots” (those areas not covered by satellites) can also aide an
inferior force’s plans. Studying the operating principles, systems, and conditions of an adversary’s
technical and theoretical conditioning allows Chinese forces to nullify some components of an
adversary’s overall perception system.[125]

Fifth, Peng writes that an inferior force must conduct information reconnaissance and
prepare confrontational responses as asymmetric checks and balances on an opponent’s strategy.
An inferior force must control an adversary’s combat preparations. Protracted control over an
enemy is a means by which effective control is maintained over time and space. Protracted control
also requires demonstrating countermeasure potential to a superior opponent. Without such a
demonstration, the adversary would have no reason to go along with a protracted fight.[126]

Sixth, much of an inferior force’s reconnaissance can now be done surreptitiously on
computers through the use of hackers or other civilian means. This enhances the PLA’s ability to
claim plausible deniability when accused of being part of the attack. Forces begin engagements
and reconnaissance well before a conflict emerges. Peacetime collection of key information on
another force’s data collection and processing systems is vital to success and offers an opportunity
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to act before a war breaks out.[ 127] Peng states that one should

...treat the peacetime struggle for information supremacy as a ‘genuine, perpetual, and
never-ending battle’ in preparation and implementation. It must practice strict information
secrecy. The essence of information confrontation is to gain as much enemy information as
possible and keep the enemy from gaining information on one’s own side.[128]

China appears to have performed Peng’s vision well if the number of accusations leveled against
the mainland is any indicator. India, South Korea, Germany, Australia, the US, and others have all
accused China of penetrating their computer systems. The Chinese government has denied all of
these accusations against them. Peng also notes that “the only way the inferior side can compete
with a powerful enemy is by taking full advantage of peacetime to energetically elevate its
material and technological foundation.”[129] Chapter Seven of this book focuses on just this issue.

Seventh, Peng states that the process through which information is understood (and how it
can be manipulated) is important for nations to understand. The struggles between reconnaissance
and counter-reconnaissance and deception and counter-deception are indicative of why this
requirement is so important. One side can collect huge amounts of information on the other side,
but if 50 percent of that information is deceptive input, then the side collecting information can be
placed at a significant disadvantage.[130] Verifying data reliability is a requirement that cannot be
delayed.

Eighth, Peng writes that the initiative in battle can only be won when “external potential” is
achieved. External potential means using clandestine special operations to disrupt enemy plans,
using the media to advertise the crimes of an enemy force, and applying external pressure on the
enemy from other countries. External operations are important because science and technology are
shrinking the power of spirit, strategy, and other non-technical elements. Outside pressures must be
increased on these elements as a result.[131]

Finally, Peng contradicts many of his colleagues who search for so-called “trump” weapons.
He believes there is too much emphasis on trump weapons since weapons alone cannot decide a
conflict. They can be countered by other trump weapons that also contain asymmetric superiorities
or by creative thought processes. Inferior forces are required to find technological niches and
occupy a small space in that field if they are to maintain some type of counterforce (and thus
balance) when dealing with a superior opponent. Optimizing the use of existing technologies, using
strengths to make up for weaknesses, putting together things that are weak to make something
strong, and using structural changes to enhance combat strength are other effective measures.[132]

Peng’s article indicates that informatized war is a confrontation of not only technologies but
also knowledge and the information age talents of people. The slant of Peng’s article is very
important since it offers thoughts foreign to many US analysts who don’t (can’t) think as Peng does
due to our own prisms and limitations (legal, ethical, cultural, etc.). Peng’s thinking approaches
several of the thought processes in Unrestricted Warfare.

Peng’s use of a simple thought from the era of Sun Tzu, how “the inferior can defeat the
superior,” demonstrates that even in the information age the PLA can use ancient thought. Peng is
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not the only author who has written about integrating strategies into the informatized warfare
paradigm. For example, a Jiefangjun Bao article in January 2008 examined warfare strategies for
network attack and defense. These strategies included “preserving and breaking,” “attacking and
defending,” “peculiarity and straightness,” “showing the shape,” “form and force,” and “using
space” to influence the struggle over network space.[133] All of these are variations of ancient
stratagems.

99 ¢

Changing a “Mode of Thinking”

The information age offers Chinese leaders a unique chance to make a “quantum leap” in
military affairs and bypass many long years of research and production of mechanized equipment.
However, the transformation from a mechanized to an informatized force requires changes to the
military’s mode of thought. The PLA has to learn how to apply new technologies and to develop
new thinking styles quickly or risk falling further behind. Military leaders are confronted with
digital, high speed versions of command information, control information, early warning
information, survey information, intelligence information, systems information, and evaluation
information that change the way operations are conceived and executed, according to several
prominent Chinese authors.

Targets have also changed. The foci of Chinese information attacks are enemy command
centers, information systems, and information capabilities rather than troop formations as in the
past. Battles will be fought over information resources at both the tactical and strategic levels.
New modes of thinking are required to protect operations, logistics, and other associated areas.

[134]

Li Deyi, Deputy Chair of the Department of Warfare Theory and Strategic Research at the
PLA’s Military Academy of Science, highlights what must change (and why) in the PLA’s mode of
thinking. He states:

1. Changing the mode of thinking is a requirement for ensuring victory in future war.
Conventional thinking needs to move from individual system engagement toward systemized
thought and system-to-system engagements. Group and organizational decision-making
replace individual thought.

2. Strategy and technology are unified for planning purposes. The information superhighway can
produce information misdirection, spread the fog of war, and interfere with and disrupt the
enemy’s strategic perceptions. Electronic deception, camouflage, and interference along with
viral infiltration and interference with/deception of satellites can cause enemy errors in
judgment.

3. Systems methodology has broken armies away from singular cause and effect determinism
that is characteristic of conventional warfare. Systems use information, information
technology, and information system modes of thought to reduce an enemy’s combat
effectiveness.

4. Information and information technology determine combat effectiveness, victory, and defeat in
war. They stand alongside materials and power as one of the three major strategic resources.

5. Information deterrence (that is, information technology, weaponry, and resource deterrence as
well as counter-information deterrence) are new modes of strategic thought and are important
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new deterrent forces just behind nuclear deterrence in achieving national strategic objectives.

6. New modes of thinking will enable breakthroughs in control theory.

7. New modes of thinking integrate information reasoning, analysis, strategic capabilities, and
the experiences of warfare with information collection and storage, information processing,
information transmission, and the logical reasoning capabilities of computers and artificial
intelligence. C4ISR system decision-making is scientific, collective, real-time, and precise.

8. Systemized warfare is represented by activities that have organization, planning, objectives,
measures, layers, and steps. It is networked thought built on a network foundation. Networks
are systems so systemization thinking is also “networkization” thinking, another new mode of
thought.

9. The design of military system architectures, defensive alignments, and attack countermeasures
must utilize qualitative and quantitative analysis. Precise analysis, planning, design, guidance,
and management are the requirements of the man/machine process for new thinking.[135]

Li is not the only Chinese leader to emphasize the need for new thinking styles. Major
General Zhan Yu, commandant of the Shijiazhunag Army Command Academy, believes new
problems will emerge that transform solutions based on books toward solutions based on practical
experience/facts. This transformation requires a change from conservative to creative thought.
Personnel must discuss what has never been discussed and do what has never been done. This is
not a transformation of thought that deals with emergencies but rather with long-term perspectives.
Finally, Zhan agrees with Li on at least one point. He notes that new modes of thought can be
viewed as a “systems engineering” project. Modes of thought must change from singular or
individual areas to systemic thought that is integrated.[136]

Another leader emphasizing change was the Dean of the Department of Military Political
Work of Shijiazhunag Army Command College, Senior Colonel Deng Yifei. He writes that change
requires foresight, flexibility, effectiveness, and awareness of how information resources are
expanding infinitely and being transmitted in an unobstructed way. Information technical tools
enable more complex and precise planning, release the energy of thinking, and inspire creative
thought. Information resources have turned into a multiplier of thinking effectiveness.[137] In the
information age, Deng believes that creative thinking is the pivot point for innovative thought and
the “golden key” to the door to success and victory in war.[138]

War Engineering: An Example of a New Mode of Thought

Major General Hu Xiaofeng, a professor in the Information Operations and Command
Training-Teaching and Research Department at China’s National Defense University, noted that the
age of informatization requires new approaches to the study and management of information age
wars. War engineering is one of these new approaches.[139] It appears to be an updated version of
the Chinese concept of war control.

War engineering arose, Hu contends, from the requirement to find a method to study, manage,
and control information age war systems. Chinese war engineering is “a method of systems
engineering that studies, designs, tests, controls, and evaluates war systems and that is guided by
systematic thinking, based on information technology.”’[140] The most important element of war
engineering is to maintain control of war systems. Through war systems, control of the course of
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operations is possible.[141] The concept is centered on managing warfare and has total victory as
its goal.

War engineering looks at combat as a nonlinear, complex adaptive system. War
engineering studies, designs, and manages war requirements, theories, experiments, and processes.
It has five parts: requirements, planning, testing, control, and evaluation engineering. Control
engineering, the most important element, consists of strategic, campaign, and tactical command
information systems which monitor situations, control decision-making, handle anomalies, and
evaluate results.[142]

Hu concludes his thoughts on war engineering by quoting Engels, who noted that ““it
wasn’t the inventors of new material measures; it was the first person who, in the correct manner,
used a new measure that had already been invented.” Hu believes China is searching for a way to
be the first to use US inventions to their benefit and prove Engels correct. China hopes to be able
to manage and control war instead of reacting to it and to make wartime changes in advance
(through simulations) instead of making changes as war requires or demands. War engineering,
according to Hu, will be one of several catalysts that promote the further development of
information war studies as China transforms its military from a mechanized to an informatized

force.[143]
System Attack Warfare: Another New Mode of Thought

New modes of thinking require, above all else, creativity and innovation. Dai Qingmin, the
Director of the All-PLA Informatization Consultation Committee (and former head of the
Electronic Warfare Department of the Chinese General Staff), wrote an important article regarding
innovation and informatized thought in 2007 in China Military Science. He discussed information
attack theories, not active defense theories, and he stressed the importance of innovative
developments.

Innovation, Dai writes, is the precursor to the further development of military technology,
weapon modernization, organizational restructuring, and changes in military practice.[144] The
basic task of innovation in the information age is to “reveal the law of informatized warfare, put
forward a corresponding strategy for informatized warfare, and formulate the principles for
informatized operations.”[145] Innovation creates new transformation theories, systems integration
theories, and service and arms building theories.[146] Technical informatized innovation must take
into account issues not considered in the past in China, Dai notes, such as fair competition, a sound
investment mechanism, a legal system for protecting intellectual property rights, and an effective
human resources cultivation mechanism.[147]

In another 2007 article, this time in the Liberation Army Daily, Dai wrote that one
innovative change is to use “system attack warfare as a guide.” Coming from a person of such
renown, this is a very important statement and one that should concern the West. There is no
mention of active defense in Dai’s writing here, just attack options. He also stated that it is
imperative to grasp the initiative in future war, take information dominance as a core principle,
and develop informatization operations theories ahead of time.[148] According to Dai, these
actions require an objective analysis of the contradictions that exist in the current stage of
informatization,[149] and the focus should be on those that can be exploited. These points and
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concerns differ markedly from mechanized thought, where China stressed active defense and an
interest in attacking only after first being attacked. Now, Dai states that

System attack warfare is the basic thought of our armed forces for fighting operations in the
environment of informatization. System attack warfare stresses the use of asymmetric
offensive actions to seize battlefield control in all battle domains, using elite forces and
composite operation means that mix hard and soft attacks to focus attacks on the core and
weak links of the enemy operation system...[150]

Problems that the PLA will have to overcome, according to Dai, as a change is made froma
traditional to an informatized mode of thought, include: structural problems such as breaking down
section barriers and department interests; the current inability to independently innovate; and the
clarification of unclear demands for the construction of an information network.[151] Military
innovations must solve these problems.

Zhang Zhiping and Ye Haiyuan, in their work on the transformation of the military with
Chinese characteristics, also discussed innovation. They state that innovation must include new
viewpoints, concepts, and thoughts. Operations theory, for example, might include information
warfare, spatial warfare, precision operations, and integrated joint operations. The development
of strategies for operational issues will be particularly important for future informatized warfare
concepts.[152] Once again, the focus is on combining technology with strategies as other military
authors have repeatedly stressed.

Major General Zhan Yu, cited previously in this chapter, offers other thoughts on
innovation in operations theory. He states that systemic destructive attack must be emphasized;
information must take a leading role; and firepower will control the process of operations, with
precision operations the highest state to be pursued. The PLA’s operational style must change to be
of the joint, non-linear, precision, and non-engagement (no direct contact) types. Finally, combat
capability must undergo a transformation in command and control, information operations,
precision-strike capability, strategic maneuver, fast assault, special operations capability, and
comprehensive-defense capability for the conduct of informatized warfare. This will enable a
qualitative leap in military organization and force structure.[153] Where Zhan sees a qualitative
leap, this author believes the PLA’s progress is more akin to a quantum leap.

Culture Affects Innovation Trends

According to Chinese analysts, China’s new mode of thinking will develop differently
than would a corresponding transformation of thought in the West. This is due to the impact of
Chinese culture and history on innovation and due to the development of two types of thought
processes, metaphysical and dialectical. No further explanation was offered.

Innovation affects culture and vice versa. Authors Xiao Dongsong, a doctoral student in
military studies at China’s National Defense University, and Li Qing, an associate professor in the
Teaching and Research Section for Political Theory at National Defense University, wrote about
the effects of culture on innovation. The authors state that knowledge is gained from cognitive
reflections on the essence, patterns, properties, and features of the external world. Values are
reflected in the way things and processes are used, resulting in a series of “value reflections, value
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assessments, value principles, and value concepts to form a value system for society.”[154]
Informatized thought (such as that produced over the Internet) has greatly changed “how we know”
and has created new modes of thought. Wikipedia is perhaps the best example of putting a new
spin on “what we know.” “What we know” is determined by the hundreds of individuals who
contribute to Wikipedia, and their personal agendas are unknown.

Xiao and Li define culture as “the organic unity of knowledge systems, value systems, and
methodological systems of thought.”’[155] Knowledge system innovation includes new phenomena
that must be recognized, analyzed, and summarized. This will require that existing knowledge
categories for military actions, truth, philosophy, and information war be processed and refitted.
Existing categories of knowledge (ethics, etiquette, benevolence, justice, gain and harm, material
substances, actions, systems, control, information, etc.) must adopt new measures as well.[156]

Value system innovation is the result of different assessments in attitudes, interests,
enthusiasms, and mental dynamics. Value assessment systems of different societies are reflected in
conditions such as geography, demography, customs, and means of production. It is also reflected
in how religion and people, individuals and groups, mind and strength, and morality and gain are
related (and which are the most important to a culture).[157] A methodological system of thought
is then created out of “how we know and by what means we know the external world.”[158]

As a methodological system of thought, culture provides military theory with innovative
tools for thought and with the logical means and patterns for processing information. As an
example, Xiao and Li contrast Greek and Chinese thought:

The early Greek method of thought was a simple and substantial way of thinking, in that the
essence of things was within the things themselves. As such it held that one should
understand the substance, that is, the thing in and of itself in order to grasp the essential
nature and pattern of said thing. By contrast, the method of thought in Chinese antiquity was a
simple and relational way of thinking, in that the essence of things was reflected in the
relationship between a given thing and other things. As such, understanding a thing meant
understanding various types of relationships. These two different methods of thinking
provide two different anchor points for thinking; one is substantial, and the other relational.

[159]

Xiao and Li also contrast views in the West and in China on the concept of war. They noted:

The West placed emphasis upon seeing war as an entity, in that new viewpoints, ideas, and
theories were extracted during the process of bringing war in and of itself to light. China,
however, placed war within a larger relational world, and extracted new viewpoints, ideas,
and theories by means of revealing the relationships between war and politics, war and
economics, war and the natural environment, and war and leadership.[160]

In terms of logical thought patterns, the West uses metaphysics which is based on analysis
and decomposition according to Xiao and Li. A subject is understood as a static and isolated
presence that is broken down into a series of mutually independent elements and these elements are
analyzed as a means of gaining a precise understanding of the subject. China uses dialectical
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thought. Here the logical patterns of thought are represented by a high degree of analysis with a
high degree of integration. Understanding a subject is seen as a presence with common links and
actions. A comprehensive examination of the relationships between the possible and actual, history
and the future, and the whole and the part is performed in order to gain an understanding of the
essential nature and pattern of things.[161]

New modes of thought are affected by this cultural thought process. A person brought up in
the Chinese system will analyze information age developments and apply them differently than
someone brought up in a Western society who performs the same analysis, according to this way of
thinking.

One’s level of expertise in military practice, according to Xiao and Li, also affects one’s
attempts at innovation. In the area of military practice the PLA is weak since it has not fought a
high-tech war yet. But the PLA’s work on war theory appears strong and focused on inculcating
information age technologies into the force. The PLA is attaching particular significance to an
examination of philosophical, historical, and scientific culture. Philosophy considers the
connections and development of various aspects of nature and society; military history helps
summarize the lessons of military culture; and science, in particular the impact of technology (with
information technology at its core), has caused fundamental changes in both societal and military
activities. Theories of information war and associated theories (Third Wave, etc.) have evolved
from these developments.[162]

Xiao and Li believe the use of technology (such as the development of simulations) has led
to a closer understanding of military practice and a corresponding move away from Confucianist
practice. Technology has encouraged China to move away from traditional military thought and
toward an advanced culture, one that takes into consideration new developments and results in
innovation in military theory.[163]

The authors conclude that the development of an advanced military culture will increase the
knowledge level of officers and troops, their scientific knowledge and culture levels, and Chinese
combat power. At the same time, the Marxist value system must be updated and enriched in areas
such as patriotic devotion. In a reversal of traditional values and modes of thought, now the
qualitative must be emphasized over the quantitative and effectiveness emphasized over fairness.

[164]

Final recommendations by Xiao and Li included the following:

Continue to create, learn, and understand new methods of thinking. Pay attention to the latest
changes and results of research and understand the content and essential characteristics of
modern methodology.

Strengthen the systematic buildup of methods of thinking to include philosophical,
sociological, physiological, and psychological methods; and combine and integrate them.
Study the structure, logic, and means by which this new organic system can be employed.

[165]

The next chapter will discuss in more detail the changes that have occurred in Chinese
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military culture as a result of information age developments.

Conclusions

Innovations and creative thinking, in the view of the PLA, are the keys to victory in future
war. This requires escaping from the grasp of mechanized thought and finding new and innovative
ways to implement informatized thinking. Innovations involve finding new ways to apply ancient
stratagems to information age developments. In a certain sense, a new mode of thinking is an
asymmetric answer to a competitor with technological prowess but who has failed to apply these
advances to their fullest. Engels belief that “it wasn’t the inventors of new material measures; it
was the first person who, in the correct manner, used a new measure that had already been
invented” could find new applicability in the information age. Sun Tzu’s principles integrated with
systems thinking may provide such a cognitive advantage.

The PLA is moving from a mechanized to an informatized force as fast as possible. For
example, the PLA’s University of Science and Technology (UST) reports it is cultivating junior
commanders for joint operations under informatized conditions. Five training systems have been
formed, to include a command information engineering system. Courses have increased their
content on complex electromagnetic environments, information security, and psychological
operations.[166]

Peng’s analysis and recommendations on how the inferior could defeat the superior were the
closest examples of an actual way to apply Sun Tzu-type methods to the information age. Li Deyi
listed twelve changes in the PLA’s mode of thinking that must be integrated into informatized
thought. Systems methodology, information deterrence, control theory, and other factors were
highlighted. Some of his recommendations share a common reference point with Western
information age theory while others do not. Those in the latter category should be closely
examined by Western analysts for their potential implications or use.

General Dai’s new mode of thinking focused more on systems and innovation than on
applying old principles of war. He stated that to grasp the initiative in future war China must take
system attack warfare as its guide and develop informatization operations theories ahead of time.
[167] The Chinese, like other nations, believe it is better to worry about things before they happen
instead of after the fact when it is too late. War engineering, innovation, and creativity are required
ahead of time in order to affect efficiency, management, strategy, organization, and theory with
information means.[168]

Cultural proclivities provide military theory with some of the tools for innovative thought.
Xiao and Li’s contrast of Greek and Chinese thought was noteworthy. While Greek thought
emphasizes understanding the substance of something, Chinese thought stresses thinking of things in
relation to one another. As the authors noted, these two different methods of thinking provide two
different anchor points for thought: one is substantial and the other relational.[169] It is thus to be
expected that Chinese theoreticians will be looking for all types of relational aspects associated
with informatized thought.

While the West uses metaphysics China uses dialectical thought. The dialectic enhances the
development of countermeasures merely by its thought process of thesis, anti-thesis, synthesis. This
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requires that Western analysts conduct a close analysis of the links, actions, and counteractions that
the PLA stresses and how they are being integrated into the force. A comprehensive examination of
the relationships between the possible and actual, history and the future, and the whole and the part
is performed in the PLA in order to gain an understanding of the essential nature and pattern of

things.[170]

In summary, it is quite apparent that the PLA’s approach to informatized war will vary from
Western modes of information age thought. This is not unexpected. Perhaps, however, too few
Westerners appreciate the specific aspects of these differences and ignore such developments at
their risk. To better understand the Chinese and find ways to work together with them or to develop
counters to their creative thinking (as they develop counters to our way of thinking) it is strongly
recommended that Western analysts study the Chinese as they study us—in detail. We must learn
from them as they have learned from us. We can start by better understanding their new modes of
thought—and warning them of some of the perils they are contemplating and introducing.
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CHAPTER THREE: CHINESE
INFORMATION AGE MILITARY
CULTURE

This chapter examines the development of military culture in China as presented in China
Military Science over the past several years.

In confrontations on the future battlefield, what is scarier than inferior technology is inferior
thinking.[171]

Introduction

With over 5000 years of history, officers and academicians of the People’s Liberation Army
(PLA) have much information on which to base their books and articles about China’s rich
tradition of military culture. For a Western audience, there is much to learn about (and from) the
Chinese. For example, while most Western audiences like to think of Sun Tzu’s maxim of “winning
without fighting” as representative of Chinese military culture, Chinese Colonel Jin Lixin
disagrees. He wrote that being able to break the enemy’s resistance without fighting “is the rarest
of rarities.” What Chinese history demonstrates, according to Jin, is an offensive philosophy of
“attacking the enemy’s army in the field.”[172]

A few test questions on Chinese military thinking further demonstrate the West’s
unfamiliarity with PLA culture. To answer the following four questions, select from Karl Marx,
Sun Tzu, Mao Zedong, or Deng Xiaoping: Whose philosophy and military thought serves as the
advanced culture of military thought in China?[173] Whose philosophy serves as the PLAs guiding
principle?[174] Who developed People’s War?[175] Who said that the biggest mistake is to miss
an opportunity to send superior military forces against the enemy?[176] The answers to these
questions can be found in the footnote to this sentence.[177]

The Chinese believe that the cyber/information age has helped them transform their rich
traditional military culture into what they term as an “advanced military culture.” The primary
factors behind this change are the PLA’s recognition of the influence of technology on strategy, the
penetration of China’s traditional culture by modern media, and the creation of high-technology
strategic psychological warfare concepts. In the words of one author, China must construct
socialist culture with Chinese characteristics; must create cultural diffusion hardware and software
over which China has autonomous intellectual property rights; and, most important for Western
audiences, China must take action to “propel China’s culture industry and media industry beyond
China’s borders in an effort to take over the international culture market.”[178] Western media
outlets and militaries should be made aware of this Chinese effort.

This chapter will focus on Chinese military culture based on selected articles that express
the thoughts of PLA officers and academicians over the past eight years. The discussion does not
include a typical PLA soldier’s military cultural focus (the oath, flag, colors, and other military
representations) but rather military thought and philosophy. The lessons learned from this
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examination are extensive and at times surprising in both context and substance. The examination
exposes potential Chinese predispositions and thus intentions for further scrutiny and
interpretation, and exposes Chinese thinking and prejudices about US military culture. The
examination begins, however, with a short overview of the manner in which this analysis was
conducted.

The Journal China Military Science

China Military Science is a core PLA military periodical. It serves as the sole source of
information for this chapter. The journal is published bimonthly and is sponsored by the PLA’s
Academy of Military Science and by the Chinese Military Science Association. Therefore the
chapter reflects the thoughts of the Academy’s officers and academicians and its content is
controlled by the editors. China Military Science addresses issues of strategy, history, defense,
troop building, combat theory, and international military studies in addition to culture. The journal
has won numerous awards in China.

The material examined covered the eight years (1999-2007) of the journal, where no less
than 66 articles had the word “culture” in an article’s title. Of the 66 articles[179] examined,
fourteen were history related, twelve were foreign military related, three were Communist Party
related, seven were strategy related, six were society related, and twenty-four were purely
military related. The latter category included law, camp culture, spiritual construction, combat
power, military theories, advanced and future culture, systems, science and technology,
modernization, worship, the environment, frontier defense, duty, national defense, and harmony and
balance. Twenty-eight articles on culture were published in 2002 alone, the apparent height of
interest and discussion on the subject. From 2000 to the last issue of 2002, the journal published
six “groups” devoted to military culture under the title “Theoretical Study of Chinese Military
Culture.” In each set there were approximately five or six culture-related articles.[180]

Definitions

To understand Chinese military culture a few important terms must be defined upfront. These
terms are important for the remainder of the discussion that follows. The terms that are defined are
culture, military culture, traditional military culture, Marxist culture, and advanced military
culture, the latter being the focus of this chapter.

Culture

Fang Yonggang, a doctoral student at the Dalian Naval Academy, notes that culture is the
object of the strength of people. It is the sum of the material and mental results created during a
historical process that transforms nature, society, and people. It is a conceptual system of social
ideology (philosophy, politics, law, ethics, and art). Fang states that culture is described in three
ways. First, he uses scholar Liang Shubins’s definition of culture, which states that “culture is
everything that our life depends upon...the meaning of culture is surely in economics and politics,
but it encompasses everything.” Second, Fang states that culture refers to mental culture, to include
philosophy, art, religion, language, logic, natural science, and other forms of knowledge such as
the humanities and social sciences, human thought and consciousness, ways of thinking and acting,
customs and habits, education, cultural institutions, and social organizational forms. Third, Fang
notes that culture refers to the mental activities and products established upon a definite economic
foundation and adapted to definite political institutions. [181]
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Zhang Xiaojun and Xu Jia define culture differently. They cited China’s 1982 Concise Social
Sciences Dictionary to define culture as “the sum of the material wealth and the spiritual wealth
created by mankind in the course of social development.” Zhang and Xu add that culture is “the
social messages carried by the system of consensual symbols and its products and developments.”

[182]

Military Culture

Wu Mengchao, a Major General in 2002 and Vice President of the Nanjing Political
Academy, defines military culture as a pattern of ideas attached to the potential military strength of
an armed force (equipment, personnel, institutions, and training), to warfare (combat strength and
its application), and to society (transformation from national strength to military strength). Military
culture occurs when societal culture is shifted to military activities. Historical observations and
logic (based on the past, present, and future of an object) determine military culture as well. The
more developed a society is, the stronger is its cultural accumulation and the stronger the mental
power of its people. Military cultural content is a qualitative indicator of military building. [183]

Fang Yonggang discusses Chinese military culture in a 2005 article. He states that military
culture is a conceptual, complex entity formed from military knowledge systems, military value
systems, and systems of military cognitive methods. It is the cultural basis formed from the combat
strength of the armed forces. [184]

Wang Zhaohai, in 2007, defines military culture as “the sum and substance of the ideology
gradually formed among members of the military through military practice, consisting of the
knowledge system, concepts of values, and methods of thought and conduct. It is the historical
precipitate of the spiritual production and spiritual life of members of the military. It is the carrier
of symbols of values for the military and members of the military.”[185]

Traditional Military Culture
Jin Lixin’s 2002 work on Marshall Ye Jianying’s view of military culture listed key points
for understanding traditional Chinese military culture. They are:

e Clarity of Goal. Ye’s goal was to emphasize the past to benefit the present. He advocated
using China’s precious historical inheritance to apply success and avoid defeats in these
changing times.

e Take a Firm Stand. China must use Marxist and Mao Zedong thoughts as weapons to dissect,
sort out, and critique ancient military heritage using a scientific and dialectic attitude.

e Deal Strictly with Concrete Matters. Open up research into military science, and seek truth
from facts. Remain down to earth and don’t make something out of nothing. General rules are
more universal.

e Weed through the Old to Bring Forth the New. One must “assume an impressive posture” by
bringing the bow back but not shooting, demonstrating that one is ready to do battle. This is
active defense.[186]

This latter point is much like present day deterrence thought and the Chinese concept of shi (see
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Appendix Two for a detailed description of s#i).

Marxist Military Culture

Liu Dingchang and Wang Yi, in 2002, write that Marxist military culture includes both
software (thought, scholarship, science, etc.) and hardware (infrastructure, equipment, and
training) and has five levels. They are:

e The culture of military thought which includes military dialectics and basic theory about war
and strategy

e The culture of military scholarship which includes the sciences of strategy, campaigns,
tactics, and war mobilization, among others

e The culture of military technology which includes military science and technology and
military training

e The culture of military systems which includes the systems of leadership and political work

e The culture of military infrastructure which includes military organization and equipment.

[187]

Advanced Military Culture

Fang Yonggang defined advanced military culture as merely an extension of advanced culture
but with specific differences between soldiers and civilians in ideas, aesthetic values, and means
of continuity. Drawing upon its superior military cultural heritage and forward orientation,
advanced military culture must change in accordance with temporal and spatial conditions (such as
cultural qualities, psychological features, and individual characteristics of officers and troops).
Change includes examining the rational components of foreign military cultures.[188]

Wang Zhen, a professor in the Political Department of the Chinese Navy’s Dalian Ship
Academy and the chief editor of the work Theory for Building the Communist Party of China, noted
in 2005 that while China’s modern military culture is guided by Marxism, Mao Zedong military
thought is an important component of China’s modern advanced military culture. Wang states that
modern advanced military culture is differentiated from China’s ancient and modern military
culture by profound changes in military concepts. In particular, the emergence of Mao Zedong
military thought shattered traditional thought and reformed important traditional concepts. This
revolutionary change was manifested in the following ways:

e [t used the purpose of the new People’s Army to explain the instrumental value of the army.
No longer were armies tools of the ruling class to make war but now the PLA works for the
people to spread propaganda, organize the masses, arm the masses, help the masses establish
a revolutionary political power, organize the establishment of the Communist Party, and make
war if necessary.

e Itused a cultural perspective of the party commanding the guns to thoroughly transform the
cultural perspective of the gun alone being supreme. That is, the gun was not the only element
of respect. Rather, the Party commands the guns and not vice versa.

o [t used materialist dialectics to make innovations and develop theories and strategies in
Chinese and foreign military cultures. Mao, being knowledgeable in ancient, foreign, and
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Marxist writings, attached importance to deriving the best from both local and foreign
military thought, especially theory and strategy. Revolutionary wars are just, and
counterrevolutionary wars unjust. [189]

Wang defined advanced military culture as “the military culture concepts and military culture
system that are established under the guidance of correct military values.” Mao’s military thought
clarified scientific military values and allowed military concept culture, military system culture,
and military action culture to take shape as a scientific system.[190]

The Move from Traditional to Advanced Culture

Military culture is transitioning in accordance with the Chinese military’s move from a
mechanized to an informatized force and with the world’s transition from a Cold War environment
to a digital age marked by global economic and social integration. The move to advanced military
culture does not mean, of course, that traditional cultural thought is being tossed out. Rather, it is
being updated in correspondence with today’s digital context. For example, traditional concepts
such as the preservation of unity, the pursuit of peace, and emphasis on rational thought all remain
part of advanced military culture.[191] Updating military culture simply ensures that the culture of
military thought does not suffer from inferior thinking but keeps up with the times.

One main concern serves as a motivating factor for the PLA to transform from traditional
military culture to advanced military culture. This concern is that some PLA members believe
Western culture is penetrating China via digitized public opinion means. Wang Shudao, an
Assistant Professor in the Military Personnel Management Department of the Xian Political
Institute, is one who believes that Western penetration of the media has forced a cultural
transformation.[192] The digital age has introduced more cultural diffusion in China due to access
to other cultures ideologies and philosophies.

Cultural diffusion, according to Wang, is a means to pass on, promote, and develop cultural
content. It can act positively (supporting the PLA) or negatively (enabling the disintegration of the
PLA) and has two layers of meaning. The first is the diffusion of culture itself, its semiotic
characteristics and system of meaning. The second is diffusion activities through definitive media
both internal (within a community) and external (among different communities, known as
intercultural diffusion or cross-cultural diffusion).[193] These activities use modern information
technology and specialized media. There are five elements: the diffuser of culture; a specific
system of meanings; a definitive semiotic system; specialized media; and the target of cultural
diffusion. Modern cultural diffusion is based on high-technology, is global in scope, and can be
used as a combat power additive.[194]

Cultural diffusion in the information age has new forms. These are:

e With respect to cultural symbols—artificial language and logic symbols are in the process of
replacing traditional material and written symbols as the carriers of cultural information and
the transmission of systems of meanings

e With respect to communication technology—digital information technology and virtual reality
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technology are replacing traditional printing and electronic technologies
e With respect to diffuse media—satellite radio, television media, and computer network media
are increasingly replacing traditional paper publication media.[195]

Wang sees three challenges to China. First is the challenge to China’s national spirit, the
latter touted as the essence of China’s military culture. This challenge is caused by exposure to
other lifestyles and to Western “libertarianism.” This has introduced feelings of cultural inferiority
among some Chinese. A second challenge is that presented to socialist ideals. The penetration of
China by digitized systems has offered the West a chance to highlight their capitalist system and
values. A third challenge is that presented to socialist information and the public opinion
environment in general in China. Wang believes there is an “information supermarket” that has
resulted in a loss of control and management over information in China. Citizens are not able to
distinguish between good information and “information detrimental to the stability of Chinese
society, interfering with the direction of public opinion and social psychology.”[196] The diffusion
of Western values has caused, according to Wang, a crisis in beliefs and an upheaval in
convictions, hedonism, and extreme egoism.[197]

Wang believes that cultural diffusion is a new form of soft power that can affect national
security. In response, China must adapt a preventative cultural diffusion strategy in order to regain
the strategic initiative in what Wang describes as the “cultural psychological warfare of the new
period.”[198] The West’s cultural diffusion has not only intervened into China, it has established a
“strategic containment of the cultural layer” that has allowed the West to gain the initiative in
cultural psychological warfare. Three recommendations were made by Wang:

e Proactive defense must be China’s strategy to control the diffusion of Chinese culture since
the West is in a position of relative strength. The hypocrisy of the West’s anti-Chinese forces
must be exposed.

e The Party must exert control over cultural diffusion. It must vigorously develop advanced
culture, integrating traditional and modern diffusion media and national and private sector
media to propagate national spirit and basic national values.

e Socialist culture with Chinese characteristics must serve as an essential condition for the
implementation of cultural counterattacks and what Wang describes as “cultural attack
psychological warfare.”[199]

Advanced military cultural thought should continue to innovate and change, to take the best
from the West, and to elevate quality on a level above quantity in terms of importance. These
requirements are mandated by the changes accompanying the digital age. For example, with regard
to the quality over quantity concept, Liu Dingchang, then a Senior Colonel and President of the
Nanjing Institute of Politics at Shanghai, and Wang Yi, a Senior Colonel and the Political
Commissar of the same institute, noted in 2002 that

China’s quantitative fighting strength is determined by the socialist political system, the

population, economic factors, and natural geography. These factors are in constant flux based
on modifications to military strategy. Qualitative aspects of fighting strength refer to the
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quality of military affairs, politics, technology, culture, health, and the psychological caliber
and disciplinary style of the officers and troops as well as the caliber of military thought,
strategy, and tactics. Marxist military culture has always placed great emphasis on the
quality of the army.[200]

Wu Mengchao states that strong values and knowledge are two areas of measurement to help
determine the development of an advanced military culture. Values emphasize the character of
people. Chinese internal values include a peaceful disposition based on an active defense concept,
an emphasis on strategic thinking, the use of deterrence whenever possible, and a benevolent
approach. China’s military values are handed down from a historical study of Confucianism and
Mohist, Daoist, and Legalist thought. Knowledge, the other area of measurement, emphasizes the
scientific nature of culture. It includes learning from Marxist ideology, focusing on science and
technology, and studying lessons learned from actual practice. [201]

Revelations for a Non-Chinese Expert

For the average Western analyst who is not a Chinese expert, there are several points of
interest embedded in Chinese discussions of culture. Among the most important issues are:

e How technology must be embedded into strategy, the latter serving as the strongest military
cultural element of China

The importance of Marxism to contemporary Chinese military culture and philosophy
Contradictions to some commonly accepted Sun Tzu and Mao Zedong phraseology

The role of intellectuals in the development of Chinese military culture and thought

The importance of strategic psychological warfare and persuasive media to the enhancement
or degradation of military culture, to include persuasive simulations

e The impact of informatization on military culture.

Strategy and Information Technology

It should come as no surprise that the focus of many Chinese cultural writings is the issue of
strategy. The Chinese have studied strategy closely for thousands of years. The revelation for a
Western reader is not the PLA’s continued study of strategy but the manner in which they intend to
improve it. Major General (retired) Li Bingyan, a Senior Editor of the Liberation Army Daily, the
PLA’s major newspaper, offered some of the best suggestions in this regard. He is well-known in
China and abroad for his writings on military strategy. He has authored, among many works, a new

edition of The Thirty-Six Stratagems and Strategies of the Ancients.

Li points out three differences in Western and Eastern thought. First, Westerners focus on
technology while Easterners focus on strategy. Li believes this is because Westerners created a
socio-cultural environment where science and technology were esteemed while Easterners
incorporated nature into human affairs and believed that changes in society were linked to changes
in nature.[202] This is an important point for western analysts to consider.

Second, when Westerners look at a problem, Li thinks they focus on a single point.
Easterners, on the other hand, develop a comprehensive way of looking at a problem, what Li
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terms a “twin-lens” approach (or a comprehensive approach). Third, when examining
relationships, Li believes that Westerners view coordination and struggle as incompatible.
Easterners, on the other hand, seek a point of equilibrium between coordination and struggle
advocating a battle of wits and eventual harmony and not a reliance on force.

Li states that China must not rely on strategy alone in its battle of wits any longer. Rather,
China should learn from the West and integrate strategy with technology.[203] In this sense he aims
to improve the quality of strategy in China.

Li notes that there is a reason beside “incorporating nature into human affairs” for China’s
slow acceptance of technology. During the Western Han era (206 BC—25 AD), China was
governed by the concepts of “reject a hundred schools of thought, esteem only Confucianism” and
“emphasize officials, not technology.” Officials, viewed as saviors of the people, blocked anyone
venturing toward science, as the latter was deemed work for men who were clever with their
hands. Li terms this a negative element of Chinese culture. As a result, Chinese strategy was forced
down the narrow road of deceit and trickery, where stratagems play a major role.[204] In Li’s
opinion, China studies the use of strategy to win victory while the West studies the use of force to
achieve victory. Since the Chinese believe that war is not only a contest of material forces but also
a battle of wits, they stress subjective (flexible, creative thinking) factors in war.

Lin Ronglin, a Colonel and professor at the Naval Command Institute, and Cui Tao, an MA
candidate at the same institute, agree with Li. They write that the integration of stratagems and
technology is important.[205] The authors conclude that “not only must we continue traditional
Chinese military thought on strategy, we must also emphasize the borrowing of Western
information technology advantages in order to adapt to information wars of the future.”[206]

Lin and Cui list four reasons for China’s emphasis on strategy:

e War has rules and by recognizing the rules, one could use other strategies to trounce the
enemy.

e The full utilization of the subjective mobility of those involved in a conflict is required.
Based on objective factors, subjective efforts are used to obtain victory.

e Both sides in a war are flexible. Both hide the truth and show falsehoods, and both compete
in intelligence and bravery. The use of deception is necessary.

e War must be in the service of a particular political end and serve as a means to that end.[207]

Marxism

Fang Yonggang wrote in 2005 that it was Mao who began the integration of Marxist thought
into the Chinese revolution. This began an innovation in military culture that allowed China to
show that it is adaptive and able to integrate traditional military strategy and philosophy with
science and technology from the West.[208]

Marxist writings have had a much greater impact on Chinese military philosophy than many
non-Chinese experts (such as this author) could ever expect. The Chinese give Marx and Engels

credit for strongly influencing many of the key aspects of their military thought. This influence
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should never be underestimated. Wang Zhaohai notes as late as 2007 that Marxism is the guiding
ideology and correct direction of development for Chinese thought. He adds that the core element
of military culture is the socialist value system.[209]

Marxism is considered an essential aspect of traditional Chinese military culture, even
though it is a nineteenth century concept. Jin Lixin, a Colonel and assistant researcher at the
Academy of Military Science’s Encyclopedic Research Department, wrote in 2002 about Marshall
Ye Jianying’s view of traditional Chinese military culture’s Marxist and dialectical connections.
[210] He notes that Ye read the Marxist/Leninist classics and Chinese and foreign history of all
kinds. Further, Jin notes with regard to Marxism and the dialectic, “study and draw on dialectical
thinking in ancient military strategies and tactics, especially Sun Tzu’s Art of War. Solving the
contradiction of the unity of opposites—the enemy and oneself—was the premise for conducting
all military activities.” The one “without or hollow” is vacuous and the one “with or solid” is
substantial (attack what is weak, avoid what is strong).[211]

Liu and Wang write that this ideological aspect of military culture is supported by Marxism’s
cornerstones, dialectical materialism and historical materialism.[212] Marxist dialectical
materialism, they write, reveals objective facts and inherent relationships that outmoded
metaphysical precepts cannot. Relationships include, for example, those between war and culture,
the buildup of the national economy and the armed forces, the people and weapons and equipment,
and a series of dialectical relationships within the military (attacking and defending, weakness and
strength, superiority and inferiority, and so on).[213]

Historical materialism provides a theoretical basis for patterns of social development, for
the form of a socialist economy, and for methods of production. Mao Zedong, Deng Xiaoping, and
Jiang Zemin, the authors note, have developed Marxist military culture with Chinese
characteristics although they didn’t specify just what these characteristics were.[214]

Authors Liu and Wang discount the contributions of Clausewitz and Jomini to military culture
by stating that “military cultures prior to the advent of Marxism are limited by historical
conditions, in particular because they are not guided by scientific concepts of the world or
methodologies. As such, they have many drawbacks in terms of their content and function which
fundamentally hold back any further progress for them.”[215]

Jin offers some historical offensive-oriented Chinese military doctrine for Western readers
to ponder.[216] On the one hand, Confucian, Daoist, and other Chinese doctrines have repudiated
war for thousands of years in books. On the other hand, Marshall Ye Jianying’s military theories,
according to Jin, include seeing value in war and value in fighting (instead of “winning without
fighting”). Ye saw progress for China in the conduct of war and used the War of Resistance against
Japan as an example. This war formed a unified people’s war front, unified the government,
unified the military, formed resistance leaders, and founded the Political Department. “This
overall view of Ye Jianying’s concerning the value of war is clearly of an epochal and scientific
nature.”[217] Jin added that “Looking back through the volumes of China’s 5,000 year history,
what we see more of is ‘attacking the enemy’s army in the field’ with shining spears, armored
horses, and fierce combat, and ‘besieging walled cities’ by beheading generals, capturing banners,
and blood baths; truly being able to ‘break the enemy’s resistance without fighting’ is the rarest of
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rarities.”[218] Thus Westerners should keep a wary eye on China’s military buildup for good
reason.

These two thoughts, war helps China progress and “the rarest of rarities” is breaking the
enemy’s resistance without fighting, are truly different thoughts than Westerners are accustomed to
hearing. Finally, Jin stresses time and again that Ye’s focus is on applying lessons learned from the
past to present day situations. One must learn and adapt.

The Role of Intellectuals

Wang Xingsheng was a senior Colonel in 2002. He was the Director of the Fifth Research
Office of the Chinese Academy of Military Science’s Military Systems Research Department.
Wang wrote that ancient Chinese intellectuals paid attention to military matters and that they greatly
enriched the story and tradition behind China’s military culture. Scholars focused on war
prevention, opposed wars of annexation, but advocated war for moral principles. What arose was
a scholarly group of military strategists that remained active even during the period of
Confucianism. Several were later designated as officers due to their extensive knowledge of
strategic affairs.[219]

Ancient Chinese intellectuals focused on military matters in the following ways:

e They directly threw themselves into military struggles of the times. There were two groups—
intellectuals that the emperor appointed as generals (some like Sun Tzu and Sun Bin became
outstanding commanders and strategists) and intellectuals who served as officials or military
aids and took part in the planning and decision-making in army tents (such as Zhang Liang and
Xiao He).

e They wrote books on the art of war and war policy complete with notes and commentaries on
them. They described how to enhance war preparations, inspire morale, study strategy, amass
forces, and restore the country.

e They summarized military successes, failures, gains, and losses while researching and
constructing history.

e They wrote prose that reflected war and military life. A considerable portion of Chinese
poems are about military matters.

e They created novels with war as the main object of discussion which spread military culture
and helped in the accumulation of the military cultural psychology of the nation.[220]

Ancient intellectual writings thus have significantly shaped the style of Chinese military
culture. Wang believes both ancient and modern intellectuals have enhanced the concept of national
unity, imbued Chinese military culture with a distinctively patriotic and heroic hue, and caused
Chinese military culture to assume an even more pacifistic and compassionate spirit for the state of
the world and its people.[221] Further, intellectuals provide Chinese military culture with incisive
language and an aesthetic characteristic that blend philosophy and poetic appeal in a concise,
comprehensive, innovative, and universal manner. Perhaps most important, intellectuals promote a
military style of thinking that is good at strategy and adept at the use of indirect methods.[222] Why
did strategy develop earlier in China than in other nationalities? Wang believes that the answer
may be grounded in the fact that intellectuals did not come from families with military backgrounds
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in most cases. They were thus unfamiliar with issues on an operational level and only dealt with
strategic issues. Further, the battle of wits between two sides interested and excited Chinese
scholars. The novels and plays they wrote further popularized strategy.[223]

Psychological and Cognitive Issues, Persuasion, and National Character

Yan Xiaofeng, Deputy Director of the Philosophy Teaching and Research Office of the
Marxism Teaching and Research Department at National Defense University, writes that the
strength of strategic psychological warfare (SPW) comes from national culture.

Yan states that national culture is defined from a series of issues. They are:

e National culture is the combination of factors, including a country’s national spirit,
ideologies, traditions, customs, ways of thinking, and the quality of sciences.

e National culture is the development of a nation’s economy and politics. They are
interdependent.

e National culture is a combination of a nation’s various concrete cultures such as various
forms of social ideology and social psychology. The former includes political and legal
thinking, morals, art, religions, sciences, philosophy, and so on. The latter includes feelings,
will, habits, and interests.

e In the national culture system, national spirit is the essence and ideology is the symbol.
National spirit is the national faith, belief, character, and quality that a nation develops under
certain national, historic, and production conditions.

e National culture is a system that has complex structure and abundant content.

e Finally, national culture is a country’s image. Advanced national culture is a powerful
strategic weapon in strategic psychological warfare. It shows to the world a civilized image
that “our country loves peace, insists on justice, and pursues advancement.”’[224]

In the case of China, Yan believes that there are two reasons why China’s national culture is
so strong: a sense of national dignity developed over thousands of years which enable a sense of
identification and belonging; and the influence of the Chinese Communist Party. The latter has
created a culture of democracy that enables justice, advancement, and enlightenment according to

Yan.[225]

Another country’s culture often becomes the target of SPW. The party that launches SPW
is trying to make another country’s people, especially the elites, accept, become interested in, or
long for the values, thoughts, ideas, life styles, and even social systems of another country. With
this understanding, and the Chinese focus on preventing the spread of foreign information within its
culture, China probably considers US policy makers as experts in creating SPW.

Yan continues that it is also important to eliminate hostility in the target country and to create
favorable opinions of the party launching SPW. If war does erupt, opposing counties will then have
more difficulty developing hatred and a fight-to-the-death mentality if a favorable opinion of the
country has preceded war’s outbreak. The measure of effectiveness for SPW’s success is whether
China is able to conquer and replace another country’s culture[226] and to resist SPW efforts of
other countries.
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In the information age, boundaries are more porous which allows for the dissemination of
national culture with fewer logistical and technical restrictions. SPW can be conducted at a level
of competition and contest over national culture where one really can win without fighting. The
information era has created new ways to consider time, space, progress, and the tools of war.
Entire war strategies can now be based strictly on the competition between the national cultures of
two countries. Information is used to destroy an opposing forces identification with and
dependence on its national culture. Such abstract war can work as well as actual war in Yan’s
opinion. The changing nature of access and influence in the information age has made China more
protective of its culture which is an important element of China’s comprehensive national power.

[227]

Chen Bingyan and Wang Yanzheng, graduate students at Shijiazhuang Army Command
College; and Wang Zhenxing, a professor and master’s candidate advisor at the College, wrote a
very good article on psychological warfare. Titled “Enhancing China’s Excellent Culture and
Erecting a National Psychological Great Wall,” the article underscored the importance of
“warding off the cultural expansion and psychological attacks of the West” and “promoting the
transformation of advanced culture into an excellent national psychology.”[228] The authors define
national culture as the product of spiritual and material civilization created by a nation in the
historical course of its existence and development.[229]

The authors note how information technology is influencing China’s advanced military
culture. In the authors’ opinion

Life in society has entered an unprecedented information environment. The explosive
development in high technology centered around information technology has been
accompanied by the increased informatization of society. This type of information
environment is the result of advances in society, and is an objective fact from which there is
no turning back for any country or nation. However, the information environment is an
artificial environment, and the content it transmits reflects the social cognitive values of
different countries and interest groups.[230]

Building and promoting China’s national culture requires that China erect a national psychological
Great Wall between itself and the West. China must “oppose those who separate the culture of
Marxist thought from traditional Chinese culture and the world’s national cultures, or put them in
opposition to each other, which risks restricting the methods of the culture of Marxist
thought.”’[231] To that end, a correct orientation toward public opinion must be secured.

China must do four things to maintain its culture according to Chen, Wang, and Wang. First it
must establish dedicated institutions responsible for planning, modifying, and managing the work
of SPW; second, research into issues of national psychology must be increased; third, specific
cultural education and propaganda work must be carried out; and finally, a professional
information and guidance team (s) must be established.[232]

Other authors focused on the development of cultural awareness and techniques to persuade
the media. Wang Lin, a Senior Colonel and Professor of Military Journalism and Communication at
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the PLA’s Nanjing Institute of Politics; Wang Yitao, a Captain and Xinhua PLA Branch Journalist;
and Wang Guibin (no title provided) wrote a 2005 article that discusses media strategies to use in
cultural wars with the West and other nations.[233] Media warfare is defined as an information
battle where adversaries fight for dominance of message output and maximum effect on
communication. These messages can disguise hostility and aggressiveness and increase public
opinion and support. Cultural characteristics to be studied include customs, religion, moral values,
behaviors, literature, the arts, and so on that can achieve a desired cultural effect. Information
selection criteria include cultural flaws of other nations.[234]

The authors write that China needs to create professional institutes that conduct cultural
effects research and in-depth preparatory work to keep research up-to-date and ensure speedy
propaganda responses if needed. Spiritual and material cultural effects should be studied. In
particular, there is a need to understand and use information platforms such as the Internet. Finally,
appropriate cultural battle simulations must be developed to accumulate the necessary information
and experience to improve one’s own defensive abilities in media warfare.[235]

Media strategies include directing the public’s attention to a focal point of common interest;
using contrast, such as revealing and disclosing the illegitimacy of an adversary action and then
explaining why friendly actions are both legitimate and inevitable; using the persuasive effect of
strong cultural leaders, those active and influential in dispersing objective facts and subjective
judgments (artists, scientists, teachers, and athletes, among others); and using the strategy of
repetition of cultural effects specific to the given culture and its background.[236]

The Impact of Informatization on Military Culture

The digital age has squarely impacted military culture in China as the preceding paragraphs
indicate. Yao Gaohong, a professor and doctoral candidate advisor (and editor of the Journal of
Nanjing’s Institute of Politics) and Du Yongji, a doctoral candidate at the Nanjing Institute of
Politics, write that “for the construction of conditions for military culture which are adapted to the
conditions of the informatized military, it is necessary that the conditions of traditional military
culture are systematically reformed involving every aspect of the conditions of military
culture.”[237]

If reform is to involve every aspect of military culture, then weaponry and equipment,
military organizations, military thought, and other aspects will be affected by the digital age. The
PLA must “establish military values, modes of thinking, and a cultural psychology which are
adapted to the conditions of informatized war so that the transformation in cultural concepts is the
premise upon which the new conditions of military culture are constructed.”[238] This includes
the ethics of informatized war, the rules of war, and the ways of using armed force. Yao and Du list
the six elements of military culture as

e Military theory

e Military systems

e Military values

e Military ethics

e Military psychology

e Military thinking.[239]
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Yao and Du focus the conclusion of their article on the development of several issues. First
is the obvious need to integrate military and social cultures (since informatization has blurred the
boundaries between what is and is not military). Second is the development and understanding of
twenty-first century trends caused by information technology (knowledge-based forces, intelligent
weapons, the digital battlefield, and informatized war and deterrence strategies). Third is the
requirement to understand an opponent’s military culture, particularly his military value pursuits
and the direction of his strategic thinking. Finally, there is the need to develop new innovations in
military theory since the first to do so will have the advantage in future military battles. This
requires not only carrying on one’s own military cultural traditions but also learning from other
military cultures. Yao and Du note that “gaining an understanding of another country’s strategic
culture and thinking is helpful for eliminating strategic misunderstandings and avoiding mistakes in
strategic judgment.”[240]

Some PLA Views of US Culture

Zhang Xiaojun, senior colonel and professor at the People’s Liberation Army Foreign
Languages Academy, and Xu Jia, a professor at the same academy, write often on military topics
and strategic thinking. Their article under consideration here is on the topic of strategic culture.
They define strategic culture as

...the social messages carried by the system of strategic symbols. Strategic culture is made
up of two parts. One part is the continually produced social messages carried by the system
of antagonistic symbols related to a conflictive nature, a violent usage, a connotation of
security, and the qualities of an enemy and of threat. The other part is the continually
produced social messages carried by the system of antagonistic symbols related to priorities,
reasonable choice, and the evaluation of results.[241]

The authors believe strategic culture falls under the topic of “grand culture.” It is subject to
influence by spiritual culture, scientific and technological culture, institutional culture, and the
material culture of a country. Its main categories include warfare concepts, national defense and
security concepts, theories for gaining the upper hand, and so on. Zhang and Xu further go on to
compare US and Chinese strategic culture in their article. They interpret Chinese strategic culture
as dominated by pacifism and moral principles. They view US strategic culture as driven by profit
and national interests.[242]

First, they write that Chinese traditional strategic culture emphasizes morality in warfare and
values peace. This tradition respects inaction. Confucianist thinking was manifested in ancient
military affairs and advocated benevolence and righteousness. Mohists were pacifists who
advocated caution and fighting only for moral principles. These philosophies valued what was
righteous and unrighteous. Sun Tzu’s words reflect this philosophy.[243] Apparently they discard
the views of Chinese authors noted above (especially Jin) who have a different view of Chinese
military culture.

In contrast, Zhang and Xu believe that Western culture is driven by profit and not morality.

National interests are the center piece of US government affairs and the standard pursued by
strategic decision-makers. The authors believe economic interests are the starting point for US
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strategic culture since the US is a capitalist country ruled by pragmatists. This enhances an
orientation toward material gain.[244]

Second, Zhang and Xu compare defensive and offensive thinking in China and the US.
They believe that China’s strategic culture is more defensive and that even offensive actions are
for defense. The US is offensively motivated and expansionist oriented, the authors write, and
“expansion could ensure the growth of US capitalism, resolve contradictions in domestic
economic contradictions, avoid divisions, and bring about national security.”’[245]

Third, the authors discuss the topic of strong and weak forces, which they describe as an
important category in Chinese culture. Strong forces stand for attack and masculinity, and weak
forces refer to defense and femininity. Chinese strategic culture is ideologically weak and uses
weakness to gain victory according to Zhang and Xu. China believes that victory is gained from
knowledge and not strength. Thus a weak defense can both hide one’s capacities and allow one to
bide one’s time yet still allow for gaining mastery after an enemy has struck first. It represents the
crystallization of the fusion of pacifist thought and dialectical thinking in strategic culture since it
“focuses on the wisdom of seeking the complimentary in the contradictory.”[246] US strategic
culture, the authors note, stresses the opposite. It is focused on the worship of strength, the praise
of attacks, and emphasis on competition and subjugation. There is a self-veneration of ideology
and value concepts backed up by strong material forces.[247]

Finally, the authors state that there is a difference in economic backgrounds and thus
approaches in China and the US. China is more of an agricultural force and the US is a commercial
force. The Chinese people are attached to their native land and are unwilling to leave it. Thus they
do not engage in expansionism. They place emphasis on ground defense and have light regard for
maritime defense. Agriculture is the reason the country became rich and made the military strong.
Authors Zhang and Xu look at the US as a capitalist country rich in mercantilism, a country of
immigrants, and for this reason US territory is always expanding. Expansion has been greatly
assisted by an offensive naval force. Finally the authors write that the US uses the military to keep
the country strong while China uses the prosperity of the country to make the military strong.[248]

In summation, Zhang and Xu note that China has a well established history of strategic
culture. They write that Confucianist doctrine has held a dominant position since the Han Dynasty
(which directly contradicts Chinese writers’ focus on the influence of Marxism) and that caution
has ruled when force has been used. With regard to the US, the authors write that Americans think
of themselves as pacifist but the figures show otherwise.[249]

Ren Xiangqun offered another view of strategic culture. He is an assistant researcher at the
Department of War Theory and Strategic Studies at the Military Science College and is a Colonel
with a PhD in Military Science. Ren quotes Li Jijun, a retired general and well-known Chinese
strategist, to start his analysis. Li wrote that “strategic culture is strategic thinking and strategic
theory formed on the foundation of a certain history and cultural tradition of a people. This kind of
thought and theory, according to Ren, is what guides strategic actions and impacts social culture
and trends.”[250] US mainstream cultural tradition is based on the thought, values, and behaviors
of white, middle-class people. These are the political leaders, CEOs, university presidents,
scientists, reporters, and novelists that have successfully influenced society. This tradition,
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according to Ren, focuses on manifest destiny in foreign affairs, individualism, commercialism,
pragmatic philosophy, and social Darwinism.[251]

Chen, Wang, and Wang apparently agree with this assessment. They wrote in 2002 that

The Catholic Puritans among the early European immigrants felt superior in that they felt they
were ‘chosen by God’ and had a ‘manifest destiny to save the world’ all of which mixed in
with their mercantilism, expansionism, practicality, and social Darwinism to become the
basis of the ideological culture of the United States and cognitive roots of the country’s
hegemonic mindset.[252]

Ren and the Chen, Wang, and Wang collective mention social Darwinism. This is an adjunct
to Darwin’s theory of “survival of the fittest” and refers to the US predilection that their social
system will enable the “survival of the fittest” among the human species. They appear to use this
concept interchangeably with the concept of manifest destiny, in both cases implying that the US
sees a “right” (whether from God or nature) for imposing their system on others. At a Sun Tzu Art
of War symposium, a Chinese moderator even went so far as to state that “if we can’t clear up
social Darwinism, we can’t get rid of war. China must use Sun Tzu theory to solve the social
Darwinism problem.”

These articles and others from China Military Science are revealing for their
prejudicial/one-sided treatment and judgment of US actions and corresponding aggrandizement of
Chinese generosity and benevolence. Chinese analysts ignore US acts of benevolence, such as US
attempts to bring peace to Bosnia or stop genocide in other areas of the world. The Chinese
authors ignore these actions and focus only on what they term as expansionist and material
motives. Meanwhile China’s quiet moves into Africa and Central Asia are ignored.

In similar fashion, China accuses the US of self-veneration. Clearly a country basing its
ideology around the communist cult of personality (Mao, Deng, Jiang, etc.) is conducting self-
veneration albeit of a different type. For a nation supposedly focused on the people, this is difficult
to understand. US ideology venerates the achievements of the common man in science and other
areas as well as presidents and statesmen. In fact, political leaders are often the focus of scorn in
the US media. Thus the strategic culture of both nations leads to different debates and
interpretations. This is hard to deny.

Another example of a prejudicial assessment comes from the work of Fang Yonggang. He
notes that internally, officers and troops in the PLA are united and “democracy within the Party,
people’s democracy, and inter-party democracy” are being promoted. Externally, the positive,
proactive, and innovative reverence for the masses drives the PLA forward so that the prominent
goal of “being of the people” is attained. This is inherently different from foreign military culture,
Fang writes, particularly that of the West, whose values are oriented toward ““serving a minority of
the people” and “serving the capitalist class.”[253]

China and the US may not correctly assess each other perhaps out of ignorance, oversights,

or the overriding influence of their national strategic culture on their perceptions. Yao and Du note
that the different approaches that countries have to their security interests influence the formation
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of their military values and the selection of their ways of military thinking.[254] The implication is
that the more we understand strategic culture and the selection of security interests, the better we
will be able to understand one another.

Wang Lin, Wang Yitao, and Wang Guibin, mentioned earlier, write in 2005 about a method
by which to better understand one another (even though they were discussing the conduct of
cultural wars at the time!). They write that when examining the cultural roots and characteristics of
the core spirit of an enemy, subjects must avoid cultural prejudice when dealing with targets. One
must actively utilize empathy toward the cultural proclivities of the target. To be truly empathetic,
seven steps must be followed. It is these same steps, however, that could be applied to understand
one another better in peacetime. That is, the seven step recommendation would work in times of
war to get at enemy mind sets; or in peacetime to better work with one another and eliminate
potential points of misunderstanding (especially in times of crises!). These steps are:

One must share the inner state of someone and recreate that person’s inner image.

One must recognize the types of cultural diversity in society.

One must know oneself and individuals in a given culture.

One must eliminate one’s own isolation from the environment.

One must take on the other person’s perspective and thinking,

One must acquire experience through empathy obtained from the five steps above.

One must restore his or her inner state, and re-experience one’s own cultural state again.

[255]

These same steps are used to conduct media warfare, according to the authors.

Other Important Aspects of Advanced Military Culture

The articles of Liu Tinghua, Yang Yuling, Fang Yonggang, and Wang Zhaohai in China
Military Science also included several other issues worthy of consideration regarding advanced
military culture. Liu Tinghua, a Director of the Research Office of the Historical Research
Department of the Academy of Military Sciences, emphasizes the connection between strategy and
history. In 2002, he wrote on military ideological and cultural lessons learned from the Chinese
classic work I Ching since many of the I Ching lessons (combat preparedness, unity of the people
and army, and the “just” use of force) have become Chinese cultural traditions.

Liu writes about the I Ching concept that the “superior man, when resting in safety, does not
forget that danger may come; when in a state of security, he does not forget the possibility of ruin;
and when all is in a state of order, he does not forget that disorder may come.”[256] To strengthen
national defense, the superior man must educate the people and nourish them; think of what might
come and prepare for it; and keep weapons in good repair in case of unforeseen contingencies. The
goal is to be ever vigilant and mindful of adversities and prepare for the worst. Further, the army
must insist upon participating only in just wars (i.e., the liberation of people) and using only
competent generals who possess integrity; fostering harmonious relations with people to create a
unified military front; instituting rigorous discipline; utilizing flexibility (subjective initiative) in
commands; luring the enemy into terrain; staying positive in the face of momentary setbacks;
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gaining a firm understanding of the nature of war; and treating prisoners of war with respect.[257]
Chinese culture eventually absorbed most of these issues that were written about long ago.

However, Liu warns that the I Ching contains mysticism and irrational thought as well that
must be countered by taking a scientific view. For example, there is the belief that a dangerous
campaign will result if someone witnesses the immersion of a young fox’s tail in water as it
crosses a stream. This type of thinking must be countered.[258] In fact

Winning or losing a war is the result of a contest between soldiers and weapons and is
influenced by terrain and weather conditions, along with how well commanders exercise
their subjective initiative. It has nothing to do with divination, which was the result of the
low level of scientific advancement at the time which led to the search for psychological
comfort by means of praying to gods for protection.[259]

The preservation of unity is a major traditional theme that the Chinese carried over into
advanced military culture. It is a national cultural tradition of some importance that is most often
reflected in Chinese discussions about Taiwan. Yang Yuling, a PhD and the Director of the Military
History and Culture Teaching and Research Section of the Xi’an Political Institute, wrote that
“Culture plays a role that cannot be replaced by other social elements, namely the functions of
coalescence, integration, assimilation, and standardization of the conduct and psychology of the
social groups within a nation.”’[260] Culture, Yang believes, molds an identification psychology in
people or a country through assimilation and acclimation, a “cognitive schematic” often referred to
as nationality.[261] Yang adds that “for thousands of years, national unity has always been viewed
as the highest political objective and as being in the highest interests of the nation” and for this
reason national reunification with Taiwan remains a priority.[262]

Yang adds that values represent the scale from which standards of social conduct are
measured and tested. Upholding unity is one of these values. National spirit or unity is a key
element of identification psychology, reflected as patriotism. National unity provides will and
vitality for the nation, is embedded in China’s national spirit, and is “Chinese culture’s rational
and systematic recognition of the state’s political objectives.”[263] The cultivation of a cognitive
psychology of shared culture should serve as “a strategic duty and basic stratagem for national
reunification.”[264]

Finally, Yang writes that national identity involves political, economic, cultural, and military
factors, which he terms a systematic construct. It is also a construct that must change with the
times. While China must maintain and manage an enduring memory of its traditions, it must also
respond to cultural challenges brought on by changing times.[265]

Fang Yonggang wrote a comprehensive paper on advanced military culture and its aspects.
He states that advanced military culture in the PLA has six subsystems: military thought, military
ethics, military institutions, military science and technology, military strategy, and military mental
life.[266] His list is somewhat similar to that of Yao and Du mentioned earlier.

The first subsystem, military thought, refers to military culture at the level of reason and is
expressed in philosophical and theoretical form. It reveals the innate connection between issues of
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war and economics, war and politics, war and culture, humans and weapons, and the laws of war.

[267]

The second subsystem is military ethics. This subsystem is an internal system of standards of
conduct for the armed forces internally. Marxist military ethics guide the Chinese military while
carrying forward China’s cultural traditions. Advanced military ethics obey the command of the
Party, love of the military, respect for cadres, strict adherence to discipline, patriotic devotion,
perseverance, integrity, hard work, and enlightened etiquette, providing a strong structural pillar
for the fighting spirit of a PLA soldier.[268]

The third subsystem is the creation and development of military institutions—their form,
nature, function, and implementation. These institutes integrate and standardize military activities
and never cease to innovate and adapt to new technology and equipment or theories of fighting.

[269]

The fourth subsystem is military science and technology. It consists of theory, ideology,
consciousness, knowledge, quality, the capacity for innovation, systems of cognition, and a
scientific attitude. It is in this subsystem that the factor of quality plays its major role (due to the
cyber age) and edges out quantity in importance. Science and technology will have a major impact
on increasing combat power and will require new types of thinking, ideological concepts, ideas
about work, and methods of leadership suited to the demands of informatized war.[270]

The fifth subsystem is military strategy which reveals the quality, traditions, and reality
beneath military culture. The roots of strategy began long ago and form a unique cultural tradition
in Chinese history. Mao first integrated Marxist strategy into the Chinese revolution and this began
an innovation in culture that allowed China to absorb lessons from the West. Chinese culture is
thus adaptive and able to integrate traditional strategic culture with modern science and technology
championed in the West.[271]

Finally, there is the subsystem of mental life manifested mainly in military literature and art.
This subsystem allows for the creation of personal qualities consisting of idealistic beliefs that
motivate soldiers to make contributions. It elicits a consciousness of national defense in people
and improves combat power.[272]

In addition to the six subsystems mentioned by Fang, he also listed five functions of
advanced Chinese military culture. They are guiding ideology, uniting military morale, creating
mental incentives, providing intellectual support, and guiding scientific methods.[273]

Major General Wang Zhaohai, Chairman of the Political Department at the Academy of
Military Sciences, writes that military culture can be dissected into form, era, region, and class.
Military culture can be divided by form into military spiritual culture, the culture of military
systems, the culture of military conduct, and the culture of military equipment. By era it can be
divided into traditional military culture and modern military culture. By region, it can be divided
into Chinese military culture and Western military culture. By class attributes, it can be divided
into landlord military culture, capitalist culture, and proletariat military culture.[274] Military
culture thus is an important concept that includes different aspects of military activity.
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Conclusions

This discussion of Chinese military culture is, admittedly, limited to one journal. It has
used only a few articles from a vast treasure trove of works on the issue. However, it serves as an
introductory viewpoint on the topic and a contemporary one at that, fostered by the official journal
of the Chinese Academy of Military Science.

The discussion initially highlighted six so-called “points of interest” that focused on some
specific items of Chinese military culture. These points of interest were (1.) a Chinese analyst’s
opinion that “winning without fighting” is the “rarest of rarities” for Chinese history, where the
sword has ruled. This point of view is at odds with the most popular assessment of Chinese
military cultural history, a history based on humanity and benevolence (2.) the important role that
Marxism plays for both its impact on culture and on military thought processes. The latter point
includes the concept of the dialectical thought process among other Marxist ideas (3.) the focus
some Chinese analysts placed on combining technology with strategy. There is a realization that
pure strategic thoughts are not enough in a world where technology is driving equipment and
concepts (4.) the more traditional focus on the role that intellectuals played (Sun Tzu was an
intellectual who became a strategist). The focus on thought may be the reason that strategy surfaced
as the main element in Chinese traditional thinking. The study of ancient Chinese history also
demonstrates the importance of innovation and creativity in Chinese thinking, to include borrowing
the best elements from Western military culture. Hopefully, US theorists are learning from Chinese
history as well. (5.) a focus on strategic psychological warfare and the use of persuasive
techniques via the media to influence situations. This includes the use of persuasive technique
simulations and (6.) the digital age’s impact on Chinese military culture in all its aspects (theory,
ethics, science and technology, strategy, etc.), causing several significant shifts.

One conclusion that becomes evident upon reading Chinese military cultural material is that,
for China, “military theory with the characteristics of our armed forces is the outcome of the
combination of Marxist military theory with the concrete practice of China’s revolutionary
war.”[275] That is, not only ancient military theory but Western and some contemporary Chinese
history have strongly influenced military tradition in China. Another conclusion is that the digital
age has genuinely threatened traditional military culture in China forcing the PLA to develop what
it terms as advanced military culture.

The general discussion also includes definitions of several terms focused on culture:
military culture, strategic culture, traditional and advanced military culture, and cultural wars.
These definitions offer a general understanding of the importance of knowledge and values to the
Chinese military as well as the important role that society at large plays in the formation of
military culture. In addition the components of advanced military culture were described. Cultural
warfare, for example, emphasized how to demonstrate empathy and truly get “into” a culture,
requiring that the last step of the process was to “re-experience one’s own cultural state again.”

The discussion makes it clear that China’s analysts are attempting to distill years of military
culture as they decide on the direction in which the PLA’s military culture should head as it
transitions from traditional to advanced military cultural thinking. This fact alone should be of
great interest to other nations. China’s focus on military culture comes at a time when the PLA is
becoming an increasingly important player on the world stage.
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It is important for the US to study Chinese military culture not only to learn where it is
headed but to understand what is of value from their ancient history. There are many aspects of
Chinese military culture and theory that offer the Western analyst another way of viewing or
solving a problem. The US, of course, should be as selective in choosing items from Chinese
thought for its use as the Chinese are when choosing military concepts from a Western system.
Wang Zhaohai noted that China “must not blindly accept foreign military culture when we seek to
draw lessons from it, nor must we simply exclude foreign military culture because it conflicts with
our own, and thereby overlook the positive and beneficial aspects.”[276] We must do the same.

China’s military cultural transition is occurring while its armed forces are transitioning from
a mechanized to an informationized force. The PLA is learning how to operate in complex
electromagnetic environments and how to conduct information warfare tactics. This revolutionary
change in the conduct of warfare has left its mark on military culture and the evolution of advanced
military culture is proof positive. China is very concerned over the penetration of its military
culture by Western media and hopes to do better at constructing socialist culture with Chinese
characteristics, creating cultural diffusion hardware and software over which China has
autonomous intellectual property rights, and, as author Wang Shudao noted, taking action to expose
the hypocrisy of Western anti-Chinese forces. China’s approach must be proactive if'it is to
“propel China’s culture industry and media industry beyond China’s borders in an effort to take
over the international culture market.”[277]

Finally, a look at China’s military culture, if properly analyzed, can expose predispositions
and intentions that the US can utilize to better understand China’s military leaders and thus
potentially avert conflict. The increasingly aggressive Chinese behavior and growing defense
budget, and the reconnaissance activities by units such as PLA hackers, indicate that the Chinese
will be well-prepared to fight a future war in a strategic manner, one that other nations may not
consider. As was noted earlier, what is scarier than inferior technology to some Chinese theorists
is inferior thinking. It appears that in the case of the PLA, they are working hard to ensure that their
thinking is not inferior but takes the best from East and West.

It is evident, based on the occasional conflicts that arise between China and the West, that
both sides need to learn how to understand one another’s intentions better. A closer study of
military culture and an open debate among the two sides on the topic may provide one avenue
(among many) to do so. Hopefully this analysis has opened a few doors to understanding the
current concerns and reactions of the PLA to the threats it perceives to its military culture as well
as offering a reverse look at Wang Shudao’s position. That is, it is possible to expose the
hypocrisy of China’s anti-Western forces just as he hoped to expose the hypocrisy of the US’s anti-
Chinese forces. The dialectic works for either Chinese or Western thought.
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PART TWO:

High-Tech Deception,
Campaign Stratagems,
and

Crisis Management
in the PLA
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CHAPTER FOUR: CHINA’S MILITARY
AND HIGH-TECH DECEPTION

This chapter examines the Chinese concept of deception and its use today under conditions of
informatization.

War is a game of deception.[278]

Introduction

Chinese military theorists are quick to point out that information age deception is a powerful
weapon that has some old and many new uses. For one thing, high-tech systems have increased
opportunities to deceive or to uncover deception at the political, diplomatic, economic, and
military levels of war preparation. Deception, military planners note, can be used to fool an enemy
in peacetime by increasing the fog of war or establishing a high-tech “smoke screen” behind which
aggressive actions can begin to take shape.[279] This indicates that preparations for deception
activities still begin well before conflict occurs whether it is the study of opposing armies’
decision-making habits and equipment parameters or the development and employment of realistic
decoys.

Deception is historically ingrained in Chinese military thought. However, deception is also
used against Chinese society on occasion. For example, the Chinese government uses virtual
devices to deceive the population as necessary. A recent BBC report has details of something
known as the “50 cent party.” Bloggers receive 50 cents (50 Chinese cents or $.07 cents) for
writing an entry that supports government policy. In this way paid commentators on policy issues
help control public opinion and offset unpopular decrees. Online bloggers write entries with a
positive spin about a policy in dispute. Such virtual deception has worked well, the report states,
citing evidence from the public security bureau of the city of Jiaozuo in Henan Province. Chinese
authorities, realizing they could not block or monitor news in some localities, proposed using their
own commentators. Today estimates are that there are tens of thousands of these commentators, the
report noted.[280]

A more well-known and recent Chinese public use of information deception occurred at the
2008 Beijing Olympic Games. During the dazzling opening ceremony, one of the most impressive
opening ceremonies in the history of the Olympics, fireworks lit up the sky over the course of a
mile leading to the National Stadium (also known as the Bird’s Nest). These fireworks were to
represent footsteps leading to the stadium. A Beijing newspaper later revealed that a brighter set of
footprints had been created and filmed much earlier in a special effects lab and this was shown on
television instead of the real fireworks.[281] Thus millions of viewers were deceived into
believing what they saw on the TV screens was a live broadcast.

This chapter will define and discuss this all-important concept of deception. It will highlight
some information age deception advances, camouflage techniques, high-technology reconnaissance
deception, and the deception-stratagem link (Appendix Three defines four additional deception
terms, “decoy,” “infrared decoy,” “deceptive electronic jamming,” and “radio communication
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deception”). The discussion will not further cover Chinese deception issues against Chinese
society.

How Does the Chinese Military Understand Deception?
The Chinese Military Encyclopedia defines the term deception in the following manner:

Deception: A technical term from ancient Chinese military science. First seen in Sun Zi —
Laying Plans: ‘All warfare is based on deception.” During the Spring and Autumn Period
and the Warring States Period, people broke free from the ideological fetters of humane and
righteous warfare and ‘turned out surprises and lay in ambush, using both variations and
deceptions in the use of force’ (Book of

Han — Yiwenzhi). Military strategists suggested the idea of deception in the use of force in
keeping with the scientific summarization of social reality at that time. Deception theory
quite profoundly reflected the essence and laws of military struggles. Its basic substance
was the use of pretense: ‘The military stands on deception’ (Sun Zi — Military Combat);
‘There is no lack of deception and fakery between warring positions’ (Hanfeizi — Nanyi).
This is so because one simply cannot talk of virtue and morality in desperate battles of life
and death — one can only confuse the enemy through deceit and feints and by exposing what
is false and hiding what is real in order to conceal one’s own plans. Only then can
suddenness be achieved in military operations; only then can the enemy be attacked where he
is unprepared; only then can one appear where the enemy is not anticipating; and only then
can the initiative be grasped in military operations. Deception applies only to fighting an
enemy: ‘Use deception to strive for victory over an enemy; there must be trust when ruling
the masses’ (Notes of the Eleven Scholars on Sun Zi — Laying Plans, Wang Xi's Notes).
Deception is an important substance in the military science of ancient China, and it has had a
profound and lasting influence. (Qiu Xintian)[282]

According to Ma Jinsheng, Chinese author of the 1991 book Military Deception, military
deception started 4,000 to 5,000 years ago in China. The concept has evolved over time and now
constitutes a standard practice that involves covering up the truth, using ruses, and creating false
impressions. It was not always this way. Initially, during China’s Western Zhou Period (around
1100 B.C.), Ma notes that etiquette was extremely important and the idea was to be virtuous and
not to start a war without a proper warning to the other side. Eventually the concept that “all is fair
in war” took hold and deception became a major component in the planning and conduct of
conflict. Survival won out over virtue and morals.[283]

One can safely assume, then, that Sun Tzu was a survivalist and not a moralist since he states
most emphatically that “all warfare is based on deception.” The Art of War includes sections on
attack by stratagem, use of spies, and so on in addition to sections on deception. This implies that
an active instead of a passive position must be taken. A successful deception operation will utilize
surprise and spies, the discipline of troops, and knowledge of enemy culture and its decision-
making criteria.[284] It must also be guided by strategy and research of the following issues before
implementation:

e Study of one’s own position and the position of the enemy
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Study of available resources

Research of friendly military strength

Study of how an enemy force would react to friendly military strength

Study of how an enemy force might change its battle formation or plan
Determination of whether the use of threats is justified in lieu of deception.[285]

Deception’s goal is to confuse the enemy force and mislead it. The three components of
deception are the side originating the deception, the target of deception, and the medium through
which the deceptive action is delivered (the latter may be based on direct [rumors] input, indirect
[leaflets] input, or false impressions [troop deployments, fortifications]). Deception can be visible
(leaflets) or invisible (rumors), although Sun Tzu appears to favor visible methods according to

Ma.[286]

With regard to strategic deception, Ma writes that it has five characteristics and three ways
to carry it out. The five characteristics of strategic deception are:

Its scale is large.

It may last for a long time.

It can affect the overall progress and outcome of a war.

It envisions that military deception will be carried out side by side with political and
diplomatic deception.

It is directed by a country’s high command.[287]

Strategic deception is carried out by spreading peace rumors, assuming a friendly gesture,
and concealing war preparations; misleading an enemy as to the time and place of a war’s start;
and misleading an enemy as to the place and type of aggression. Allies, friendly forces, and
neutrals can also be made, unbeknownst to them, part of the deception plan.[288]

Basing strategy and tactics on deception is described by the editors of the book Campaign
Stratagems as a law, one that allows planners to confuse the enemy, cause the enemy to make
mistakes, and conceal their own intentions. The editors (or translators) interchangeably use the
terms deception and scheme. In this book, deception is defined as actions such as cheating and
swindling, while the term scheme is defined as unexpected tactics.[289]

The list of deceptive methods from Sun Tzu’s Art of War[290] is familiar:

When attacking, one must appear unable to attack.
When using force, one must appear passive.
When near, one should appear far.

When far, the enemy should think one is near.
Hold out bait to entice the enemy.

Feign disorder and crush him.

If he is secure at all points, be prepared for him.
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If he has superior strength, evade him.

If the enemy has a choleric temper, seek to irritate him.

Pretend to be weak so that he may grow arrogant.

If he is at ease, give him no rest.

If his forces are united, separate them.

Attack him where he is unprepared and appear where you are not expected.[291]

The website East-Asia-Intel reported in November 2006 that, according to the Chinese
paper Zhangi Bao, China must prepare a good plan, learn to show what is false and hide what is
true, and remain flexible in order to deceive an enemy force. The intelligence an enemy gathers
must be consistent with its subjective assessment. An enemy’s media reporting must be controlled
as well with no contradictions existing between military and civilian points of view on the
situation at hand. If deception is to succeed, subjective reasoning also comes into play when a
situation changes rapidly. If the enemy force cannot see the real objective of the information’s
initiator but only the false objectives laid out by friendly forces, then actions will be successful. In
particular, China’s approach must be comprehensive for deception to succeed:

We must collect and analyze the characteristics of enemy commanders, enemy units, and the
battlefield. We must gain a clear understanding of the main reconnaissance measures and
methods the enemy uses. We must take the intelligence collected and carefully analyze and
study it, think hard about the situations our forces could encounter on the move, tie in with
our actual situation and formulate countermeasures, and take truly practical measures of
deception, to include the object of the deception, its content, method, security measures, and
the timetable for its implementation.[292]

The Information Age and Deception

Another work of importance on military deception is the 1998 book Military Deception
Methods by Liu Bing Chen and Wang Gang. These authors make it clear that eleven years ago the
integration of technology and deception was on the mind of the PLA. An unnamed person at the
PLA’s Army Military Planning Institute’s “Military Deception Methodology Research Center”
wrote the book’s introduction. Noting that the “new devil called ‘information warfare’ will be
among us,” the introduction underscores the necessity of combining deception with technology.
With concepts introduced such as “let technology install wings on military deception
methodology,” the man-machine union in the author’s opinion will become the “fourth tidal wave
of Eastern intelligence.”[293]

Western researchers of the People’s Liberation Army (PLA) have been acutely aware of the
importance of deception to Chinese theorists for centuries. Chinese classics such as The Secret Art
of War: The Thirty-Six Stratagems emphasize often that deception is a military art form that can
achieve military objectives. Further, military deception remains one of the key elements of Chinese
information warfare theory and practice. In the information age, deception can play a huge role in
perpetrating a catastrophic result for an enemy force. For example, encouraging someone to push
the wrong button in an infrastructure complex via deceptive means could yield catastrophic results.
It could initiate a cascade of events leading to the shutdown of vital systems.
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Wars fought under high-tech conditions almost ensure, due to reconnaissance assets and
precision-guided munitions, that once a force is discovered it will be annihilated. To deceive
satellite reconnaissance requires technical advancements in camouflaging a force on various types
of terrain, at sea, and in the air as well as a host of deceptive electronic methods to cause
interpreters of satellite imagery to believe that what is true is false and what is false is true.

China’s military is studying how to deceive and manipulate the decision-making capability
of foreign commanders in the field through the use of a series of high-tech developments. These
include self-adapting biological materials that change texture and color like a chameleon and the
creation of equipment that simulates military activity. There is also a focus on integrating high-
technology equipment with stratagems (stratagems are designed to mislead enemy processes of
perception, thinking, emotion, and will. They use objective realities together with subjective
creativity to deceive or persuade). The deception chore has been made easier in some respects by
the information age. Systems acquire, forward, and process information. Therefore, any measure
designed to alter, control, or block information can conceivably deceive an enemy, especially a
high-tech one.

In addition to high-tech means and stratagems, camouflage has traditionally been one of the
main methods to deceive an enemy force on the battlefield. Today a large role is played by what
the Chinese term “engineering camouflage.” Camouflage conceals one’s own side, deceives the
enemy, improves battlefield survivability, and protects the integrity of one’s combat operations.
Simultaneously, camouflage interferes with enemy information systems, causes confusion among
enemy decision-makers, degrades enemy high-tech weapon systems efficiency, and weakens an
enemy’s overall combat capability.[294]

In the information age, camouflage, stratagems, and high-tech means have been supplemented
with virtual, voice, and other forms of deception. Electronics now can perform what appears to be
magic on the battlefield in the opinion of some Chinese theorists. Electronic camouflage uses
electromagnetic and thermal technological measures to simulate and duplicate the environment and
make friendly targets blend in with their background. This “hides what is true” and “displays what
is false” about specific targets. Such camouflage can help thwart enemy electronic attacks and
protect one’s own systems. Metal foil strips, angular radar reflectors, colored smoke screens,
plasma, multifrequency-electromagnetic screens, photochromatic coatings, and optical bait are
representative of such measures. For example, smoke camouflage now includes smoke made up of
metallic chemical compounds and plasma which, when mixed with certain polymers in specific
ratios, make smoke screens that can fluctuate to be consistent with the target and its background.

[295]

With respect to information warfare, deception has several applications, two of which are
written about frequently. They are the use of information-based stratagems and information
camouflage, both of whose effects can be multiplied through their integration with high-technology
equipment. Other applications discussed here include fooling reconnaissance systems and utilizing
“information-hiding technology.”

If national interests are at stake, one is not restricted by “righteous warfare” as the Chinese
Military Encyclopedia entry for deception indicates. Any means of scheming and deception are
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acceptable. Deception can include disguising one’s troops as enemy troops; taking secret actions;
manufacturing, distorting, and fabricating facts; escaping unnoticed; luring the enemy from his base;
harming someone through the hands of another; making troops appear disordered when they are in
order; making troops seem hungry although they are well-fed; making troops seem poorly equipped
when they are well-armed; making troops appear massed when they are scattered; and so on.[296]
Deception can increase combat efficacy and achieve victory at a smaller cost. This is the essential
principle of basing strategy and tactics on deception.[297]

To transform what is real and what is false, to transform passivity into initiative, and to
change disadvantage into advantage requires scheming and deception. According to Zhang and
Zhang, points to consider when deploying scheming and deception in campaign stratagems include:

e Coordinating movement with statis

e Exposing to the enemy an intention and situation opposite to one’s actual intentions and
conditions (polarities such as weak/strong, urgency/rest, false/real, open/hidden, etc.)

e Affirming the enemy’s intentions and, at times, doing what the enemy expects to fool him as
you make alternate plans

¢ Integrating what is false and what is real (for example, pretend to attack at many points to
hide the real target)

¢ Attending to differences in personality among commanders (quality, knowledge, experience,
personality, psychological makeup, endurance, and adaptability). The personality and
psychology of the commander is the priority and objective of “strategizing” today according
to the authors.[298]

Chinese commanders, in addition to these points, have a new challenge before them in the
information age. That challenge is finding a way to integrate new technologies into their campaign
stratagems. Commanders must develop integrative methodologies if they hope to keep pace with
advancements made in other armies.

One of the sections of the book Campaign Stratagems focuses on the implications of forces
being either real or virtual. Here virtual means both “digital” as it does today as well as things or
situations that are contrived or fake. For example, an army could display its real force posture or a
fake (virtual) posture to appear strong either via electrons or via a real force posture. A real force,
one with imposing strength, could utilize virtual aspects of force (attacking a sector with a force
that appears strong but is only a virtual or fake force) together with real force to win a battle. Or a
weak army, unable to show a strong force posture, could attempt to use a virtual posture (contrived
or fake show of force, for example) to convince another side that they possess a real strength
posture. Force postures will also vary depending on the speed at which units advance. There could
be time and space gaps that make a real force appear virtual (if it becomes fragmented) or a virtual
force appear real (if gaps do not appear and an opponent thinks a force is larger than it really is).
Further, not only material but moral strength could be real or virtual.[299]

Three sections follow that amplify this discussion of deception in the information age. They

are a discussion of Chinese camouflage techniques, a discussion of Chinese high-technology
reconnaissance, and a discussion of the stratagem-technology link designed to induce deception.
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Camouflage and Deception

Camouflage is closely related to deception (hiding something enables deception!) and is the
focus of this section. There are many definitions in the Chinese Military Encyclopedia that concern
the term “camouflage.” For example, Chinese military professionals write about strategic, tactical,
and thermal camouflage. Listed below are truncated definitions for strategic and tactical
camouflage taken directly from the Chinese Military Encyclopedia. These definitions will be
followed by some recent opinions of Chinese camouflage experts.

Strategic Camouflage: Strategic camouflage is measures taken to deceive or confuse the enemy
so0 as to conceal strategic intent and actions. Strategic camouflage is an important part of strategic
support and an important measure in the struggle against strategic reconnaissance. Strategic
camouflage includes the use of political, diplomatic, military, and scientific and technological
measures to hide the truth and display what is false, to combine real and fake, to employ openness
and secrecy together, and thus conceal a side’s strategic intent, strategic disposition, strategic
actions, and strategic goals. It makes the enemy misperceive the situation and make mistakes in
judgment, and in so doing protects one’s own side and creates conditions favorable for achieving
strategic surprise. The plan for strategic camouflage is drafted, organized, and executed by the
supreme headquarters.

The methods of strategic camouflage are numerous. Advanced camouflage materials and
devices can be used for disguising military targets and economic targets of national importance,
for changing the external appearance and characteristics of such targets, and for making it difficult
for the enemy to determine the nature of the target quickly and accurately. This technique can also
be combined with the use of false targets to make the enemy mistake them for real targets. To
conceal strategic actions and intent, a side can spread false information, leak false intelligence,
carry out diplomatic activities, shape public opinion, minimize signs of military activity, step up
reconnaissance, and, depending on the situation, carry out electronic camouflage, deception, and
feints. It can also have a small unit pose as a main-force unit in “a feint to the east but an attack to
the west” scenario.

The main requirements for strategic camouflage are:

1. Make full preparations and tight-knit plans, have centralized and unified direction, and get
everyone involved with the plan to coordinate as one.

2. Make strategic camouflage extend throughout the war from start to finish. The enemy will
conduct frequent reconnaissance before and during a war, and so strategic camouflage must
be implemented continuously throughout the entire course of the war.

3. Research the opponent’s mental state and psychological weaknesses, focus efforts to confuse
and deceive the enemy, make the enemy misperceive and be caught unprepared, and force the
enemy into a passive position.

4. In camouflaging strategic targets and strategic actions, be flexible and use various methods,
suit measures to conditions at hand, combine various measures, make various measures
supplement each other, do not reveal weaknesses, and use measures which are feasible and
effective.

5. Take strict measures for secrecy.
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The struggle between strategic camouflage and strategic reconnaissance will become more
intense. It is even more difficult to completely camouflage strategic intent in warfare under high-
tech conditions. Strategic camouflage is not only applied on the vast battlefield but also in the use
of political, diplomatic, and high-tech measures where it will receive even more emphasis.[300]

Tactical Camouflage: Tactical camouflage utilizes measures taken by combat formations, units,
and elements to conceal themselves and deceive the enemy. Tactical camouflage is a combat
support measure.

Tactical camouflage normally focuses on concentrations of military units, forces on the
move, axes of movement, force dispositions, the main axis of attack or the main axis of defense,
fighting positions, firepower systems, fortifications and obstacles, and other tactical targets, to
include their locations, status, and use as well as other activities undertaken by military units.

The basic requirements for tactical camouflage are: conform to the tactical intent of the
commander and coordinate with unit actions; fully exploit terrain, weather, and materials; integrate
the use of various camouflage measures; and take the initiative and never stop the camouflage
effort. The main content of tactical camouflage includes plans for simulations or feints,
implementation methods, measures to be taken, allocation of materials, camouflage discipline and
requirements, and so on.

The main measures of tactical camouflage are: fully exploit terrain and other surface
features, bad weather, darkness, and other conditions providing concealment; use camouflage
patterns and smokescreens; exploit vegetation, use manmade screens, and acoustic and light
concealment; conceal one’s own units and their combat actions; use mockups, noise-making
devices, smoke generators, and other camouflage materials and construction techniques to set up
decoys, create fake battle positions and areas laid out as decoys; simulate the combat actions of
units and elements; use a part of a force to execute a feint, a feint by firepower, or an electronic
feint to confuse the enemy, pin him down or rouse him into action; and maintain strict discipline,
block the leakage of information, and prevent the disclosure of military secrets.

In future warfare, with the extensive use of high-tech reconnaissance measures and
precision-guided weapons, the place and role of tactical camouflage will be even more
prominent. The organization and execution of tactical camouflage will be more complex, and
technical measures will develop in the direction of integration, multi-functionality, and high
effectiveness.[301]

PLA Camouflage Experts Speak Out

These two definitions of strategic and tactical camouflage offer an official but rather dated
military interpretation of camouflage. As might be expected, there are other Chinese experts on
camouflage that, through their positions as instructors or advisors to military officers, provide a
more current view on the topic. One of them is Li Xinguang, a Professor at the PLA’s General Staff
Headquarters. Li states that the objective of informatized strategic camouflage is to “win an
‘informatized war’ by employing all the scientific and technical measures available to deceive and
confuse the enemy based on the characteristics and patterns of an informatized and digitized
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battlefield.”[302] He believes that if a country can hide its strategic targets, activities, and
intentions, it will be able to accomplish its military objectives. To that end the Chinese must be
good at hiding the true and displaying the false. The manipulation of another side’s cognitive
tendencies is imperative. Strategic camouflage can be turned into a weapon that enables friendly
forces to achieve strategic superiority and “make the enemy do what we want them to do.”[303]
Thus, Li Xinguang seems to echo once again the words of Li Bingyan regarding the cat and the

pepper.

Strategic camouflage involves many processes according to Li. For example, if a country
wanted to portray an atmosphere of peace and tranquility, it might engage in diplomatic maneuvers,
propaganda campaigns, cultural events, or political actions. Such actions can help paralyze an
enemy force and enable surprise blows against it.[304] [Author: Li’s use of peace proposals as an
element of deception through diplomatic camouflage is disturbing and lowers international trust in
Chinese diplomatic pronouncements. Suspicion is raised over the true objective of such
proposals.]

Today high-technology surveillance accounts for over 90% of intelligence acquired on a
high-tech battlefield. However, it does have its deficiencies and Li mentions four. They are: the
inability to get a complete picture of an event at a specific moment in time; surveillance is
dedicated to detection and identification; intelligence gathered by surveillance is usually biased;
and surveillance is susceptible to interference.[305]

Li mentions five types of new stealth materials in his discussion. They are:

e Nanometer Stealth Material: It has unique electromagnetic, optical, thermal, and chemical
characteristics along with good wave absorption capability.

e Multiband, Multifunction Stealth Material: These materials simultaneously absorb visible,
near-, mid-, and far-infrared light and millimeter radar waves.

o Intelligent Stealth Material: It contains built-in sensing and information processing capability.

e Transparent Stealth Material: It is transparent to electromagnetic waves and neither reflects
nor absorbs radar waves. It lets radar waves penetrate right through.

e Chameleon Material: This is an electric field-induced, color-change thin film. Once an
electric field is applied the polymer film can change its color (to blue, gray, or white). An
aircraft could thus change its color to blend into the background of the sky.[306]

Li also paid attention to active stealth technology in this 2005 article. This is a new technology that
employs active means to evade detection by sound, light, electromagnetic waves, and heat. Li also
discussed the effects of plasma and bionic stealth technologies. Plasma technology is important.
Sometimes called the fourth state of matter, plasma technology is an electrically conductive
material. It can lower radar detection to below 1%. It can even change the frequency of reflected
radar waves to let the enemy acquire the wrong data for target position and speed. Plasma has a
wide absorption bandwidth and is highly absorptive. Bionic stealth refers to “unique physiological
and structural characteristics of an animal to achieve informatized bionic stealth of a strategic
target.” For example, Li notes, the volume of a bee is less than one one-hundredth of a sparrow.
Yet the radar reflection cross section of a bee is sixteen times that of a sparrow. Studying these
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peculiarities can enable the development of bionic technologies.[307]

All of these methods require innovation on the part of scientists involved with the projects.
Scientists must focus on control over information throughout the entire process of strategic
camouflage. The most important objective of strategic camouflage is to win the information war.

Another Chinese camouflage expert is Li Xiaoqi, director and professor of the Disguise
Research and Teaching Group at the Command College of the Corps of Engineers. Li seeks to turn
his students into disguise experts, and he uses such devices as audio and photo-electric technology
to use disguise as deception. He has compiled national military standards for “disguise
requirements for electronic targets” and has worked on projects such as “protection and disguise
for urban targets” and “disguise and protection for large transportation hubs.”[308] Here disguise
and camouflage are synonymous.

Wang Xiangwei, head of the sixth office of a research institute (unidentified) under the
Second Artillery and a deputy head of the All-Army Specialty Group on Camouflage, offers
another expert opinion. He teaches students that it should be a source of pride when camouflage
they develop can pass for the real thing (camouflage battlefield deception) and when they can
detect flaws that exist in a camouflage setup (deception detection operations). Most interesting
about this article was the deception techniques described during a Red Force on Blue Force
confrontation in training. First, the Blue Force (the US) could not detect the Red Force (China)
because the latter was using camouflage so well. When the Red Force suddenly switched on its
wireless communications system, which had remained silent, the Blue Force immediately took it
out. After a 30 minute Blue Force attack, Blue returned to its base. During the return route, Red
silently shot missiles at the force and the force’s airstrip and missile emplacements. It turns out that
the Blue attack had been against false targets set up by Red. The Red Force had also “changed the
deception patterns of several of its important military targets, which had again disappeared
without a trace.”[309]

Camouflage paint is another means China is using to neutralize surveillance from space and
the air. Differences exist when viewing objects on the ground and from the air, explained Lu
Xuliang, the Director of the Camouflage Material Research Office of the Engineering Corps
Engineering Academy. There are four such difference, which are: different colors, different
degrees of brightness, different shapes, and different textures. Lu’s team first collected background
image information on a large area around a target that required camouflage protection. Then they
calculated “comprehensive indexing data from the digital images for all sorts of colored spots in
the background area.”’[310] Second, design personnel used special design software to process the
data, using computer software to design the pattern, colors, brightness, and texture of the
camouflage paint. Finally the selection of coating materials was the determining factor in whether
the camouflage project would succeed or not.[311]

Camouflage paint does have its shortcomings, however. It can crack or peel. It must have a
strong pressure-proof property to enable it to withstand constant rolling. It may not be allowed to
fade, and it must resist ultraviolet light. All of these shortcomings indicate that surfaces must be
repainted frequently. Lu’s team reportedly developed a camouflage paint that can be applied to
concrete and sandy mud. The paint seeps .5 to .7 millimeters into the concrete or sandy object
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which prevents peeling or color fade up to ten years.[312]

High-Tech Reconnaissance and Deception

The PLA Daily makes it clear that China’s armed forces must learn to conduct deception
and employ camouflage measures under conditions of a “complex electromagnetic environment.”
There are excises held nearly every week or month by units somewhere in China under these
conditions. In this environment, units learn how to counter reconnaissance activities of foreign
armies and how to counter or deceive opponents with the use of signals and the electromagnetic
spectrum. Special paint, decoys, deceptive radio signals, hiding among civilians (to include
moving in civilian traffic), distorting the shape or appearance of important infrastructure sites, and
other passive techniques receive the most attention. Active measures can include signal disruption
or, as Defense News reported, blinding US satellites and thus preventing them from acquiring
information.[313]

High-technology reconnaissance includes flat-plane reconnaissance as well as multi-
dimensional reconnaissance from the air, on sea, underwater, and from space. Reconnaissance is
also conducted by sound frequency and by microwave, infrared, laser, and other frequency bands
thus providing multi-dimensional, multiple-frequency high-technology reconnaissance. The weak
side in a high-technology war will not be at a complete loss, however, since it can use civilian
identities or hide in civilian installations. Residing among civilians will remain a trump card by
which the weaker side can defeat the enemy.[314]

Creating a counter surveillance capability to work against such technologies is a priority
for all armed forces. In China, the focus is on implementing a strategic deception plan to interfere
with surveillance capabilities. This will include transmitting a large volume of false and useless
information that will draw an enemy force into making an incorrect or contradictory judgment.
[315] Establishing a competent counter surveillance force requires much practice in peacetime.
For China, this can mean countering an enemy force’s use of unmanned aerial reconnaissance
vehicles, satellites, or Google Earth.

More recently Chinese innovators have examined ways to fool Google Earth although the
methods are not truly revolutionary to a Westerner. A Jinan Military District Red Army Corps
commander thought about ways to do this after viewing photos on Google Earth of his unit. He took
these photos to his party committee meeting and then instituted new security means at the next troop
exercise. With resolution now reaching .6 meters to 1 meter from regional satellite photos, Google
is now working with the same level of resolution as that possessed by military satellites just ten
years ago. The results of his innovations (not described in the article) proved to be successful.
Google Earth did not find his unit during the next exercise due to the camouflage methods he
practiced, at least not on the pictures he downloaded for his unit.[316]

With regard to other measures to protect a unit from observation or to deceive an opponent,
one of the best sources of historical information is the 1998 book High-Tech and Modern Warfare.
Chief Editor Li Yuankui includes a section on jamming and deception, regarding both as effective
methods to deal with missile weapon attacks. Jamming radar guidance systems, jamming against
infrared guidance systems, and jamming against laser guidance systems are the main technical
approaches advocated by Li. Camouflage protection includes concealing targets, reducing the
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exposure of targets to cause guidance systems to lose targets, and utilizing decoys. Natural
obstacles (buildings, terrain, etc.), antiradar protective screens, antiradar camouflage coating
materials, and releasing antiradar smoke screens were suggestions to help attenuate the
transmission of enemy radar waves and thus hinder the detection of friendly targets.[317]

In late 2006, Binggi Zhishi published an interview in which experts expressed their views
on countering reconnaissance satellites with jamming and camouflage. Hua Rong, a reputed expert
on the topic, was asked if the US EP-3 aircraft could pick up dialects and accents. Hua stated that
the voice intercept system on the EP-3 has the ability to conduct electronic spoofing and use
identical tones to distort the content of communications. Another expert, Zhao Feng, was asked if
camouflage is still the primary means for countering reconnaissance satellites. Zhao stated that
camouflage nets are now one and the same as the equipment itself and that nets can reduce
detection by up to 90%. Furthermore, wide area smoke screen shielding is used for targets on large
surface areas such as roads, bridges, loading zones, and assembly areas. The smoke must contain
traces of counter-laser control and guidance and counter-electronic control and guidance.[318]

To camouflage cars, tanks, and ships on the move, spotted cloth was recommended with two
different sides and with inset insulation stickers. There is also what Zhao referred to as water fume
defilade camouflage. Water fumes have a strong attenuating effect on visible lights, near infrared,
intermediate infrared, and lasers he notes. Ferrous sulfate, potassium sulfate, and other additives
will increase the absorption of infrared and radar waves. Nano-ceramics and fire resistant
composite materials can be used in place of traditional steel or aluminum structures to reduce
radar signals as well. Low temperature camouflage paint can lower the temperature of some
surfaces by 10 degrees Celsius or more. A heat sensitive bio-camouflage material turns red at 28
degrees Celsius; blue at 33 degrees; and black at low temperatures.[319]

When satellites track large targets, creating false appearances is a good technological
solution. This can involve camouflaging with colors, changing shapes, creating false targets,
covering buildings and equipment with camouflage, or camouflaging using shrubbery.[320]

The Stratagem-Deception Link

The Chinese PLA Officer’s Handbook offers a link between stratagems and deception in
defining the science of military stratagem. The definition notes that

Strategic science, campaign science, and tactical science research the general principles of
war guidance; however, the science of military stratagem researches how to flexibly apply

these general principles in war. If the former’s research focuses on the ‘positive path,” then
the latter focuses on the ‘deceptive (or scheming) path’; if the former’s research focuses on
the ‘constant,” then the latter focuses on the ‘variable...’[321]

The stratagem-deception link is universal in China’s military literature. For example, the
Chinese authored book On the Chinese Revolution in Military Affairs has several intriguing
sections of value regarding strategy, stratagems, and deception. An example is a statement by
Major General Li Bingyan, a stratagem specialist, regarding the flood of information available to
modern analysts:
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In the information age there is information excess, information overload, information surplus,
information inflation, and information overflow, and that is a new factor of war friction. One
philosopher said that absolute light and absolute darkness have the same effect—we cannot
see anything, With information overflow, the modern battlefield is more richly colorful and
an area for cunning and deception.[322]

That is, you can turn the lights out and be blind with no information; or you can shine xenon lights
in someone’s eyes and blind them with too much information. In either case deception is easy to
induce with too much or too little information on hand.

To Li, deception is deeply embedded in strategy. He adds that high-technology warfare has
hastened the appearance of many new characteristics of military strategy and, therefore,
opportunities for deception. Six new features are most prominent:

Methods are new.
Information is abundant.
Content is vast.
Summaries are strong.
Preplanning is detailed.
Resolution is quick.[323]

Information technologies also allow deception theories to be tested in the lab.

Li’s most intriguing example of the combination of strategy and deception is his hypothetical
question “How do you make a cat eat a hot pepper?” His answer was as follows: “You can stuff
the pepper down the cat’s throat (the most difficult), you can put the pepper in cheese and make the
cat swallow it, or you can grind the pepper up and spread it on the cat’s back. The latter method
makes the cat lick itself and receive the satisfaction of cleaning up the hot pepper.”’[324] The cat is
oblivious to the end goal. This is strategy imposed by deception. Li thus indicates that when a
successful strategic move is implemented, the person or nation responding to the move is unaware
ofits overall impact and significance.

Li’s example reminds one of a scene in the movie “The Usual Suspects.” In the scene,
Verbal, a cripple who is really the notorious killer Keyser Soze, dupes the police into believing he
is a pitiful accomplice and bystander with little purpose in life. When the police interview Verbal,
he appears fearful of Soze’s exploits and indicates that Soze is always able to disappear in an
instant. In describing Soze’s exploits Verbal states that “the greatest trick the devil ever pulled was
to make us believe he does not exist.” That is exactly what Verbal did to the police, using the
strategy of deception by appearing to be something (a cripple) he wasn’t. He made the police
believe he (Soze) didn’t exist. The police made fun of him and set him free. This type of deception,
forcing the opposing side to do what you want while making it appear that they are holding the
winning hand, represents the type of deception present in Li’s cat and hot pepper example.

Li explains later in On the Chinese Revolution in Military Affairs that he defines IW
differently than most IW specialists. He defines it as the use of information networks or
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informatized weapons to attack an enemy’s cognition systems. Cognition systems include
knowledge systems plus belief systems. Knowledge systems refer to decision-making systems that
understand or observe verifiable phenomena and change the phenomena into perceivable reality.
Belief systems refer to systems that carry out guidance for testable empirical information and for
information and awareness that cannot be tested or is difficult to test.[325] In this case, attacking
cognitive systems that observe phenomena or test information can be successful if it introduces
deceptive material and thus alters the output of knowledge and belief systems according to Li.

Information (and therefore cognitive) supremacy allows for what Li terms “control power.”
One must prevent the enemy from understanding your information while you know everything about
the enemy’s situation. However, caution must be exercised here. The side with information
inferiority can also control a situation. To do so, it must send information it wants the superior side
to know and thereby influence it. If the inferior side sends nothing but misinformation to the
superior side and the latter collects and acts on it, then the superior side is basing its next moves
on bad information. Or the inferior side could use strategy to control an opponent. In this case, the
inferior side would use information misdirection[326] (make it appear a force is attacking from
one side when it is attacking from another) to control how an information superior force can gather
information at will but make bad decisions if the information isn’t credible. This is increasingly a
deception method.

LTC Liu Aimin, a staff officer in a General Staff Department of the PLA, adds to this idea.
He writes that deception warfare is rising quietly on virtual battlefields. By this he means the
insertion of simulated information into an enemy’s command and control system. This could cause
an enemy to mistake what is false for what is true, or it could throw an enemy command and
control scheme into chaos. Liu concludes that “network deception will become an important
combat measure on the future virtual battlefield.”[327]

Another IW writer who emphasizes deception is Dai Qingmin, former head of the Chinese
General Staff’s Fourth Department (electronic warfare). Two deceptive aspects of the information
age that he stresses are network psychological warfare (NPW) deception and using deception to
attain information supremacy.

Dai states that deception is an element of NPW. NPW is an operational activity that uses the
theory of psychology, has computer networks as its carrier, and uses measures such as
psychological propaganda, psychological deception, and psychological deterrence to break down
the spirit of the enemy’s military and people.[328] NPW combines traditional psychological-
warfare thinking with modern network-information technology. This type of warfare can influence
people’s awareness and feelings about politics, economics, culture, and military affairs via
propaganda, intimidation, deception, enticement, bribery, and deterrence.

Virtual deception is of particular concern as a network psychological technique. Technology
can edit or piece together different visual scenes and environments to create a picture or incident
that confuses truth with falsehood. Information can be published under any name. Most important,
NPW is extremely timely. It can take place literally minutes after an event. This can make the
substance of the material appear more pertinent, reliable, and effective without the benefit of a
proper timeframe to check out the facts. In turn this has the potential to enhance psychological
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panic or create social chaos.[329] Thus virtual deception can produce immediate strategic results.

Dai continues by noting that in joint operations under high-tech conditions, in order to
achieve information supremacy, a difficult series of steps must be initiated. Each of the two sides
must use all capabilities to include information deterrence, information interdiction, information
deception, and information contamination. This makes the substance of command and coordination
extensive and complicated.[330] Dai’s reasoning is that an adversary’s attainment of total
information supremacy can be contaminated and made counterproductive with the proper insertion
of information that is deceptive and misleading.

In a later work in which Dai served as a co-editor with Xu Genchu, he continues to focus on
deception. He and Xu write that to exert control over enemy personnel and weapon systems, it is
necessary to use information deception and information obstruction.[331] Deception plays a key
role in both strategic IW and battlefield IW.

Authors Zhou Yun, Zou Zhenning, and Yang Zhiqiang, writing in Yangzhou Jianchuan Dianzi
Kuikang, discuss a deception technique that China appears to be applying to computer network
warfare. They write that information-hiding technology (another term for steganography) can be
applied to a friendly C4ISR system in the form of text, digitized audio and images, or some other
means in order to conduct the covert transmission of secret battle command messages “in order to
prevent leaking information and forfeiting a chance for combat.”[332] Information-hiding refers to
the means to hide specific information instructions, orders, resolutions, situation maps, and so on
in a digitized information-related host such as text, digitized audio, graphic images, video
frequency signals, and meteor burst communications.[333]

Deception techniques can be used in both strategic IW and battlefield IW. Strategic
information warfare’s main features include a broad scope, the involvement of special forms
(psychological warfare, public opinion warfare, deception warfare, and media warfare) and
targets (especially cognitive ones), and specialized personnel. The personnel involved in strategic
warfare are not necessarily soldiers but may include civilian computer experts, international
criminal groups, hackers, or terrorist organizations with ulterior motives.[334] Some Chinese
theorists believe that the US uses strategic deception quite often. They site the use of the media and
political declarations in regard to the war with Iraq as well as US actions in Kosovo as prime
examples. They also often state that US descriptions of the China threat are strategic deception
measures designed to get more money for the defense budget.

Battlefield information warfare is information warfare occurring within battle or combat
space. It includes comprehensive countermeasures in warning, detection and reconnaissance,
information transmission and processing, weapons control and guidance, operations command and
control, camouflage, deception, interference, and military stratagems.[335] The creation of
information power is a PLA battlefield goal. This can occur with the use of electronic camouflage,
electronic deception, network deception, and “virtual reality warfare.” The goal is to conceal what
is real and reveal what is false and to confuse, deceive, and arouse the enemy. This causes the
enemy’s information to be false and judgments and decisions to be mistaken.[336] Deceptive
defensive methods include the combined use of technical means and tactical measures of
information deception such as signal source deception, signal channel deception, and information
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(content) deception.[337]

Other Chinese authors who wrote on deception and stratagems are Niu Li, Li Jiangzhou, and
Xu Dehui in an article titled “Planning and Application of Strategies of Information Operations in
High-Tech Local War.” They recommend applying deceptive schemes simultaneously or
consecutively according to strategic or operational intentions. Actions taken should be coordinated
and corroborated with one another to ensure the enemy will have no suspicion.[338]

These deceptive schemes and stratagems must interfere with, damage, or destroy listening
and anti-listening measures, camouflage and anti-camouflage devices, reconnaissance and anti-
reconnaissance measures, and stealth and anti-stealth measures in the planning phase of an
operation. Stratagems may be included in information flows to sever channels of communication
while keeping friendly flows of information secure. The processing phase requires stratagems that,
in addition to their transmission task, include misleading and anti-misleading efforts targeting the
enemy’s information processing system to cause the enemy to make decision-making errors.[339]

Finally, Zhou Min, in a paper for the Sixth International Seminar on Sun Tzu’s Art of War,
notes that information warfare attack technologies include “information deception technology”
which transmits false information to the enemy’s information systems, various sensors, and media.
This includes various deception and camouflage technologies and stealth technology, and it causes
the enemy to make erroneous decisions when the information is received.[340]

Conclusions

China’s long history has been embedded with references to deception since the time of
Sun Tzu. Deception is used to achieve objectives and enhance concealment. The concept is now
finding new uses through the addition of information technologies. Denial and deception
techniques, countermeasures (anti-reconnaissance, anti-radar, anti-deception satellite systems,
etc.), camouflage, and disinformation are major areas in which the Chinese focus their efforts.
Jamming unmanned aerial vehicles and other surveillance assets are being researched. So are
technologies designed to alter the outlines of friendly equipment. When utilized in conjunction with
stratagems and camouflage, information technologies become very powerful allies for deception
efforts.

Stratagems induce cognitive mistakes into an enemy force, particularly into an opponent’s
decision-making. “Killing with a borrowed sword” was originally used by feudal bureaucrats to
cheat or outwit one another in a political sense. When extended to the military realm, it was used
to divide and demoralize an opponent or to use a third party to defeat an enemy.

The stratagem makes use of another person or country to rid one of an adversary and enables
the person “behind the stratagem” to avoid dealing directly with the person or country. One can
also induce two enemies to fight against one another via stratagems without either side realizing
they are being used for such purposes.[341]

The same emphasis on stratagems is apparent in Chinese military thought today except that it

is updated to include the use of advanced information technologies. Using advanced surveillance
equipment to obtain a top-down image provides a “vision” for stratagem developers to work from
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and with. Stratagem designers provide input for computers which then develop more strategic
options. This requires sophisticated commanders who understand the most recent scientific and
technological breakthroughs and how to integrate them with stratagems. Subjective initiative thus
remains a key element for commanders to possess. Commanders must practice, master, and utilize
stratagems as needed. Chinese deception practitioners realize that stratagems are no longer enough,
that stratagems must be combined with technology to enable the optimum level of combat
efficiency on the information age battlefield. Thus, proficiency is required in the use of techniques
such as using electronic feints, camouflage, and jamming; virus attacks; and space satellite
jamming and deception in order to lead the enemy to draw the wrong conclusions and enable
friendly forces to attain the goal of strategic deception.

When reading Chinese deception theories, especially with their focus on innovation, it
becomes obvious that high-tech means such as new camouflage technological advances will be
used in conjunction with stratagems. Old means will also be used. Knowing that surveillance
satellites are watching their every move, Chinese force deployments and maneuvers will inject
abnormalities and ambiguities into their formations and advances to fool high-tech means much as
they once fooled enemy reconnaissance agents on the ground. Speed of movement, hiding forces
that appear only at the last minute, and other such techniques can be used to fool high-tech means
by “showing the false and hiding the true.” But that is not all. These same actions will be used in
conjunction with political, diplomatic, and economic activities to affect other areas of the
battlefield, such as finance and logistics. Integrating these issues introduces huge questions into the
mind of the opponent as he tries to determine the where, when, and why of Chinese military
actions.

There are, of course, risks associated with the use of stratagems and camouflage in the
information age. One risk is whether one’s advance contingency planning is accurate and complete
and doesn’t end up backfiring on the plan’s developer. A second risk is the increased ability of
satellite reconnaissance to uncover camouflage and other deception-type activities. A final risk is
that enemy forces may be able to quickly identify and then annihilate friendly forces working
camouflage issues.[342]

Another cognitive method to deceive but not discussed in this chapter is the use of online
fake news. According to a report in Huangiu Shibao, there is all sorts of fake news floating around
China. Some of the news is produced by people who are concerned about China’s military
prowess and inflate news reports to make the military appear strong. Other reports are simply fake
news that creates suspicion. Fake news confuses public opinion in China not to mention the
violations of the professional ethics of news reporting. Fake news can also add fuel to the fire with
regards to the China threat theory since, authors Jiang and Wang note, certain Western countries
continue to trumpet threat theories.[343]

Thus, Sun Tzu’s admonition that “all warfare is based on deception” continues to have
digital legs into the twenty-first century. The danger is that in an age of high-precision weaponry,
huge explosive power, and influence over financial flows, the consequences of deception
operations gone bad are hundreds of times more dangerous to nations in particular and mankind in
general. China is treading on this dangerous path with its reputed/alleged cyber incursions,
using deception devices, into other nations’ computer network systems and equipment.
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CHAPTER FIVE: INTEGRATING HIGH-
TECH INTO CHINA’S CAMPAIGN
STRATAGEMS

This chapter summarizes key points from editors Zhang Xing Ye and Zhang Zhan Li's 2002 book
Campaign Stratagems. The focus of the chapter is the integration of high-technology systems
and stratagems.[344]

The source of stratagem is knowledge.[345]

Introduction

When US planners gather to make decisions for an upcoming operation, they generate
courses of action. A commander then examines his options and decides which course of action
provides the best chance for success. Joint Publication 1-02, Department of Defense Dictionary of
Military and Associated Terms, defines a course of action as

1. Any sequence of activities that an individual or unit may follow. 2. A possible plan open
to an individual or commander that would accomplish, or is related to the accomplishment of
the mission. 3. The scheme adopted to accomplish a job or mission. 4. A line of conduct in
an engagement. 5. A product of the Joint Operation Planning and Execution System concept
development phase and the course-of-action determination steps of the joint operation
planning process.[346]

When Chinese planners gather to make decisions, they generate potential stratagems for use
by commanders instead of courses of action. A stratagem is designed to mislead an enemy’s
perception, thinking, and emotional processes. By definition, it is designed to fool an enemy force
whereas a course of action is designed to take advantage of a situation or, as the definition states,
the scheme adopted to accomplish a mission. These definitions have been used for years but they
differ in intent.

Today, one factor that courses of action (COA) and stratagems share is a reliance on
information technology (IT) components. Due to rapid advances in science and technology, the
Chinese see IT as a valuable asset and feel that “the contents of the stratagem are continuously
changing and renewing; the methods of stratagem are becoming more comprehensive; the space
encompassed by the stratagem is multi-directional; and the technological contents in stratagem
methods are unique.”[347] Stratagems thus remain an effective way of planning for engagements
with an opponent and for manipulating your opponent’s reactions. A key factor is that stratagems
are changing with the times and generating electronic campaigns to fool or mislead opponents.

To win with stratagem in the information age, the People’s Liberation Army (PLA) believes
that a strategist must link technology, strength, and stratagem to control victory. A good strategist is
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a good thinker who is innovative, creative, and flexible in his use of stratagems. A good stratagem
performs a host of cognitive tricks, to include deceiving, controlling, inducing, arousing, creating,
innovating, or manipulating another person or an entire staff.

There is a methodology for developing a good stratagem. The methodology requires the
close study of an opposing force’s field manuals, their wartime lessons learned, and their military
philosophy. In the information age, this includes studying another nation’s cyber plans and field
operation procedures under high-technology conditions. Such study exposes preferred actions or
defenses associated with electronic means that stratagems can exploit.

Some Chinese writers openly state that the primary battlefields of future stratagem will be
computer networks.[348] Several nations (India, South Korea, Japan, Canada, Germany, England,
Australia, and the US) have suggested that China may be getting a head start in this regard. They
believe China has been harvesting information through the use of Internet reconnaissance
stratagems. It is suspected that Chinese reconnaissance performs two functions: to expose an
opposing force’s military plans and to study the conditions and vulnerabilities that lead to the
successful use of Internet attacks.

The editors of the 2002 book Campaign Stratagems (a book published by China’s National
Defense University Printing House), Zhang Xing Ye and Zhang Zhan Li, note that “the side being in
a strategically superior position, planning first and fighting later, winning through strategy, is able
to fully promote high-tech superiority...”[349] A human’s control over high-tech weapons and his
or her ability to integrate weapons with stratagems makes one maximally effective.[350]

The focus of this chapter is on three aspects of Zhang and Zhang’s book: the elements,
factors, and features of campaign stratagems; creative ways to integrate high-technology and
stratagems; and ways to manipulate the thought process of enemy commanders. The chapter ends
with a description of how the new battles of wits between opposing commanders will involve the
integration of high-technology equipment, virtual deception, and stratagems. These stratagems will
reduce the accuracy of an opponent’s analytical capabilities and his chances of success.

The Concept of Moulue

The editors of Campaign Stratagems state that in the Chinese language, mou is idea and
stratagem while /ue is plan and stratagem. Together, moulue is stratagem, trick, and/or tactic. The
concept is adaptable to decision-making, subjective initiative, and deception, and it is applicable
to politics, the economy, international affairs, and military affairs.

Elements, Factors, and Features of a Campaign Stratagem

Elements

Strategic stratagems are different than campaign stratagems. They operate on the highest
level and are able to exert influence via politics, the economy, and international and military
affairs. Campaign stratagems are more closely related to military affairs.[351] While deception
and campaign stratagem are closely related, deception was and remains a subset of campaign
stratagem. Deception is a means to manipulate an enemy force. However, the editors of Campaign
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Stratagems feel deception is the most important element of campaign stratagem.[352]

Li Qi writes in Campaign Stratagems that a campaign stratagem is when “the commanding
officer, on the basis of certain strength, fully performs his subjective initiative, and manipulates
and drives the enemy in the confrontation of intelligence, so as to create a situation that is
favorable to his own troops but unfavorable to the enemy.”[353] The goal of campaign stratagem is
to achieve higher efficiency and to move away from a situation of simple static strength.[354] This
requires taking advantage of differences in troop morale, topographical and meteorological
conditions, and troop distribution and combat methods. The transformation from static strength to
operational efficiency requires the exploitation of friendly campaign strength, enemy campaign
strength, and the campaign environment. This analysis is commonly referred to as uncovering shi,
the sum of all the factors that impact on the performance of the respective operational efficiency of
two sides in a general confrontational situation.[355] Campaign stratagem aims at creating a
situation unfavorable to the enemy and favorable to the friendly side. Planning and creating this
situation is an element referred to as the “core of campaign stratagem application.”[356]

A main element of campaign stratagem is the battle of wits. With action verbs such as
manipulate, deceive, trick, and control, this is understandable. Editors Zhang and Zhang list three
features of the battle. First is the competition of contradictory interests between two sides. Second
is the manner in which decision-makers interact and attempt to influence one another. Knowing the
decision-making process of one’s opponent allows for the manipulation of that process. Third is
the commander’s personality and how he or she reacts under pressure in an uncertain environment.
A study of hobbies, weaknesses, and flaws is “the best breach point for stratagems.”[357] This
implies that the Chinese conduct intense data-gathering on the personalities and interests of foreign
commanders and leaders.

There are three campaign stratagem methods. The first method is to “break up and unify,”
changing the balance of static strengths of both sides in terms of time and space. The second
method is to use special and regular forces, applying general concepts in irregular ways. The third
method is to use deception and real actions (alternating between them). Integrating these three
methods can improve chances of success. The editors periodically mention these three methods
throughout the text. When applying these methods, creativity and flexibility become the soul of a
campaign stratagem’s “battle of wits” since stratagems are the primary means for the creation of a
situation.[358]

Factors

Ancient Chinese history is flooded with examples of the use of stratagems. From their use,
several factors have emerged. Those serving as the strongest factors for the development of
campaign stratagems are the political environment, military thought and strategies, campaign
development, military heritage and culture, and a commander’s character.

First, a liberal and active political environment, from a Chinese point of view, encourages
commanders to utilize their subjective initiative to the utmost. Such environments offer the use of
the full range of creativity and flexibility instead of a passive, mechanical approach to stratagem
which marks a corrupt and rigid political environment. Second, military thought has a significant
impact on campaign stratagems. Advanced or new modes of thinking are required for stratagems to
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flourish, to employ flexibility, and to overcome enemy thinking. Third, campaigns develop when
they take into consideration context and time, be it at the level of development of weapons and
equipment, science and technology, or key operational methods. Most important for this work is
that the development of science and technology offers many new innovations for the means and
methods of campaign stratagem, where a combination of technology and stratagem is stressed.
Simultaneously, the weaknesses and limitations of an enemy’s high-tech equipment must be
exploited.[359]

The fourth factor is culture and military heritage. The editors believe that differences exist
among Chinese and foreign stratagem experts due to objective conditions, each nation’s
operational environment, and various cultural and military heritages. Under various conditions the
concept of risk, for example, would be treated differently. Zhang and Zhang note that the PLA
stresses being active and steady, pursuing certain victory, engaging in prudent early engagement
(cyber reconnaissance?), encouraging reasonable risk-taking, and avoiding unfavorable decisive
battles. PLA thought processes based on dialectical materialism introduce the alternating patterns
of breakup and unity, the coexistence of special and regular forces, and a transformation between
fake and real actions. In the opinion of the editors, Western armies use common sense as the
primary component of their stratagem thought process along with systems theory, information
theory, control theory, images, intuitional thinking, associative thinking, and psychology and
behavioral science.[360]

The fifth factor is the character of the commanding officer. Since stratagems are the product
of creative thinking by the commander, he or she will be the subject of stratagems from the
opposing side. His or her personal qualities help determine success or failure. Knowledge
structure, modes of thought, and psychology determine what stratagems he or she will introduce or
to which ones a commander will be susceptible. The editors cite Zhege Liang here, who noted that
“if a commander has no knowledge in meteorology, geology, forecast, and yin and yang or he does
not read dispositional plans and has no information about the entire campaign, he will be a very
poor commander.”[361] The most important element is the commander’s mode of thinking, and
commanders must master the dialectical method, logical thinking, thinking in images, three-
dimensional thinking, unconventional thinking, and associative thinking if they want to make a
proper analysis. These types of thinking enable a commander to comprehend the essence of a
situation and apply the proper stratagems.

Features

Editors Zhang and Zhang listed six major features of campaign stratagems. The first, which
has been mentioned already, is the battle of wits. In a battlefield situation there will be an intense
struggle among commander’s strategies, stratagems and counter-stratagems, and deceptions and
counter-deceptions. Second, there will be a desire on both sides to speculate since there are few
truly advantageous situations where a commander totally understands the battlefield situation in
front of him or her. This requires speculation and the adoption of the best alternative. This also
requires “profound knowledge of dialectical principles” and a familiarity with the thirty-six
stratagems of war.[362]

Craftiness is a third feature of campaign stratagem. By craftiness is meant the use of ruses
and manipulation. A fourth feature is innovation which is usually fused with craftiness. Innovation
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represents the vitality of campaign stratagem since it has no fixed form and is always changing.
[363] A fifth feature of campaign stratagem is higher effectiveness. A stratagem’s use lowers an
opponent’s operational efficiency and enables higher efficiency and thus higher effectiveness on
the part of friendly forces. A final feature of campaign stratagem is risk. The danger in taking a risk
is that if the enemy sees through a deceptive scheme then they can use it to lure friendly (Chinese)
forces into a trap. Caution is urged as well as ambition.[364]

Creatively Integrating High-Technology and Stratagems

Wang Yungming, writing in Campaign Stratagems, notes that high technology developments
such as precision-guided weapons, global-positioning systems, electromagnetic decoys,
technologically advanced camouflage means, and advanced night vision equipment can be used to
produce illusions (both real and virtual) and thus impact the development and use of campaign
stratagems. These material developments induce change and result in new means to apply strategy.
New battles of wits and improved wisdom and strategies are thus on the horizon. The soul of these

revolutionary changes lies in the PLA’s ability to innovate and apply information-based creative
thinking.[365]

Two chapters in Campaign Stratagems focus on the development of stratagems under high
technology conditions. Dr. Li Qi wrote Chapter Eight titled “Campaign Stratagem Application
under High-Tech Conditions” and Colonel Liu Xubing wrote Chapter Nine titled “Demands on the
Campaign Commander’s Qualities When Applying Stratagems under High-Technology
Conditions.” Both authors, according to the postscript to the book, appear to work at the National
Defense University’s Campaign Research Office.

Li believes that the development of technology has opened up more avenues for the use of
campaign stratagems. He develops his argument by offering both the positive and negative aspects
of high technologies. First, he discusses the challenges that high technologies introduce. These are:
the transparency of the battlefield offered by real-time intelligence transmission which offsets
surprise and concealment; the rapid reaction capability that technology offers, making it difficult to
take advantage of stratagems; and the high lethality of high-tech weapons, making operations more
procedural and difficult to include the application of stratagems.[366]

In spite of these challenges, Li feels there are many opportunities for the use of stratagems.
He states:

Under high-tech conditions, the expanded campaign space, the diversification of campaign
forces, the proliferation of operational modes, and the complexity of engagement
relationships have led to an increase in the number of uncertain factors in campaign
operations, making campaign command more flexible. This in turn creates more
opportunities for stratagem application in campaigns, opens up larger thinking space for
strategizing, and provides more means for stratagem execution.[367]

Since the entire strategic depth is now open for exploitation, this creates more flexibility in target

selection and the employment of stratagems. Engagement relationships are more complex due to the
uncertain mix of symmetrical and asymmetrical operations.[368]
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High technologies have enhanced the ability to cover and conceal forces as well as to
expose them. On today’s battlefield, reconnaissance and surveillance technologies must battle
against camouflage and deception technologies. Also possible is the surprise introduction of new
technologies on the battlefield that may play a decisive role in attaining success. Perhaps most
important of all, high technologies have greatly assisted in the enhancement of command and
control organization and, thus, future stratagem planning. The end result is that technology is now
assisting stratagems to become more useful and contemporary.[369] Li Bingyan also stressed this

point in On the Chinese Revolution in Military Affairs.

Li Qi writes that an understanding of “disposition” is crucial to stratagem application. This
is similar to the concept of shi mentioned earlier and examined in Appendix Two. By disposition
he is referring to force composition, battlefield environment, and campaign engagement methods.
The concept of a force/superiority also has changed from concentrating forces such as troops and
weapons to concentrating capabilities based on issues such as information mobility and long-range
firepower. Capability superiority consists of the “mobile dispersal of entities (forces and
weapons) and mobile concentration of capabilities.” As an example, Li used the Kosovo conflict
where forces were dispersed all over Europe, the US, and space, yet operational capabilities were
focused on an area to form theater superiority in what the US termed “global force integration.”
Long-range firepower and information mobility do not require the time or the infrastructure that
ground troops require to concentrate assets on an area.

Li advocates the creation of a favorable battlefield posture that accounts for all dimensions
(air, sea, land, electromagnetic, space, cyber, and psychological) and new developments
(battlefield robots, smart unmanned strike platforms, laser weapons, electro-magnetic pulse
weapons, smart weapons, and so on). Li pays special attention to the creation of information
superiority by bringing into play high-tech systems. He notes that:

It is particularly true when the military information system as represented by C4ISR systems
integrates into an organic whole various departments such as command, control,
communications, intelligence, operations, and support units, troops at different levels,
various weapons and equipment and facilities, and various operational and support actions.
Such a military information system optimizes the structure of campaign force systems, their
functions and operational modes, and strengthens their collective operational capabilities...
information superiority is also a precondition for seizing the initiative of the entire campaign
and for winning the final campaign victory.[370]

Superiority in the air and outer space battlefields must be attained as well. They are closely linked
with information superiority since “aerial-spatial integration and space informatization have linked
air and space battlefields closely with information fields.”[371]

Li considers the basic operational mode under high-tech conditions as the system-to-system
contest. When analyzing enemy forces, then, it is necessary in Li’s opinion to

focus on disrupting enemy forces’ systemic structures, breaking down their coordination and

balance, and degrading their collective operational capabilities so as to create a favorable
posture with our collective power trained against the enemy’s local power, our coordination
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against the enemy’s confusion, and our balance against the enemy’s imbalance.[372]

It is also important to match a campaign stratagem with the overall political, economic, and
diplomatic situation. Only in this way can an enemy be convinced of an action, when the stratagem
matches the strategic situation.[373] Perhaps this is similar to Wang and Qiao’s concept in Chapter
One of creating the proper moment in time or destiny.

Degrading an Enemy’s High-Tech Intelligence and

Reconnaissance Capability

In order to effectively utilize campaign stratagems, friendly forces first must neutralize or
manipulate the enemy’s intelligence, surveillance, and reconnaissance (ISR) assets. Then friendly
forces must adapt to the characteristics of a battlefield informatization environment and correctly
employ stratagems such as the divide-concentrate strategy to move the enemy, the use of direct-
indirect strategies to surprise the enemy, or alternating the use of feints and real strategies to
deceive the enemy. Finally, Chinese forces must find weaknesses in enemy high technology systems
and exploit them.[374] Weaknesses can include blind spots in battlefield coverage (based on area
coverage capabilities, time, or resolution), frequency or environmental constraints of certain
systems, analysis constraints or bottlenecks (based on acquisition, transmission, and processing
factors) of various military cultures, self-protection mechanisms or system stability factors of
certain assets, and, most important of all, limitations on the decision-making capabilities of
commanders. This latter point includes decision-maker problems such as understanding an enemy’s
true intent and resolve, being oversaturated with information so that analysis cannot be promptly or
properly developed, and an overdependence on technical measures that ignores other sources of
information. Each of these factors could limit the subjective creativity and innovation of a
decision-maker who becomes paralyzed in the decision-making process.[375]

Li feels that there are several flexible means that make it hard for enemy ISR to collect
information. They include the use of mobile targets, disguising real targets and creating fake
targets, creating countermeasures, and exploiting weaknesses in an enemy’s rapid reaction
capability. One must study enemy reconnaissance patterns and learn to control blind spots, to
deploy in a dispersed manner to avoid detection or make deceptive shows of force, to mix false
information with true information (to include exploiting the news media and computer networks to
spread false information), to create information pollution and other forms of interference with an
opponent’s systems, and to imitate the features of real targets. The overall goal is to reduce the
accuracy of an opponent’s analytical capabilities.[376]

New technological breakthroughs could affect campaign stratagems in several ways. These
include the achievement of surprise or placing an opponent in a very passive position where
negotiation or destruction would appear to be the only options available. Technologies include
super high-speed equipment such as planes that can outrun missile defenses, smart or unmanned
technology that can operate in polluted or alien environments, laser or high-powered microwave
equipment that could dispose of an opponent’s space systems or electronic equipment, or digitized
information technology that can offer better decision-making or knowledge options to the user.
Developed during peacetime these technologies could catch an opponent unprepared.[377]
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Creative operational methods put uncertainty in the minds of an opponent and this curtails
their reaction time. Using multiple points of engagement along with irregular and non-linear forces
and structures, respectively, also induce uncertainty. Friendly (Chinese) forces must take advantage
of a quickened operational pace to throw an opponent off balance and to control battlefield
initiative. They must select times and places most beneficial to friendly forces to strike weak
points as appropriate. Network attacks, special operations, and strikes against an enemy rear area
serve as indirect attacks in support of direct attacks.[378]

Manipulating Adversary Commanders

One section of Campaign Stratagems (perhaps the most important) is HOW to manipulate
enemy commanders. The section opens by stating that not only high technologies, but also control
theory, information theory, psychological theory, organization and behavioral theories, and the
methodology of system engineering science are required to guide a campaign stratagem’s planning
and execution. This includes rationally selecting campaign objectives and, most important of all,
deductively devising stratagem information to control the “intelligence-judgment-decision”
process of the enemy.[379]

Li states that there are two ways to set campaign stratagem objectives. The first is to
determine what kind of battlefield posture one intends to create through stratagem application. This
is a core element of stratagem application. A battlefield posture should be developed in
accordance with the needs of an operational method to enable its realization. This type of posture
is different from an initial campaign posture and a final campaign posture. The second way to set
objectives is to manipulate an adversary commander’s judgments and to decide which judgments
and decisions to use to control the enemy. This objective posturing includes one’s own targets,
enemy targets, and environmental targets. Targets are controlled (that is, deceived or manipulated)
via the following models:

e Fortified control targets—support original judgments and decisions of enemy commanders

e Transforming control targets—shake original judgments and develop new judgments and
decisions for an enemy commander under one’s control

e Fuzzy control targets—increase fuzziness through excess information or contradictory
information so that enemy commanders have trouble making correct judgments

e Compound control targets—use fortified-fuzzy types or transforming-fuzzy types together.

[380]

To deductively devise stratagem information requires the meticulous preparation of special
information. An information developer’s application of a stratagem requires the creation,
transmission, receipt, and processing of information as the developer intends. Stratagem
information is based on the development of specific information for different control targets.
Fortified-fuzzy control targets require three things: supporting information to affirm the correctness
of an enemy’s judgment; interfering information of an independent or contradictory nature; and the
blocking of key information concerning friendly intentions. For transforming-fuzzy type control
targets one should alter enemy commanders’ original judgments. They must be fed negative
information, supporting information, interfering information, and, as with fortified-fuzzy targets,
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key information must be blocked.[381]

There is a recommended procedure to follow to prepare special information. First, enemy
commanders must be convinced of the truthfulness and rationality of stratagem information. To do
this the following process must be followed:

e Stratagem information must conform to the current situation and overall campaign posture.

¢ Supporting, interfering, negative, and other information categories must be logical and
support one another.

¢ Information coming from different angles pointing to one judgment will enable a commander
to draw a clear conclusion.

e Deceptive information should have 80-90% true information.[382]

Second, the developer of a stratagem must do everything possible to control the enemy’s
method of intelligence analysis and processing. This will put the stratagem developer in sync with

the enemy’s “intelligence-judgment-decision” process and induce the enemy to make decisions as
one would expect him to do. The stratagem must consider the following points:

¢ Take into consideration an enemy’s belief system, formed from knowledge structures,
subjective leanings, method of thinking, and personality to meet concerns and needs and
influence judgments.

o Take into account the enemy’s decision-making organizational mechanisms. Anticipate
distortions and insert redundancy of key information. Influence the basic characteristics of key
individuals and links such as the intelligence processing procedures of the enemy.

¢ Take into account when sending out the first batch of stratagem information that it should be
highly seductive and influential, followed by supporting information.

e Take into account political, superior/boss, and environmental pressures and their impact on
decision-making.[383]

The proper means to create and transmit stratagem information must be developed and
coordinated. Stratagem information should reflect the coordination among various deployments,
actions, or intentions that the information represents. Actual conditions must be used, and the
location and timing of stratagem information must be coordinated. Stratagem development and
other campaign actions must also be coordinated to fit into an enemy commander’s comprehensive
view of the battlefield.[384]

Transmission channels must be carefully controlled. Those channels that China controls
completely, partially, or not at all are called white, gray, and black respectively. If black channels
uncover friendly stratagems, then the stratagems can be used against friendly forces. This is the
worst of outcomes, to fall into a counter-stratagem trap. The use of white channels that the enemy
considers as reliable is the best for transmitting information. Further,

We [China] must pay a lot of attention to the cultivation and development of reliable
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channels during peacetime so as to develop enemy trust in these channels and to transmit
stratagem information during war time. Under high-tech conditions, a strong enemy tends to
highly trust, and heavily rely on, high-tech intelligence reconnaissance means. Therefore we
must pay close attention to the characteristics of the enemy’s high-tech reconnaissance means
and study effective deceptive measures.[385]

Invariably, Li adds, some stratagem information will be distorted or lost due to an inability to
properly predict certain subjective or objective responses. As a result multiple channels must
always be utilized. In addition, feedback channels must be established to monitor the success or
failure of the stratagem and to avoid having a counter stratagem developed by an enemy.

Friendly forces must keep track of stratagem conditions concerning their execution; enemy
reactions; and external interference. This requires setting up proper review and reporting
mechanisms, establishing a battlefield environment monitoring system, and creating channels to
monitor and control enemy reactions. This latter point concerns both direct and indirect feedback
channels. Direct feedback channels include:

Cracking of enemy core secret codes through technical means

Penetrating enemy core information networks allowing access to confidential communications
Special agents who have penetrated the enemy’s senior ranks

Defectors from enemy core agencies.[386]

Indirect feedback channels refer to knowledge concerning enemy reactions via active intelligence
and reconnaissance activities, which requires meticulous analysis to allow information extraction
and prevent counter-manipulation. Exploratory, special, and firepower reconnaissance are other
indirect methods.[387]

Adjustment and control measures should be in place to measure and adapt to feedback.
Based on perceived deviations in enemy reactions, adjustments should be made if the enemy has
not received stratagem information, the enemy is not paying enough attention to stratagem
(information channels utilized are not valued highly by the enemy, etc.), the enemy rejects
stratagem information (conflicts with other information, etc.), the enemy misunderstands the
stratagem (information doesn’t conform with the intelligence-judgment-decision process, etc.), or
the enemy sees through a friendly stratagem.[388]

One control measure that Li recommends is the development of an authoritative institution
that answers directly to the campaign commander and carries out the unified organization and
coordination of campaign stratagem actions. This institution would plan stratagem application, de-
conflict campaign stratagem actions and other campaign actions, organize stratagem’s execution,
and take responsibility to coordinate with relevant departments regarding stratagem application.

[389]

High-Tech Stratagem Applications: Commander
Characteristics
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The author of Chapter Nine of Campaign Stratagems, Liu Xubing, writes that an army
general must understand all types of connections and be knowledgeable in many fields. Otherwise
he cannot be a wise general and implement stratagems. He adds that a reasonable/rational
knowledge foundation is formed from two layers. The first layer is basic science, which includes
the philosophy of Marxism, the basic culture of science, and the basics of military affairs. The
second layer is the expertise layer, which includes the theory of tactics, the science of military
leadership, and the theory of military stratagem.[390]

Knowledge is respected in China as reflected in the maxim that “the source of stratagem is
knowledge.” The military campaign is the most stringent test of a general’s knowledge, strategies,
and dispositions. Campaign stratagem is a highly creative thought process that tries to deceive an
enemy’s electronic eyes and ears. Instead of relying purely on the human brain, commanders now
must rely on both human brains and computers. The computer allows commanders to control
information after gathering, analyzing, and storing it.[391]

A sound stratagem is equated with half of the success of a campaign in Liu Xubing’s
opinion. Computers and the Internet further enhance chances of success of the “advanced
technological stratagem.”[392] Advanced technological knowledge, in particular information
theory and system theory, has added wings to campaign stratagems and increased the reliability,
accuracy, and timeliness of the application of stratagems. Stratagems use the scientific way of
thinking, which is a way “to analyze, design, research, manage, and control such a complicated
system and provide the most optimized ways and methods.”[393] It is first necessary to defeat an
enemy by thinking and only later by action.[394] Simultaneously, what is termed “psychological
position exchange” must be accomplished. This means making a parallel comparison with the
opponent’s thought processes in order to imagine what he would do and think, that is to put
yourself in your opponent’s shoes.[395]

Conclusions

The use of a stratagem indicates that a force understands what the other side is about and
how it thinks. The Chinese believe that new battles of wits are on the horizon, battles which
involve high-technology equipment, virtual deception, and stratagems. New technological
breakthroughs can impact the overall goal of a campaign which is to reduce the accuracy of an
opponent’s analytical capabilities. Operational stratagems may be pitted against strategic
stratagems or an integrated operational/strategic stratagem may evolve that attempts to fool an
opponent’s analytical capabilities at each of these levels. The overall goal will be to control an
opponent’s “intelligence-judgment-decision” process. The Chinese are aware that the US, for
example, relies on high-technology reconnaissance means and thus an effort will be made to

influence them.

The use of high-tech stratagems in combination with other measures is something that US
officials must be prepared to confront. According to Zhang and Zhang, the PLA is developing
institutions to prepare and monitor the use of stratagems. The PLA actively studies the analytical
processes of foreign militaries to apply the proper stratagem techniques against them. Stratagem
techniques enable the PLA to create a situation that is favorable to them. They are preparing for
future “battles of wits” now in peacetime.
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Before stratagem techniques can be applied there must be a proper analysis of adversary
decision-making processes and an in-depth knowledge of adversary culture and thought. It also
requires an acquaintance with several types of thinking to include dialectical, logical, three-
dimensional, unconventional, and associative thinking. An understanding of force disposition, or
the force composition, battlefield environment, and campaign engagement methods of an adversary,
is also crucial to stratagem application along with an understanding of wartime capabilities.

The three steps involved with utilizing campaign stratagems are neutralizing an enemy’s ISR
assets, adapting stratagems to the informatization environment, and finding weaknesses in enemy
high-technology systems and thought processes. Five elements associated with successful
campaign stratagem development are speculation, craftiness, innovation, high effectiveness, and
risks. Deceptive techniques remain the most important for stratagem implementation. They put
uncertainty in the mind of adversary commanders and thus curtail reaction time.

It is important that US national security personnel understand that these military capabilities
can be applied to political, economic, and other fields of study. There may well be Chinese
institutes in existence now that are involved in the study of campaign stratagems to manipulate US
financial flows or to create other disruptive situations. The US and its allies must prepare now for
such eventualities.
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CHAPTER SIX: THE SICHUAN
PROVINCE EARTHQUKE: CRISIS
MANAGEMENT AND INFORMATIZED
WAR

This chapter summarizes the PLAs crisis management response to the May 2008 earthquake in
Sichuan. This response was termed a non-war military action that practiced informatized-war
concepis.

To develop informatized troops, thinking must not be conservative, troops must master diversified
tasks, issues should be viewed from a strategic viewpoint, problems must be anticipated, and
failures and mistakes should be immediately summarized and learned. Innovation will continue to
drive the PLA.[396]

Introduction

Crisis management has long been a topic of interest to US analysts. For a host of reasons
explained below, China’s interest in and approach to the topic has been slow, sporadic, and
unusually secretive. The Chinese weekly journal Liaowang published an article addressing the
country’s inadequate approach to crises in 2003:

A crisis is an emergency condition created by unusual events. For the longest time, a crisis
has frequently been regarded as a kind of partial and random phenomenon, and the majority
of them have been handled by methods of monitoring; but what is lacking is the necessary
advance attention, preventative monitoring, and control along the entire length of the process.
If we are not able to consider the problem of crises in terms of strategic national security, the
result will be that some emergency incidents, that originally could have been avoided or
controlled, will ultimately and regretfully evolve into one series after another of social or
even national crises.[397]

It is ironic that this article was published on the same day (May 12) but five years before the 2008
Sichuan earthquake.

Today domestic challenges in the form of natural disasters (floods, chemical spills,
earthquakes, and nuclear accidents) and social and religious unrest have served as motivators for
China to rework its crisis management system, which they have done. A prime example is the 2005
“Regulations for Military Participation in Disaster Rescue” that outlined precisely what was
expected of the People’s Liberation Army (PLA) in times of emergency. Another motivating factor
was information age capabilities which have improved the PLA response mechanism.
Simultaneously, however, the information age has enabled average citizens to receive images of a
disaster or news instantaneously via text messaging or cell phone videos, thus prohibiting
government secrecy in its prior form and further motivating a reform of China’s crisis management
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system.

Currently the Chinese appear to view crisis management as a type of non-combat operation
that has links to informatized warfare. This is because non-war military tasks possess a “high
degree of similarity and commonality with informatized war. Only by possessing the core military
capability of winning local wars under informatized conditions will there be an abundant
capability foundation for completing other military tasks.”[398] Some of the core military
capabilities referred to are satellite technology, GPS systems, and other high-technology devices
that have enabled the PLA to become a modernized, high-tech force. These same assets enable the
PLA to combat natural disasters in a high-tech fashion. Such advances allowed for a high-
technology response to the Sichuan earthquake and enhanced information security preparations for
the Olympic Games. Further, the conduct of military non-war operations associated with disaster
management enhances military preparedness.

This chapter will look at the development of China’s crisis management regulations and
activities over the past few years. It will begin with a short historical perspective on the topic and
then proceed to outline China’s adjustments to its crisis management system in the recent past. It
will conclude with a look at China’s military response to the Sichuan Province major earthquake
(also referred to as the Wenchuan earthquake, the county in which major damage occurred) of May
2008 and to the information age technologies that supported it.

Studying China’s crisis management system is important. It provides insights into the
organizations, rules, and thought processes that the US will have to cooperate or contend with
during a US-Chinese incident or over issues related to Taiwan. The study of the Sichuan
earthquake crisis management incident, a remarkable PLA achievement for which the armed forces
should be rightly proud, revealed that recent crisis management adaptations appear to be working.
On the other hand, there remains a strong propaganda overtone to the Chinese understanding of
transparency during such operations. Some old traditions live on.

A Short Historical Perspective

For over 50 years now, the US and China have faced off over Taiwan. This means that crisis
management in one form or another has played a role in both sides’ negotiating strategy for many
years. However, China has been slow getting off the mark with a crisis management system and
organization that is visible and consistent.

Xia Liping, Director and Research Fellow at the Center for International Strategic Studies,
Shanghai Institute of International Studies, wrote an interesting article on US and Chinese crisis
management techniques in 2003. Xia explains how the US and China might work together in the
crisis management field. He outlines five categories that require a good crisis management
mechanism, categories into which crises might be divided:

The first category includes crises that arose from conflicts in China’s periphery. One
example is the Korean War. The second consists of crises ignited by the Taiwan question,
such as the Taiwan Strait crises of 1955, 1958, and 1996. The third category is made up of
crises caused by incidents such as the plane collision incident of 2001 and the embassy
bombing incident of 1999. The fourth category consists of crises that arose over a domestic
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matter within China, such as the June 4 incident of 1989. The fifth category includes crises
that arose over disputes involving the prevention of the proliferation of nuclear weapons.

[399]

Since China and the US differ widely in culture, values, strategy, policy, and decision-
making mechanisms, it is difficult to imagine a process acceptable to both countries. However, Xia
believes important issues to consider in handling crises can be divided into three areas: first, that
neither side humiliates the other or sets one’s ambitions too high. The other side’s vital interests
must be accommodated when possible; second, that signals must be clear and interpreted correctly;
and third, a crisis management mechanism must be developed amenable to coordination and proper
information transmission. A set of decision-making procedures, rules of operation, and contingency
plans must be put in place to serve as an information communication mechanism between China
and the US.[400] In short, China and the US need to develop a crisis co-management system.
However a crisis co-management system was not possible in 2003 when Xia wrote his article.
China had no crisis management mechanism in place. Now two and a half years later China has
started developing the organizations, mechanisms, and legal apparatus appropriate for crisis
management discussions.

A turning point regarding formalizing the natural disaster and crisis management relationship
appears to be the 2003 Sixteenth National Congress of the Communist Party of China. It was
decided that China needed a comprehensive mechanism of warnings and emergency responses.
The actual building of these systems, mechanisms, and laws would begin in 2003. In May 2004 the
General Office of the State Council directed that the provinces must formulate their own master
plans for emergencies. In July 2005 the State Council held a national emergency management
conference. The first draft of the Law for Emergency Incidents and States of Emergency was
developed as well.[401]

Chu Xiaobo was a Professor at the School of International Studies at Beijing University
when he wrote on crisis management in 2005. He discusses why China needs an updated crisis
management system. He believes that China has entered a period of social crisis fostered by four
issues: the convergence of old and new systems; an accelerated pace of development; the
requirement to synchronize Chinese actions with the globalization movement; and the recognition
of crisis consciousness apathy on the part of government officials and the people. As a result China
can no longer be passive in responding to crises nor can it address crises as they occur. A warning,
response, and recovery system must be established.[402]

Chu believes a crisis is identified in the following way:
Only events which threaten the fundamental construct of society, its values and its regulatory
structure, and which occur when people must make critical decisions during periods of great
temporal stress and uncertain circumstances such as natural disasters, disastrous accidents,
public health incidents, and social security incidents.[403]

Crisis management, on the other hand, Chu notes should

not only entail responding to emergencies after they occur but should be a complete
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operational mechanism for the various stages of an emergency prior to an incident, the onset
of an incident, during the progression of an incident, and following an incident. It should
specifically involve a series of issues, such as gaining precise control over crisis
prevention, prediction and warning, crisis information reporting and dissemination,
situational control, and reducing losses; post crisis revival and reconstruction; and the
summation of experiences and lessons learned.[404]

These new systems and laws are being enacted, it should be pointed out, while China is
changing from autarky to an integration philosophy with world markets; and from being a peasant-
based society to a large-scale urbanized society. In the past the compartmentalization of
government agencies made it more difficult for people to organize themselves and get correct
guidance. Without organization people become apathetic and difficult to motivate, leaving crises
for the government to handle.[405]

This situation requires that China’s leadership recognize the need for further
improvements and additions in the powers and responsibilities between government and local
government, among government agencies, and between the government and the people. Procedures
must be public and transparent, Chu underscores, and supervision and assessments need to be
evidence-based. These various realms of crisis management must be legally regulated as well
from the perspective of the rule of law to help avoid abuses of power.[406]

According to Chu China needs to place its emphasis on the following areas: more
emphasis on academic research; more individual government agencies working openly; more
references available to individual government agencies and regions; and more lessons learned
from different national realms. The need for a crisis management database organized at the national
level is also mentioned. A keen watch on new crisis management trends should also be maintained.
[407] Chu believes that with the experiences of the Olympics in 2008 in Beijing and the World
Expo in 2010 in Shanghai that China will have a structural, legal, and mechanistic framework for
crisis management in place within ten years, or by 2015.[408]

In February of 2006 China established a National Control Center for Coordinating Disaster
Operations. The center has five functional departments and it intends to work out contingency plans
for various potential accidents. The center hopes to publicize proper steps to take in case of large-
scale accidents and thus help the self-protection capabilities of ordinary citizens. In 2005 in China
there were 803,571 reported accidents resulting in 136,755 deaths. Traffic accidents were the
leading cause followed by coal-mining deaths.[409]

Also in February of 2006 it was announced that the television program “24 Hours” would
return for a second season. The show is dedicated to crisis management and shows how staff at the
Emergency Management Center (EMC) teaches people to escape natural disasters and overcome
crises. The TV series highlights fictional stories based on real life.[410]

Recent Crisis Management Measures

Events of the recent past have brought crisis management situations into sharp focus for the
Chinese leadership. The severe acute respiratory syndrome (SARS) epidemic of 2003, combined
with the benzene spill in the Songhua River in 2005, frequent coal mining disasters and floods, and
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recent social unrest all have enhanced the importance of the topic. However, the information age
has also played a key role in promoting changes to China’s crisis management system since
technology has made it more difficult to keep crises secret. China’s citizens want immediate
answers from their leaders on developing situations that threaten their survival and that of their
friends and relatives.

Zhong Kaibin, a Ph.D. candidate at Tsinghua University, wrote a very enlightening article on
China’s past and present crisis management system in the Winter 2007 edition of China Security.
Focusing mainly on China’s civilian crisis management system, it is without a doubt one of the best
articles on the topic to date. Zhong lists ten problems with the system:

A lack of clarity about the roles that different levels and sectors should play
. The persistence of self-interests among government players that place limitations on state
actions where bureaucratic authority remains fragmented into horizontal and vertical power
structures
Structural inefficiencies that result in an inability to create a clear crisis management system
A lack of clarity in the reporting process that discourages timely and accurate reporting
Legislative measures that inhibit effective communication both among government entities and
with Chinese citizens (such as the over-classification of issues)
6. The failure to institute an atmosphere promoting accountability and transparency (officials
reporting to superiors rather than to the people they govern)
7. The existence of power disparities and conflicts of interest between government and
bureaucratic agencies
8. Alack of adaptability due to a dependence on an outdated national defense mobilization
system
9. Tensions between a system designed to control and manage information and a society that is
“wired” with access to more information than officials allow
10. The absence of an integrated command and control system, listed by Zhong as the
predominant problem.[411]
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As a result of these problems, China’s responses to past crises have been wrapped in
measures designed to deny or conceal them or to simply react without prior planning. Zhong notes
that the former encourages the latter. If you don’t have to deny incidents then there is less need to
worry about planning for them. Instead of planning that could have included preemptive measures,
simple reaction in secrecy was enough until the introduction of information age technologies to the
citizenry. In fact, Zhong notes, the reactions became propaganda opportunities for slogans such as
“love the people—deliver water,” exhortations of medical personnel as “angels in white coats,”
and the maintenance of an overall posture of “internal vigilance and outward calm.”[412]

Government Inspired Change

However, change is underway. Chinese officials have recognized that the development of a
sound emergency system is linked to the development of a harmonious society, the latter a
necessity in any Chinese response. Several mechanisms have been put in place since 2003
following th