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FOREWORD

China’s cyber policy has become partly visible to foreign nations through observation, tracking,
and inference. The policy appears to have three vectors. The first vector is in the public opinion or
“soft power” arena, where China professes to be led by a policy of active defense and cooperation
with other nations over cyber issues. The second and most prominent vector is China’s exhibited
capability to conduct strong and stealthy intelligence and reconnaissance activities against nation’s
worldwide, using the guise of anonymity to hide these efforts. The third vector is the offensive
character of China’s cyber strategy. It contains the theoretical backing for preemptive cyber
operations against other nations in times of crisis. These three aspects—peace activist, espionage
activist, and attack planner—dominate China’s cyber policy. Some are always hidden from view
while others are demonstrated daily.

Three Faces of the Cyber Dragon is divided into sections that coincide with these vectors. The
book first examines soft power theory, information deterrence concepts, and new organizational
developments in the People’s Liberation Army (PLA) and domestic agencies designed to influence
and convince foreign nations of China’s peaceful intentions. The work then takes a look at Chinese
espionage activities, to include a brief examination of several short case studies on the topic, such
as the Aurora, Night Dragon, and Shady Rat incidents. Finally, the PLA’s cyber offensive character
is examined. There are chapters on China’s cyber offensive theory, Blue Army, system sabotage
and control theory, system of systems thinking. A final chapter compares Chinese cyber concepts
with those in Russia.

China’s focus on these three areas of peace activist, espionage activist, and attack planner allow
it the flexibility to change and adjust its cyber strategy as needed; and to be ready for future
conflicts. The policy appears well grounded in high-level support. Three Faces of the Cyber
Dragon attempts to provide context to the unfolding nature of China’s cyber policy, and gives the
analyst a more penetrating look into unconsidered, under-“advertised” aspects of Chinese security
thinking.

Thomas Wilhelm
Director, Foreign Military Studies Office
2012



INTRODUCTION

Because our research is always trailing one step behind countries with highly
developed science and technology, we lack strategic innovation and industry-leading
momentum. For these reasons, amidst this kind of mutual confrontation, the weaker

party can only overcome its opponent by utilizing tactics different from its opponent.l

This statement from Fang Binxing, the developer and so-called Father of China’s Great Firewall
(Internet censor), summarizes the philosophy behind many ongoing Chinese cyber activities. It is
increasingly obvious that the Chinese are utilizing tactics different from their opponents, whom
they usually claim to be the West. Chinese specialists are often implicated in the theft of digital
information from countries across the globe via a combination of digitally inspired traditional and
creative oriental methods. These activities have manifested themselves as a three-pronged threat: a
cyber soft power threat, a cyber reconnaissance threat, and a cyber attack threat. These threats are
referred to here as The Three Faces of the Cyber Dragon.

For nearly ten years now Chinese cyber thieves have stolen digital information with impunity.
Initially Western analysts could never say for certain where the activities originated or who was
involved. Were they watching the work of surrogates, government directed groups, or lone wolf
hackers? Recently, however, US analysts have finally been able to ascertain more concretely the
precise source of the thievery, as intelligence agencies reportedly have uncovered many of the
Chinese groups involved in the cyber spying campaign. According to a recent Wall Street Journal
report, the People’s Liberation Army (PLA) is sponsoring much of the thievery along with some

half-dozen nonmilitary groups.Z The nonmilitary groups are often connected to various

organizations, such as universities. James Lewis, a cyber security specialist working at the Center

for Strategic and International Studies (who often briefs the Obama administration on such issues),
stated that the intelligence work implicating the Chinese involved a combination of cyber forensics
and ongoing intelligence collection activities. The Chinese groups are broken down into subgroups
based on the type of cyber attack software used, the different Internet addresses employed during

the theft, and the manner by which attacks are carried out.3

How has China used the information it has reputedly stolen? It is likely that it has reverse
engineered many pieces of military equipment, to include (as many analysts suspect) the J-20
stealth bomber, as well as uncovering many of the technical parameters behind the functioning of
US equipment. In addition, the Chinese may use the information to construct a modern combat
power generation model. One analyst noted that

To advance the transformation of combat power generation models into one under
informatized conditions, China must energetically develop informatized weapons and
equipment, energetically raise the informatization level of the existing weapons and
equipment, and advance independent, sustainable weapons and equipment development

by leaps and bounds.2



To conduct this transformation, information must play the leading role, science and technology

are relied upon, and military-civilian integrated development is required.é Retired Chinese
General Wang Baocun, a noted Chinese information warfare (IW) specialist, stated that as the
power of weapons and equipment grows exponentially the combat capabilities of China’s forces
grow qualitatively. Therefore, the all-inclusive nature of the transformation could also be termed a
“quantum leap” in military thinking and modernization in sync with information age developments
worldwide and not just a leap-frog endeavor. China’s recent development of its Beidou Navigation
Satellite System, looked upon by many as an alternative to the US Global Positioning System
(GPS), is a case in point. In the past China’s military relied on the GPS system and its
constellation of 30 satellites. Now China will have its own system and plans to have 16 satellites
in orbit by the end of 2012. The Beidou system could be used “in conjunction with other satellites,

drones and related technology.”é The system could track ships or guide antiship ballistic missiles

to their targets, or it could help position submarines.

Three Faces of the Cyber Dragon follows the development of Chinese concepts and
organizations that are of contemporary concern to the US military. It is important to keep a finger
on the pulse of China’s military as it proceeds with confidence (and some degree of arrogance)
into the second decade of the twenty-first century with an ever expanding cyber force. Following
these trends is important for US policy makers as they attempt to make the correct adjustments to
US national security policy accordingly. Chapters One through Three discuss soft power advances,
Chapters Four through Six discuss reconnaissance activities, and Chapters Seven through Ten
discuss offensive cyber activities, the cyber “blue force,” and systems of system concepts. It also
compares Russian cyber concepts with Chinese concepts. Chapter Eleven highlights the works
conclusions.

Chapter One discusses both civilian and military soft power concerns, which elevated in China
after leaders witnessed the results of Arab-Spring-type events in the Middle East. China is
working to improve its national image abroad, while remaining on guard internally to check the
development of similar soft power events in China. The chapter discusses the Chinese belief that
the US is trying to divide the Middle Kingdom using ideology and culture. China’s external soft
power response is to go on a cultural offensive that includes all media assets and even a presence
on US soil (Confucius Institutes, CCTV in English [an organization based in Washington, DC], the
acquisition of the American Multi-Cinema [AMC] chain, etc.). The goal of China’s soft power
offensive is to break what its leaders feel is the “verbal hegemony” of the West. Internal civilian
soft power issues include the development of an Internet White Paper and an international code of
conduct on information security. Likewise, China’s soft power offensive is felt in the PLA. Soft
power is viewed as a strategic resource that uses “intangible swordsmanship, sword spirit, and
sword style” to win without fighting. The PLA’s external military soft power offensive includes a
new focus on the topic of military diplomacy abroad. China’s internal PLA soft power offensive
includes political officer regulations to control the spread of information; and the development of
several websites through which the PLA leadership hopes to seize the initiative in Internet public
opinion among servicemen. One PLA author even offers a “how to” for military reporting in the
information age.

Chapter Two discusses China’s concept of information deterrence and compares it with US
concepts. One authoritative PLA book defined information deterrence as having five features:



permeability, ambiguity, diversity, two-way containment, and People’s War. More importantly,
information deterrence creates momentum though military preparation in order to “win victory
before the first battle.” Power is a key Chinese factor in deterrence theory and thus China must
become a cyber power or it will not have deterrent capabilities. Author Cai Cuihong notes that if
one nation can control information (attain superiority in this area), then information deterrence can
be used to make an adversary lay down his weapons. The PLA’s cyber deterrence concept is a
combination of ancient/traditional concepts and lessons learned from watching Western nations
develop their concepts.

Chapter Three discusses many of the recent developments in China’s cyber organization that are
designed to enhance deterrence. These include descriptions of new supercomputers and new
organizations such as the Strategic Planning Department. Several Chinese concepts have been
updated to fit the information age, to include People’s War and mobilization contingencies. Newer
concepts include a cyber warfare combat model and a network psychological operations
organization. The chapter also discusses how China views new US cyber strategies. Overall, US
analysts should be concerned about the pace of China’s cyber developments as PLA theoreticians
attempt to establish the groundwork to achieve a strategic cyber advantage over potential
adversaries.

Chapter Four takes a look at the work of US and other Western analysts who are writing about
China’s cyber concepts and organizations. In spite of continued warnings from the US and several
other nations, Chinese cyber theft has continued unabated, an aspect that this chapter also
discusses. Some of the reports detailed herein discuss the methods used to infiltrate Western
systems, in addition to the wide reach of China’s cyber spooks. Other reports examine China’s
philosophy behind these efforts. The case studies utilized demonstrate that China’s worldwide
espionage effort has resulted, at times, in achieving administrative control over some commercial
information systems, resulting in the theft of terabytes of information.

Chapter Five discusses in detail the Chinese attack on Google in December and January 2010-
2011, code named Operation Aurora. It examines the context within which the Google attacks
occurred and how Google’s response—challenging Chinese censorship—was used by the Chinese
to distract attention from their cyber aggression. It then analyzes how a 2003 military regulation
assisted China’s response to Google’s accusations. The regulation stresses a focus for political
officers on the “three warfare” model (media, legal, and psychological warfare). Internal Chinese
instructions to newspaper editors regarding how to report the Google affair are included. In short,
these procedures are being used all too often by the Chinese and are causing US authorities to be
more and more intolerant of Chinese behavior.

Chapter Six discusses the thoughts of several independent writers on the topics of war
engineering, war control, and cyber shi. All three concepts are foreign to US audiences, although
the term “control” is often used in conjunction with the term “command” in US parlance. Two
concepts that do appear more Chinese than Western are war engineering and shi. War engineering
studies, designs, and manages war requirements, theories, experiments, and processes. It has five
parts: requirements, planning, testing, control, and evaluation engineering. Control engineering, the
most important element, consists of strategic, campaign, and tactical command information systems

which monitor situations, control decision making, handle anomalies, and evaluate results.$ Virtual
shi involves efforts to attain a strategic advantage in the cyber world. If one is able to do so
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through planting Trojan horses or viruses or spotting vulnerabilities in Western systems via
reconnaissance activities, then it is possible to “win victory before the first battle.” That is,
planting destructive codes ahead of time via reconnaissance activities that can be activated at a
time of China’s choosing or knowing a system’s weakness ahead of time helps attain the initiative
in future battles.

Chapter Seven summarizes the contents of two books and several articles not available when
The Dragon's Quantum Leap, this author’s last book on China, was written in 2009. These
summaries include the following elements: several Chinese definitions of information superiority;
General (retired) Dai Qingmin’s recent writing on integrated network-electronic warfare; and
several selected articles on information control and winning local wars under informatized
conditions. The heart of these developments lies in the focus on offensive cyber activity and the
innovation abilities of the PLA and other institutions. A short discussion of China’s initial reaction
to the Stuxnet virus (before the New York Times claim that the US and Israel were behind the
attack) is also included.

Chapter Eight is a look at China’s so-called Blue Force, an opposing force (OPFOR) designed
to fight in the cyber domain as US cyber forces would fight. It is believed that fighting against a
US-type cyber foe will better prepare the PLA in case of a future cyber conflict involving the US.
Blue Force successes and the consequences for Red Force commanders who lose cyber encounters
are also included in the discussion.

Chapter Nine focuses on the Chinese concept of system of systems (SoS). The PLA focus on SoS
operations, discussed somewhat randomly in the past, became an area of devoted and intense
scrutiny in 2010-2011. In the first edition of China Military Science for 2011, for example, there
are seven articles on the SoS topic. They cover laws for developing SoS capabilities; basic SoS
issues; technological perspectives of SoS capabilities; building a military forces structure based
on the SoS concept; war-fighting capabilities of SoS; SoS and integrated training; and SoS

mobilizing capabilities.2 It is not clear when this discussion period will end, but it is apparent that

the PLA is intent on implementing the concept in the shortest possible time frame. It will be well
worth the effort to continue to follow the issue in the Chinese press and see where it leads.

Chapter Ten discusses “new concept weapons.” These weapons appear to be the next stage for
the era beyond cyber or at least an adjunct to it. They include directed-energy weapons, such as
lasers, high-powered microwave, particle beam, and sound energy weapons; kinetic energy
weapons, such as energy intercept and electromagnetic launch weapons; hypersonic weapons, such
as cruise missiles and space combat flight vehicles; and what the Chinese refer to as “nonfatal
weapons,” such as the space environment, personnel, anti-equipment, and material weapons.
Included in the discussion are Chinese research efforts in the areas of rail gun weaponry and
electromagnetic pulse weapons.

Chapter Eleven compares recent cyber developments in China with those in Russia. The
discussion indicates that there are similarities and differences in the two nations’ approaches.
China believes that the system of systems concept is the one to follow. China promotes a concept
known as integrated network-electronic warfare and focuses on cognitive and technical aspects of
cyber along with other issues. Russia is basing much of its cyber efforts on the network-centric
concept. Russia still tends to divide its cyber and information warfare effort into information-



technical and information-psychological issues. Both countries plan to use cyber deception and
electronic warfare means. China tends to focus more on using electrons as stratagems than does
Russia, while both nations have a host of excellent algorithm writers.

Chapter Twelve lists the conclusions this analysis has generated, focusing on the three main
issues of this text: the three faces of the cyber dragon identified as soft power, reconnaissance, and
attack.

The book has two appendixes: one lists information-related articles in the PLA journal China
Military Science from 2009-2011; and one is a lengthy article on Chinese geostrategic thinking.
The purpose of the latter appendix is to offer analysts a paradigm or template into which one can
consider how Chinese geopolitical cyber thought might be applied.

This author’s prior works on Chinese IW issues include Dragon Bytes, which covered Chinese
IW activities from 1999-2003; Decoding the Virtual Dragon, which covered Chinese IW
activities from 2003-2006; and The Dragon s Quantum Leap, which covered the period from
2006-2008, with some additional material included from earlier years. These three works, as well
as this current book, serve as a guide to understanding the PLA’s information-based transformation
efforts. Hopefully these books provide a progressive look at Chinese cyber issues and assist
analysts in visualizing the broader context from which Chinese cyber issues are emerging. The
added hope is that the works enable analysts to draw a more realistic picture of the challenge the
PLA presents in the IW arena, as well as a perspective for choosing potential future areas of
collaboration.



PART ONE
CYBER PEACE ACTIVIST
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CHAPTER ONE
CHINA’S INTERNAL
AND EXTERNAL
SOFT POWER OFFENSIVE

Hard power is a race for military, economic, and technological power. Hard power
wars are about the occupation of land, but soft power battles are about seizing space

in information, stories, ideas, and ideology.m

Introduction

The principal vector China uses to advance its cyber peace activist agenda is through a soft
power offense. The offensive has internal and external civilian and military aspects and carries top
level support. At the beginning of 2012, Chinese President Hu Jintao called upon the Communist
Party of China (CPC) to fight against international forces that, in his opinion, are trying to divide
China using ideology and culture. “We must be aware of the seriousness and complexity of the
struggles and take powerful measures to prevent and deal with them,” he warned in an article in

the Communist Party magazine Qiushi pil

The Party has taken a number of steps to fulfill his wish. Internally, China’s civilian and military
propaganda apparatus is trying to compete with Chinese Internet search engines and social
networking sites like Sina, Sohu, and Baidu for public influence. Externally, the Party has been
much more aggressive with public and military effort to influence foreign media, primarily
directed against the US. For example, the official state-run news agency Xinhua is promoting itself
on a giant electronic billboard in Times Square. China’s Central Television, CCTYV, is leasing

space in Manhattan and building a United States broadcasting center in Washington.1—2 It is hoped,
according to another report, that the DC office will compete with CNN, the BBC, and al-Jazeera.
China’s ambition is to “use news reporting and cultural programming to advance its ‘soft power’

or cultural influence.” 13 The China Daily has taken out “China Watch” center page ads in the New
York Times and Wall Street Journal that focus on the culture and achievements of the Chinese
nation. In 2010 the Party advanced an Internet White Paper and in 2011 a code of conduct for
information security at the United Nation.

The People’s Liberation Army (PLA) is part of the internal and external soft power effort as
well. A report in the official publication of the military’s Academy of Military Science, China
Military Science, noted that China must take action “to propel China’s culture industry and media

industry beyond China’s borders in an effort to take over the international culture market.”14 In
short, there is an all-out soft power assault underway, both internally and externally, under the
direction of the CPC.
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This chapter first will discuss the comments and projects of civilians as they develop China’s
soft power capability. The chapter then shifts to the military directives on soft power use in the
military media and in military diplomacy. The chapter ends with the PLA’s “three warfares”
(public opinion warfare, psychological warfare, and legal warfare) concept found in the political
work regulation.

Background

China has achieved a remarkable growth in its hard power military force. There has been
considerable progress and technological advancements in the construction of tanks, missiles,
planes, and ships. These elements are easy to spot and their characteristics and effects are easy to
describe. The elements of soft power, which have not experienced the same growth, are harder to
recognize, but progress is underway there as well. Soft power is, from the Chinese perspective,
thought to include media, public opinion, psychological, and legal issues.

A growing realization in China today is that soft power is nearly as meaningful as hard power
for two reasons. First, high-tech media applications (TaoTao or the Twitter equivalent, Yupoo or
the Flickr equivalent, Tudou.com or the YouTube equivalent, etc.) have become reliable ways to
influence groups of people in ways not imaginable in the past. Second, soft power is vitally
important when viewed from the Chinese context of fostering the ability to “win without fighting.”
How China can become a legitimate “soft power” power has thus become a question of extreme
importance to its leaders. Further, China must master soft power if it is to prevent a repetition of
events that took place in Tunisia, Libya, and Egypt. In February 2011 China did successfully thwart
a mini-uprising known as the Jasmine revolution, which was an attempt at an Arab-Spring-type

event. 12 The Jasmine revolution was an online movement that attempted to gain momentum from
the fomenting revolutions that started in Tunisia in December 2010. However, the CPC was able to
exert its own form of cyber control over the movement through passive measures such as extensive
information monitoring and information blocking initiatives; and through active measures that
included information attacks, intimidation, campaigning, and self-censorship. Both cases involved

the blockage of words, phrases, and topics considered off limits. 10

To increase its civilian soft power potential, China is focusing on growing its media and public
diplomacy capabilities. Li Changchun, a member of the standing committee of the CPC’s Central
Committee Political Bureau, stated in March 2011 that China must boost the integration of
telecommunications networks, cable TV networks, and the Internet in order to promote the

competitiveness of China’s culturelZ and thus its national image and soft power. The nation must

be capable of using both traditional media and new media to influence people and convince them
of China’s peaceful and diplomatic path of development.

China’s biggest soft power vulnerability is thought to be the Internet. In the information age
China’s analysts understand that the Internet offers many opportunities for influence activities to be
fostered and developed in other countries. Information technology has also opened the door for
creative thought in the area of digital deception. Such activities can include the manipulation of
public opinion and the potential creation of divisions within a society by actually goading groups
1nto action.
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Some Chinese scholars envy US thinking on strategic communications and influence activities.
For example, a 2010 Global Times commentary by Li Xiguang, a professor at Tsinghua University
in China, noted that “China should learn from the US in planning a global strategic communication

system and building a global social network through which to nurture pro-Chinese scholars.” 18

The focus on improving China’s soft power and public diplomacy capabilities has carried over
to the military. The PLA has written extensively on the methods and principles involved in raising
China’s external military diplomacy and improving its internal soft power capabilities to improve
the will power of its soldiers. The PLA’s Nanjing Institute of Politics appears to play a key role in
this effort. The PLA recognizes that the social context for soldiers has changed, as each serviceman
can access alternate sources of information. This requires “counter” input to foreign or domestic
soft power that works against Chinese patriotism. The overall purpose is to strengthen a soldier’s
morale.

A soldier’s context must be “cleaned of noise” that is damaging to military culture and the
army’s soul. It is important to properly manage the construction of the Internet to enable political
officers to attain their goal of improving the will power of soldiers. The PLA must become skilled
at “using micro-blogs, forums, blogs, cell phones, and other such platforms, adopting animated
cartoons, videos, pictures, poems, and songs” in order to guide public opinion in both non-war and

wartime situations. 12 The threats are numerous. One article included “non-party affiliation, de-

20

politicization, and nationalization of the army”<~ as potential threats to the army’s soul.

The end goal of the using strategic influence weapons is to change the balance of soft power in
China’s favor. Many challenges remain to maintain ideological security, uphold unit solidarity,
carry out diversified mission tasking, and improve China’s national image. To win with soft
power, China’s leaders must react to situations with speed and seize the initiative. Responses to
negative information must be positive and prudent and faced squarely. Finally, rules must be
followed.

Civilian Issues: China’s Public Diplomacy/National Image
Concepts

There are several ways that China has influenced its soft power offensive both internally and
externally in the civilian sphere. Four that stand out are the state’s United Nations code of conduct
proposal on information security, /nternet White Paper, public diplomacy developments, and
efforts at image-building. All four are tightly integrated and represent the avenues through which
China hopes to influence its own citizens and decision-makers, as well as citizens abroad.

United Nations Code of Conduct Proposal

China, Russia, Tajikistan, and Uzbekistan sent a letter to the Secretary-General of the United
Nations, dated 12 September 2011, calling for “international deliberations within the United

Nations framework”2l on an international code of conduct for information security. The stated
goal of these countries is to “prevent the potential use of information and communication
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technologies for purposes that are inconsistent with the objectives of maintaining international
stability and security.”2 Of equal concern was that these information technologies could
“adversely affect the integrity of the infrastructure within States.”23

The UN letter was signed by Li Baodong, Permanent Representative of the People’s Republic of
China to the United Nations, and distributed on 14 September 2011. Key elements in the code
appear to be the following:

Reaffirming that policy authority for Internet-related public issues is the sovereign right
of States, which have rights and responsibilities for international Internet-related public

policy issues.. 24

Each state voluntarily subscribing to the code pledges to comply with the Charter of the
UN and universally recognized norms governing international relations that enshrine,
inter alia, respect for the sovereignty, territorial integrity, and political independence of

all States...é

In addition to issues of sovereignty, other areas of concern to these four countries appear to be

any cyber issue that threatens the “political, economic, and social security of other countries.”20
States are to curb the “dissemination of information that incites terrorism, secessionism, or
extremism or that undermines other countries’ political, economic, and social stability, as well as

their spiritual and cultural environment.”2

Several Chinese analysts commented on the code of conduct. Shen Yi, from Fudan University’s
School of International Studies and Public Affairs, stated that the code of conduct hopes to “reach

a consensus on international norms and rules”28 to regulate the cyber conduct of all countries. The
goal is to help underdeveloped countries weak in information technologies from being placed in a
disadvantageous position for information dissemination. The idea is to emphasize sovereign
equality. Shen contrasts this approach with the European and US positions, which in his opinion
only seek to expand their own national interests with the help of technological and media

outlets.2

Zhang Zhe, a staff reporter for Dongfang Zaobao Online, offered a similar appraisal of the code
of conduct from a Chinese perspective. He noted that the emphasis of the code on sovereignty
reflects Chinese characteristics and that the decision-making power on any Internet-related public
policy issue is the sovereign right of the countries in question. China believes that the flow of

information should not be used to compromise a state’s sovereignty.l) The code also “has

specifically set a relevant provision to limit US military operations.”ﬂ The US wants cooperation
among governments and between governments and companies, while China’s approach is based on

agreement among the international community.3—2

Some Western analysts strongly disagreed with the code of conduct concept. Martin Mueller, a
Syracuse University professor and Internet governance expert, feels a code of conduct will attempt
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to “overlay territorial sovereignty on an Internet that is fundamentally inconsistent with it.”33
Analyst Nate Anderson feels the code aims to stake out territory for nation-states on the Internet.
He adds that “it is not hard to see how curbing information that undermines ‘social stability’ is

going to lead to problems; indeed, the generality of the wording is part of the problem”3—4

Internet White Paper

China’s 2010 Internet White Paper stresses the scientific development, active use, law-based
administration, and security of the Internet. If these principles are followed, the paper adds, it is
believed that social harmony and economic prosperity will follow and science and technology
will be advanced.

The paper states that in 2010 China’s State Council decided to accelerate the integration of
radio, TV, and the Internet in order to further develop the information and culture industries. The
White Paper notes, for example, that China is attempting to spread its culture via the Internet,
having established over 300,000 online data bases; and that “cyber culture has become an

important component of the Chinese culture industry.”ﬁ

Some of the interesting statistics from the White Paper include the following:

e From 1997 to 2009 4.3 trillion Yuan were spent on Internet infrastructure construction,
including the building of an 8.267-million-km optical communication network;

e Atthe end of 2009, there were 136 million broadband Internet access ports;

¢ International outlet bandwidth was 866,367 Gbps, with seven land-submarine cables and
twenty land cables, ensuring Inter-net access to 99.3% of Chinese towns and 91.5% of
villages;

e By the end 0f 2009 there were 384 million “netizens” with an annual increase of 31.95
million users;

e There were 3.23 million websites in 2009, 2,152 times that of 1997;

¢ Broadband use reached 346 million people while 233 million people used mobile
phones to access the Internet

e Urban Internet use made up 72.2% of the national total;

e In 2009 46 million people received an education with Internet help, 35 million
conducted securities trading on the Internet, 15 million sought jobs through the Internet,
and 14 million arranged trips via the Internet;

¢ Online gaming produced 25.8 billion Yuan in 2009, a 39.5% increase over 2008;

e Over 80% of county-level governments had set up websites and reportedly 80% of
China’s netizens rely on the Internet for news. The Internet became a method to obtain

news from sites such as People’s Daily Online, Xinhuanet, CCTV.com, and CNR.cn.30

The government is aware that social conditions and public opinion are items to be closely
monitored on the Internet. Internet use must be rational [the latter being a term defined by the
authorities!], which includes the use of technical means that “prevent and curb the harmful effects

of illegal information on state security, public interests, and minors.”3 Further, no individual or
organization may “jeopardize state security, the public interest, or the legitimate rights and
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interests of other people.”ﬁ

The state founded the Internet Society of China (ISC) to promote self-regulation and public
supervision of the Internet. The ISC not only has worked to reduce spam, but has also produced a
list of self-disciplinary regulations that include a number of public pledges. The White Paper
states that “Chinese laws prohibit all forms of hacking,” a statement viewed with skepticism by a
growing number of nation-states that have been attacked by Chinese hackers. These nations would
question the Chinese authorities’ interest in implementing such a law. Finally, the White Paper
notes that China believes the “United Nations should be given full scope in international Internet
administration” and that all countries need multilevel exchanges and cooperation on the basis of

equality and mutual benefit.32
Public Diplomacy

Zhang Zhexin of China’s Shanghai Institute for International Studies (ISS), speaking at a US
InfoWarCon conference in 2009, defined public diplomacy (PD) and provided a short history of
the concepts development in China. PD is defined as “the process by which direct exchanges and
communications with people in a country are conducted to advance the image and extend the

values of those being represented.”@ A PD institute is defined as “the organization of public
diplomacy-related agencies, their separate responsibilities, and means of public diplomacy

practice.”ﬂ Zhang stated that PD is comprised of the short-term goal-oriented “international
information communications (IIC)” and the long-term objective “international cultural

communications (ICC).”Q

Zhang listed three phases of China’s PD development. First was the period from 1949 to the late
1980s, a period marked by the glorification of China abroad in foreign propaganda and the
exertion of control over domestic information. The founding of international newspapers occurred.
The second phase started at the end of the Cold War and continued until the beginning of the 21st
century. This phase included a move away from one-way foreign propaganda to two-way
international communications, where China was publicized but not glorified. A national Internet
broadcast system was developed, to include the People s Daily Online and Xinhua News Online.
The image of China in foreign media as an emerging threat appeared in phase two. The third phase
started around 2003, but Zhang offered no end point. This phase offered PD theory-building, more
focus on ICC (such as the establishment of a few hundred Confucius Institutes worldwide, which

extol the virtues of Chinese culture), and platforms for the Internet and mobile phones.ﬁ

On 11 September 2010 a Center for Public Diplomacy was established in China at Beijing’s
Foreign Studies University. The goal of such an enterprise was to integrate and coordinate China’s
ICC and IIC efforts. As a result of this development, forums have been held to help improve
China’s PD efforts. The university has served two purposes. First, its establishment has offered a
way for China’s PD effort to confront or adjust to the continually changing international and
technological environment. Second, China hopes to use the Center to better explain its overall
goals and intentions to alleviate the alarm and trumpeting of China threat theories in the
international community caused by China’s growing economic potential and overall rise in
strength. In addition to the Center for Public Diplomacy, numerous other means have been used to
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alleviate concern, such as the recent media publication of a 2011 White Paper on China’s Peaceful
Development. Overall these means have gained traction, more so in underdeveloped nations than
in developed ones.

However, Fu Ying, a Vice Foreign Minister responsible for PD, stated that China is still far from
having a PD system like that of other countries. China’s image in the foreign press, she added,

depends on the country presenting itself more completely.ﬁ In 2009 Zhang had stated that the goal
of China was “not to challenge or even impair other countries’ images but to create a confident,

open, and responsible image for itself, represented in the vision of a “harmonious world.””42

National Image

Insights into China’s goals and intentions can be gained through an understanding of the nation’s
concept of “national image.” China is not just calligraphy, the opera, acrobatics, Peking roast duck,
and the Great Wall. The projection of national image comes from a country’s values, political
system, and domestic and foreign policies. These elements influence the generation of a particular
type of soft power with Chinese characteristics. The core element of soft power is its ability to
unify a nation and a society due to these policies. China recognizes that today soft power is
strongly influenced by the interpretation of Internet-based information in a network-centered

society. 46

Chinese professor Li Geqin has defined national image as a “comparatively stable general
appraisal of a country by the international community, or the accumulation of general impressions

on a country spread via international media by this country in the international community.”ﬂ
Further, national image refers to the basic spiritual appearance and political reputation of a country
in the international community. It includes the self-image of a country and others impressions of

that country. Some even consider national image to be a country’s strategic resource. 38

Li notes that China, when defining national image, works to create and display an image of a
strong government, a united Chinese nation, an ancient culture, a harmonious society, and an
affluent people with a friendliness and responsibility to foreign countries. At the moment the focus
appears to be on ancient culture and the Chinese language in the ads the Chinese have placed in US
newspapers. Western societies, Li notes, believe that national image is characterized by
democratic elections, limited government, a humanitarian and rule-of-law society, a general public

that enjoys freedom and human rights, and minority ethnic righ‘[s.ﬂ

To create China’s national image as a world power, Li writes that China must develop an all-
round strategy that is capable of influencing and convincing foreign media and citizens of China’s
peaceful intentions. The strategy includes the following points. First, China must narrow the Sino-
Western political and cultural gaps and create common room for dialogue. China’s transmission of
information must agree with mainstream international political, cultural, and value systems as
much as possible. China has recognized the norms and values of peaceful opposition to violence
and the need for compliance with acts of humanitarianism, ecological and environmental
protection, civil society, and a government of honesty. This has required transcending ideological

and cultural barriers.i)
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Second, China should cultivate diverse participation in activities, reduce direct government
footprints, and increase nongovernmental Chinese organizational input. Third, national image
depends on speaking as well as doing. In addition to providing peacekeepers, China must advocate
international agendas and agreements regarding basic norms and values for security, environmental

protection, and other important global issues.21

Fourth, international relations require a value-oriented foundation. The Chinese government has
attempted to motivate this type of thought and actions through the concept of a harmonious world as
a way to spread common values. Finally, China must be rational about censures and prejudices
against it or praise for it. China should be confident and optimistic, but also be willing to accept

criticism and not react in an irrational patriotic and extreme nationalist manner.22 It is clear, based
on the actions of the Chinese state, that Li is speaking for himself and not for the collective whole
of government with regard to many of his recommendations.

Zhang Zuorong, the Deputy Director of the Propaganda Department of Hainan’s CPC Committee,
noted in 2011 that in order to construct a national image, China needs a timetable and roadmap; a
scientifically determined time, order, and progress of events; defined responsibilities; and
progress in an efficient and orderly manner. Trust must be increased and anxieties dispelled.
Further, the psychological features, habits, and interests of foreign audiences must be studied to
find out what they need and in what form, that is, know their likes and dislikes. China must convert
the advantages of the modern media into competitive advantages. To this end, China must
“establish a number of internationally influential modern media groups that provide multi-language
services that have a large audience, that provide sufficient information, that have credibility, and

that have discourse power.”s—3 The current advertising onslaught directed at US media appears to
be the start of such a campaign.

Yu Jianrong, director of the Institute of Rural Development at the Chinese Academy of Social
Sciences, stated that in 2010 that China’s image was one of contradiction. The cultivated image of
a country capable of hosting huge international gatherings (Olympics, Shanghai Expo, etc.) was
still associated with the more traditional consumer goods and travel terms “made in China” or the
Great Wall. That is, there was an under appreciation for all that China was doing. Therefore, on
October 1 the State Council Information Office shot a publicity film that included celebrities such
as China’s first astronaut, Yang Liwei, and NBA basketball star Yao Ming. China, however, has
been its own worst enemy at times in the media market. For example, the country’s refusal to

criticize North Korea for its shelling and killing of four South Koreans stands out.24 This indicates
that the construction of China’s national image is either a work in progress or a work that has
specific bounds it will not exceed, such as criticizing a close ally.

One of the primary tools used to shape China’s national image is the Xinhua News Agency. The
agency shapes China’s image both at home and abroad. Literally “New China News Agency,” this
organization is the largest press agency of the government of the People’s Republic of China
(PRC) and its official one. Xinhua is subordinate to the PRC State Council and reports to the

CPC’s Publicity and Public Information Department.ﬁ Therefore its domestic responsibilities are
at the apex of the organization’s charter. However, Xinhua has an international role to play. It
hopes to “break the monopoly and verbal hegemony” of the West. In recent months it has signed
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agreements with Cuba, Mongolia, Malaysia, Vietnam, Turkey, Nigeria, and Zimbabwe, making it a
leading source of news for parts of Asia and Africa. Today there is even an iPhone app for

“Xinhua news, cartoons, financial information.”20

Internationally, China has spread the development of Confucius Institutes around the globe. As of
July 2010 there were 316 such institutes and 337 classrooms in 94 countries and regions. The US
has 57 such institutes at universities. The Office of the Chinese Language Council International

(Hanban) aims to establish 1000 Confucius Institutes by 2020.21
Internal Soft Power Battles

Not all is running smoothly in China’s soft power regime, however. China is experiencing
internal friction among its information technology elite. A recent software battle between Tencent
and Qihoo, two very successful software companies, underscores this point. Tencent’s empire is
built on QQ, an instant messaging service. Qihoo owns the second most popular software
download in China, 360, a free antivirus program. The dispute apparently began when Tencent
promoted a free security download, QQ Doctor. This infringed on the sales of 360. Qihoo
responded with a program called “Koukou Bodyguard,” which sounds similar to QQ in Chinese.
Koukou Bodyguard targeted Tencent’s instant messaging service with a new program that allowed
users to disable plug-ins and advertisements on QQ’s site, areas from which Tencent drew almost

half of its revenue.28 Such internal battles for income are expected to continue into the next

decade.

Military Issues: Military Soft Power and Military Diplomacy

Zeng Jia, an associate professor in the Department of Military News Dissemination at the PLA’s
Nanjing Institute of Politics, wrote that the PLA is involved in putting together a diplomatic
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offensive to increase its soft power potential in what it terms the “omnipresent network age.”
The goal of this offensive could be, as Wang Shudao notes above, to “take over the international
culture market.”

Military Soft Power

Wang Xingsheng and Wu Zhizhong, writing in 2007 in the journal China Military Science,
referred to soft power as a strategic resource that all nations must possess. Soft power consists of
intangible elements (culture, theory, tradition, sprit, image, etc.) that integrate with other means and
weapons to create an effective fighting force. Soft power unifies officers and soldiers and the
military and civilians of a nation. The military’s image is the core element of soft military power.
It influences how tasks are completed and the realization of political objectives. Safeguarding
China’s national and military images are important strategic tasks. A military news team, Wang and

Wau suggest, should be established to uphold the army’s image.® Further, the strategies and tactics

designed to safeguard national interests must uphold international justice.

Yang Chunchang, a deputy head of the Military Construction Department of China’s Academy of
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Military Science, defined military soft power three years later as the ability to penetrate and
constrain people’s thinking and cognitive processes. It can mobilize power and exploit military
qualities such as culture and diplomacy. It can also deter and destroy an enemy force or influence
friends. Further, military soft power has the ability to penetrate and constrain people’s thinking and
mentality. It uses intangible swordsmanship, sword spirit, and sword style, not the sharp sword, to
win without fighting. It commands respect with virtue, benevolence, and generous support.ﬂ

The journal China Military Science has continued to publish articles on soft power. For
example, in 2011 Xiao Jingmin, a technical specialist and researcher in the Department of War
Theory and Strategic Studies at the PLA’s Academy of Military Science, stated that soft power is a
type of resolute, flexible, and dynamic mental power required to influence and solidify strategic
will, wisdom, and plans to defend national security and developmental interests. It is an extension
and deepening of the concept of national soft power in the political science field, and is an aspect
of the comprehensive national power system. More formally, Xiao defines soft power in the
following manner:

Soft power of national defense mainly refers to the collective of a country’s national
defensive will, anti-aggression tradition, strategic thinking, and national defense culture
and ideas, that it is a tenacious, invisible, and flexible power, a power than can
strengthen the national defensive will and the spirit of a state, nation, or society, an
inherent, everlasting support power throughout the ages for maintaining national security

and realizing national development.Q

Soft power serves as a deterrent power due to its ability to mobilize the nation to resist foreign
invasions and to serve as a supporting asset for the People’s War concept. It thereby causes

adversaries to think twice before attacking.ﬁ

Soft power of national defense includes the army’s political will, military theories, traditional
style, use of stratagems, and structure and mechanisms. At the strategic level, the party leadership
is able to respond to threats and challenges with strategic will, strategic wisdom, and strategic
operations research. Hard power, on the other hand, remains the objective basis for the use of soft
power, the latter being composed of subjective spiritual elements. Without hard power elements
such as economic and science and technological developments, soft power won’t work. Together

they produce effects and influence.0%

Three authors from the Nanjing Army Command Academy offered one final soft power
definition in China Military Science in 2011. They defined the term as “a country’s and military’s
ability to influence and mold others through nonphysical forces such as military culture, military
spirit, military image, and military diplomacy in military affairs practices, thereby achieving the
objectives of their military strategy.”ﬁ

Some PLA members have respect bordering on fear for the influence of soft power. For
example, National Defense University Professor Han Xudong considers soft power a new type of
global warfare initiated by the United States. He notes that network space, the foundation for
society’s existence and development today, will be the primary battlefield of future war. The only
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world power with access to this space and with the ability to launch soft-power gamesmanship is
the US. Network space enables the US to occupy public opinion’s high ground; to generate
deterrence through the use of advanced technology; and to strive for total dominance, since it can
establish the rules of the game. China must work hard to understand the new features of this new

form of warfare, in Han’s opinion.6—6 Two months later, Han called for the establishment of cyber
armament controls, again citing the advancements of the US in the cyber arena. Missing from his
entire analysis was any mention of what the PLA was doing in this arena, and they are doing a lot.
As a result Western analysts tend to ignore Han’s one-sided discourse on the need for cyber arms
control.

Elements of China’s soft power approach appear to include military diplomacy and the “three
warfares (public opinion [media] warfare, psychological warfare, law warfare).” These elements,
along with China’s new-found media confidence and the limits placed on a PLA soldier’s Internet
use, are discussed next in greater detail.

Military Diplomacy

Qian Lihua, the Director-General of the Foreign Affairs Office of the Ministry of National
Defense of China, defined military diplomacy as “a strategic means of safeguarding national
sovereignty, security and developmental interests, and the in-depth reflection of the strategic

mutual-trust and cooperative level between Chinese and foreign parties.”6—7
thus creates an external environment conducive for China’s development.

Military diplomacy

The military diplomacy concept was advanced further in a 6 February 2011 Guangming Ribao
Online report. Author Zhu Chenghu, the Director of a Strategic Research and Teaching Office at
National Defense University, stated that promoting military diplomacy is a contemporary topic
where dangers intertwine with opportunities. Zhu stated that military diplomacy is infiltrating
military cooperation and extending the enhancement of regional security cooperation. Military
diplomacy will “strive to use military cooperation to increase the achievements of peaceful
diplomacy, expand the influence of peaceful diplomacy, and attract as many people as possible to

jointly promote peace.”@

Military diplomacy is political competition in the military sphere, according to Zhu. This
requires that China study, master, and use law to support military diplomacy to win a bigger say in
international military affairs and better defend China’s national interests. “Strategies should be
combined with legal war to better handle territorial and maritime territorial conflicts and clashes,

to include those to come in outer space.”6—9

On 1 August 2011 the MOD’s official website, which is www.mod. gov.cn, went into full

operation. It had been run on a trial basis for two years.m The development of an MOD website

supports the fact that China needs to upgrade its traditional national defense concept since,
according to one source, the future center of gravity will be cultural national defense. A
specialized cultural national defense force, armed with scientists, information experts, and
servicemen who are proficient in information warfare, needs to be created. Their main task will be
to defend the information frontiers of China, counter the information aggressiveness of other
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nations, and prevent cyber incidents from occurring.ﬂ

Much like their civilian counterparts, China’s military is focused on increasing its public and
military diplomatic posture, as well as its military’s image-making capability. The Ministry of
Defense (MOD) website has developed a free Android operating system platform-based terminal.
While tailored to Android users, there is an interface consistent with the MOD’s iPhone terminal.
It contains nine columns of news on the armed forces, military situations, photos and videos, and
other military information for public image consumption.

An MOD mobile phone website (wap.mod.gov.cn) was also tested. This website and the MOD
official website are designed to communicate China’s national defense prowess to the world and
display the proper image of China’s armed forces. The site seeks to guide public opinion, reporter

Zheng Wenda noted, through its authoritativeness and service orientation.Z2

The theme of military diplomacy’s smokeless battlefield is to remove external obstacles for

China’s military modernization. The goal is to remove the China military threat theory from any
soil. In the end this will enable foreign countries to participate in the military modernization of

China once these theories are eliminated.Z3 In examining Chinese theories of legal warfare, China
tends to look at law differently than does the US. Some worry that Western interpretations of law
actually assist the Chi-nese, while the Chinese selectively choose what information to release or
discuss.

Image-making, a key aspect of China’s civilian approach to soft power, is also a key part of
China’s military diplomacy. A September 2010 seminar at Nanjing’s Institute of Politics centered
on five topics associated with image-making: the strategy of image-portrayal of the PLA; basic
paths and ways to portray the PLA’s international image; the strategy for spreading the military’s
image; the basic experiences and innovations for portraying the PLA’s international image; and

foreign military image building and its background.7—4

Military attaches have been given a role in spreading China’s culture. A Jiefangjun Bao
headline recently noted that “Chinese Military Attachés Actively Introduce China to Outside

World.”Z3 Li Jun, identified as China’s military attaché to Serbia, noted that China, faced with
media attacks that distort China’s development strategy and magnify its military power, “must utter

our own voice, otherwise foreign people will form biases about China since what they hear and

see is one-sided in that regard.”7—6

The military diplomacy concept has seemingly continued to develop. In early 2012 the term was
defined in the following manner:

Military diplomacy refers to external military exchanges with armed forces as the main
body. External propaganda of military affairs is the indispensable “business card”
during external military exchanges. It undertakes the task of creating the image of the
main body for military diplomacy...Through multiple means an all-directional, multi-

layer, and wide-range external military exchange pattern has been formed.ZZ
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Author Zhang Fang goes on to note that the multiple means he mentions include contacts between
military leaders and professional technicians, exchange visits between military vessels and
recreation and sports exchanges, and the “fulfillment of promises about arms control, military
technology cooperation with foreign countries, personnel training, importing intelligence, and

participating in the peacekeeping mission of the United Nations.”Z8 Further, Zhang points out the
requirement to look for successful penetration points in foreign media and to master the social
awareness and means of influencing target populations. This includes mastering the strategic
application of language to accomplish national security goals, such as using the term Ryukyu
Islands instead of Okinawa when discussing Japanese issues. Tracking the influence of foreign
propaganda on international opinion is also necessary in order to attain the proper and correct

feedback. 2
Military Media in the International Environment

China’s analysts understand that the public opinion environment can help or restrict the
development of a nation’s military. The PLA wants to use public opinion and the international
media to its advantage. Meng Yan, writing in 2011, stated that Western media currently have the
power to define the image of China (and other countries!), and China must work to counter this

tendency.&)

Meng notes that “the image of a military is made up of the components of its objective image,

public image, and media image.”& Objective images exist in reality, public images depend on
contacts and awareness, and media images depend on subjective impressions created by
descriptions. The PLA feels it has been more transparent and open than at any time in the recent
past, yet people are only utilizing this openness to say China is a threat. Regardless, Meng adds,
the PLA knows it must increase the objective understanding of the PLA by the outside world if it
hopes to counter wild conjectures or rumors. It is difficult to re-obtain the initiative in public

opinion once it is lost.32

Meng notes that media reports are the main channel through which impressions are ultimately
formed; therefore, China must set agendas and carefully engineer topics of discussion in the news
if it is to properly guide public opinion. Proper dissemination activities guide public thinking
according to a set framework and angle, which helps to control the generation of public opinion.

Meng notes this is a common convention among countries around the world.83

Finally, Meng states that the PLA needs to be the first to respond to incidents and provide as
much information as possible if it is to gain the initiative. This is necessary, since the new media
environment is characterized by limitless information capacity, fast dissemination, openness, and
the interactive nature of the dissemination process. “It could be said that whoever holds the

networks controls the world.”8% The PLA, in order to accomplish this mission, must strengthen its
dissemination capacity if it hopes to squeeze out negative public opinion with positive
information. Thus far it has constructed the MOD website (mod.gov.cn), the China Military Online
(chinamil.com) website, a military affairs channel for Xinhuanet.com, and a military affairs

channel for China National Radio (cnr.cn) to do 50.83
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Military Propaganda and Online Media

Hu Quanliang, the chief editor of the Zhanyou Bao News Agency’s Internet Editing Office,
wrote that the days of “I talk, you listen” are over for China with regard to the media. Now media
are interactive and there is an exchange between the disseminators and the audience. Hu offered
websites that differed from Meng’s: China Military Forum (military.china.com), Iron Blood Forum
(tiexue.net), Sina Military Forum (mil.news.sina.com.cn), and others. Such sites allow for more
democracy in the media. Hu adds, however, that the military websites’ propaganda content must
“effectively permeate into society and cause the audience to unwittingly change its ideology and
behavior, ultimately achieving a ‘same frequency resonance’ with the propaganda themes set up by

the media.”8—6

The PLA is aware that some nations are conducting public opinion warfare and psychological
warfare on the Internet in order to win public opinion. Hu warns that false information can damage
the PLA or cause audiences to misinterpret their actions, and adds the following;

One small piece of news can heat up instantly through the Internet, causing individual
extreme speech to proliferate into an irrational social mood or causing a local problem
to expand into a universal problem, and typically these problems evolve into political
problems. This requires the network sensor to pay close attention to trends in Internet
expressions of opinion, and to appropriately and promptly carry out public opinion
monitoring and guidance to guard against dissemination of false information on the

Internet.8—7

China must work to seize the initiative in Internet military public opinion. It must establish
regulatory systems that guide education, situation analysis, and integrated examination and
evaluation. It must analyze network security and insure that secrets are always hidden. The
dissemination of news is now an important part of real soft power. The PLA must always be on
guard against the spread of false information that is disadvantageous to it. Such information can
cause not only domestic but also international audiences to misjudge the PLA and its actions or

intent. It is likely to harm its image as wel].88
Military Transparency and Reporting

Pu Duanhua, a professor at the PLA’s Nanjing Institute of Politics, discussed the concept of
“limited opening” reporting. He defined military transparency in the following manner:

Military transparency is a process and mechanism by which a sovereign nation in a
timely manner continuously opens up its military intent, capabilities, activities, and other
such information in order to guard against war, control war, or protect national interests.
It is essentially the same as military diplomacy and military deterrence in that they are

all means of military struggle.&

Pu adds that any reporting that produces a negative impact on national interests, the strategic
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environment, the PLA’s actual military strength, or other factors should have its content restricted.
The content of reporting must comply with the military’s objectives, it must pursue trusted sources,
it must be time-sensitive, and it must abide by the military’s rules of secrecy. Military reporting
should implement the Party’s strategic intent and oper-ational guidelines, as well as the

operational command’s orders and directives. 20 In

military reporting:

short, Pu offered the following “how to” on

The reporter must be adept at imposing measures on military incidents from the
perspective of the overall situation in terms of international and domestic politics,
diplomacy, and the military struggle, revealing their significant value from a political
angle and relevantly and properly gathering and selecting the facts to report. The
reporter must be full of fervor for praising our victory, praising our heroes, talking about
our combat accomplishments, displaying the combat style of the PLA officers and men,

and molding an excellent national and military image.ﬂ

Military Media Confidence.

For the past two or three years, the Chinese military has acted more aggressively and confidently
than at any time in the recent past. Such open confidence can be found in Chinese speeches at
conferences and in open source reports prepared by various institutes. The Nanjing Institute of
Politics, apparently the PLA’s main theoretical center for writing on military media issues, noted
that the PLA’s confidence in revealing the geopolitics behind media’s control of military
information indicates poise. Two Chinese analysts, Ding Chunguang and Ma Gensheng, noted that
“voluntarily revealing things displays a full grasp of political conditions and full confidence in

national security.”g—2 It is indicative of the current bold PLA attitude of “looking down on all, with

none daring to oppose.”%

But the West should not be overly optimistic about the release of military information by the
PLA. The same authors stated that the PLA must insist on following the principle of “letting no one
know” and adding stricter controls. The rationale for this is that each geopolitical move has
advantages and disadvantages. Advantages in releasing information include: advantages in
producing important images, advantages in producing an important psychological effect,
advantages in producing important military advantages, and advantages in producing political

advantages.9—4

The Nanjing authors added another caveat to their transparency claims, which indicates the
intent behind geopolitical moves. They noted that “disseminating important military information in
time of peace is ultimately for the goal of influencing all relevant governments, military forces, and

popular psychology to serve the needs of the nation’s political benefit.”22 An ability to infiltrate
during times of peace helps carry out psychological attacks and the attainment of geopolitical
superiority. This means that China must possess the ability to control the way and time that
“effects” appear. For example, the strategy behind the news of the first flight of the J-20 aircraft in
early 2011 was crafted to announce the PLA’s achievements and demonstrated military power.
This caused some countries to stop considering attacks on China, in the author’s opinion. Further
confirmation of the “false being taken as true” can be obtained from mainstream media, where one
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can watch its psychological effect on the populace.g—6

In another example, to offset US exercises with China’s neighbors that are (from China’s point of
view) war games used to intimidate and contain China, the PRC has undertaken a number of joint
exercises with nations of the Shanghai Cooperation Organization (SCO) and Indonesia, among
others. Li Daguang, writing in Hong Kong’s Tzu Ching, stated that exercises are a type of soft
power used in a deterrent manner to influence an opponent’s decisions in order to achieve one’s

own 0bjectives.9—7 Once public opinion is mobilized it can tilt the balance of values and postures

of the international community.

Military Media’s Double-Edged Sword

One challenge of the network age is that Chinese Internet users (and other users worldwide)
have become the subjects of foreign military dissemination, where users act as both recipient and

re-transmitter. 28 In the world of soft power, cell phones and the Internet represent a double-edged
sword. Is it desirable to be transparent and act as a recipient and re-transmitter of information or is
it better to adopt the policy of “letting no one know”?

Media’s information technology allows trainers to expand the work accomplished in a
department and also enhance the Party’s influence among the troops. But media technology also
allows for the spread of bad habits (gambling, hacking, etc.) among the troops and provides access
points for foreign governments to penetrate PLA systems. This requires the close indoctrination of
troops about both the positives and the dangers and negatives of the information age. Such training
includes teaching all personnel the basics of information security and the close monitoring of their

online or cell phone activities.22

Other analysts pointed out more limitations or disadvantages of Internet use. One article noted
that PLA soldiers have been prohibited from socializing online to prevent them from divulging
sensitive information to friends, especially of the international variety. The article noted that
“soldiers are not allowed to use mass media for matchmaking or making friends, and are also

forbidden from using the Internet outside the army without permission.”m Soldiers also cannot
watch or listen to political programs from overseas media, nor can they open their own websites

or blogs or publish political information online 1 A member of the Nanjing military community
stated that “we should organize a contingent of both online commentators and influential

‘individual bloggers’ with personalized characteristics.”102 This contingent can “use positive
information to get rid of the space for negative public opinion, apply positive viewpoints to put an
end to the negative trend of public opinion, and increase the timeliness, pertinence, and

effectiveness of online military related public opinion.”M

This attitude indicates the PLA recognizes that every soldier or officer has become a netizen of
China. Internet access allows all servicemen to have a place for learning, entertainment, and
advice. It is a place to exchange views as well. However, Jiefangjun Bao has also advised that
“only by taking the initiative to positively guide public opinion via the Internet can we clean the

space of all noise and eliminate the influence of wrong speech.”m The characteristics of military
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culture must be present to provide officers and soldiers with the correct platforms for learning and

exchanging information 10

Military Image and the Three Warfares

Military image power is transmitted to the public through various channels of propagation that
influence the public’s perception and judgment of the military. Creating a good military image,
from the Chinese perspective, involves obeying the CPC’s commands; serving the people; ensuring
the ability to fight and win; gaining the upper hand through an image of strength; and innovating an
all-inclusive approach. Modern mass media, an advanced military culture, foreign military
exchanges, and large-scale military activities all enable the advancement of military image, the

“business card of military soft power.”l—o6 Military image is a prerequisite for effectively
wielding public opinion warfare, psychological warfare, and legal warfare as well as

psychological deterrence power.l—07

The PLA’s military image and control of military public opinion are manifested in the PLA’s
“Regulations on Political Work of the Chinese People’s Liberation Army,” which is a three-
pronged approach. The concept consists of “three kinds of warfare”: public opinion warfare,
psychological warfare, and legal warfare. They represent the content of political work in the
armed forces. The objective of the three-warfare approach is to win without fighting. The three-
warfare approach follows a historical Chinese tactical pattern of using stratagem, diplomacy,
psychological operations, and morale-related activities. In the information-age the three warfares
have extended the battlefield of traditional warfare from the military front to the civilian rear and
from simply soldiers to soldiers and civilians. The latter category includes hackers, according to

author Xu Feng.Mg

Public opinion warfare’s core objective is to “control news and public opinion” and is targeted
at the local public. Legal warfare involves seizing the initiative through the attainment of justified
public support, is aimed at world opinion, and provides a legal foundation for the other two
warfares. Psychological warfare, in contrast to public opinion and legal warfare, is designed to
lower the will of enemy forces. Some military regions have produced broadcast, pamphlet, and
network-based psychological-warfare-type training. New psychological warfare units have been
established and some aircraft are being remodeled as public opinion aircraft. Training personnel
in public opinion warfare, combat psychology, and the law of war has begun. US activities in
Kosovo, Afghanistan, and Iraq were used as examples of the three warfare techniques applied in

practice.l—09

The People’s Daily noted that public opinion warfare represents the “integrated use of
newspaper, radio, television, the Internet, and other new media” in a “planned and targeted manner
to achieve the goals of encouraging the combat morale of its own side,” to cause the “combat will

of the enemy to collapse,” and to “guide international public opinion.”m In 2004, Nanjing’s
Institute of Politics offered a new course on public opinion warfare, which “reflects the

requirements of new military changes in the world.”1L Learning how to make contact with the
news media’s print and digital versions is now a required course for some cadres.
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The character of future public opinion wars indicate that if high-tech devices are not absorbed
and integrated into society and the military, then society can be destroyed or toppled by those who
have such devices. The recent Arab-Spring events indicate that in the all-media era, public opinion
can become a main battlefield for determining changes in the political situation. The PLA must
learn to anticipate future developmental trends in public opinion tactics in order to successfully

confront them in future scenarios.i2

PLA analysts are studying topics such as the similarities and differences in public opinion
(media) warfare and psychological warfare in order to uncover challenges to military propaganda
and military soft power. Wang Lin and Wang Guibin are two such analysts. Similarities they
uncovered include common strategic objectives, similar operational methods (working on people’s
cognitive systems), using the same mass media as their operational transport means, and using
military power as a shield while relying on high-tech equipment. Differences include public
opinion’s non-stop efforts (during peacetime and wartime), using the war of words and a host of
variables, whereas psychological operations are more focused on wartime; public opinion
warfare’s focus on the objects of a society and culture’s structure versus psychological operations
short-term focus on a soldier’s will using deception and disruption; and public opinion warfare
primarily using the media, whereas psychological operations use leaflets, broadcasts, and other
means. The authors conclude their analysis stating that offensive operations are more effective than

defensive operations in the field of information war 113

As a result of such findings, public opinion warfare has also been integrated into other
departments usually associated with a specific issue. These departments include the Research
Institute of Psychological Warfare, the Research Institute of Military Intelligence, the Research
Institute of Ideology and Culture, and the Research Institute of Political and Ideological Work of

the Army. The simulation of actual combat is included in one department as a teaching method 114
Another source stated that “Appropriate cultural battle simulations must be developed to
accumulate the necessary information and experience to improve one’s own defensive abilities in

media warfare.”m

Conclusion

Information technology advances have forced Chinese experts to focus more intently on the
advantages and disadvantages of high-tech media devices. The results of external Arab-Spring-
type events and internal Jasmine Revolution efforts within China have accelerated the pace of the
government’s involvement and concern. This is not to suggest, however, that the concept is new to
the Chinese. They have been theorizing about the use of high-tech media for the past several years.
They believe that in peacetime and wartime, media conflict or public opinion warfare is being
conducted by nations around the globe and that China must be on guard to defend itself against
them.

One analyst stated that “information technologies have equipped the side with information
advantages with the capability to promptly, accurately, and sufficiently deliver public opinion

warfare information to targeted areas and people at a desired time and place.”i6 Not only is the
government involved in such activities, the analyst adds, but so is the civilian population. They
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conduct “thumb public opinion warfare” since they can manipulate their video, conversation, text,

web surfing, and picture-taking cell phones just by moving their thumbs. 17 Some Chinese experts
now consider supremacy in information control to be the core aspect of public opinion warfare
under informatized conditions. Public opinion warfare, they note, has economic, political, and
cultural aspects that can act as deterrents to aggression.

The reason that activities such as deterrence and deception are more successful than in the past
is due to the properties of the Internet and the digital age. Issues are spread faster and farther and
reach a much wider audience than in the past. Wartime targeting is enhanced by sampling a
population’s feelings and rationale via the net in peacetime. Several Chinese media experts even
believe that at a strategic level there is no difference between peacetime and wartime media. In
both cases there are attempts to affect the subjective judgment of members of a society. The use of
multiple sources can add weight to the process of convincing individuals or groups of a concept.

The book Information Security: Threats and Strategy, edited by Zhang Xinhua, contains a call
for new strategic thinking. It states that “the concept of information strategy and the ideas, values,
norms, and ethics expressed through various media strengthen and unleash the effects of soft

power.”m Further, “the key to success may be in proficiently practicing strategic management of
information capabilities. Thus what lies at the heart of grand strategy is paying attention to

information security and building and applying information strategy.”M

Zhang thus recommends that China prepare a new grand strategy, with information at the center
of attention. Two areas of this strategy are the science and technology area (security and safety of
digital space, and perhaps the autonomous infiltration into foreign systems); and the political area,
where soft power rules. In Zhang’s opinion, opportunities abound to improve or exploit
information sovereignty, information hegemony, information permeation, information domination,

and information contamination, among other issues. 120 A new test of strength will be a country’s
ability to destroy or manipulate information flows, since nations now rely so heavily on such
flows. Strategic goals “can be achieved by destroying or manipulating the flow of information on
computer networks to destroy an enemy’s telephone networks, oil pipelines, power grids, traffic
management systems, systems for transferring state funds, systems for transferring accounts, and

healthcare systems.”121

China, like Russia, is attempting to deter the US through international efforts focused on
alliances that put roadblocks in the path of further cyber developments. These efforts are also
gaining momentum. In the past two years, the Chinese and Russians have begun cooperating on
cyber issues through the Russian initiated forum in Garmisch, Germany. In 2011 the Chinese hosted
the forum for the first time on their soil. This effort expands on those the Chinese have participated
in at the United Nations and through the Shanghai Cooperation Organization. The /nternet White
Paper discussed the spread of the Internet and mobile phones in China.

Of course there are many problems associated with using high-tech media in such a manner.
First, it is very difficult to establish tight control over an influence campaign, since there are so
many wild cards in play. Individuals or groups who may have nothing to do with the campaign’s
target or eventual goal can play. Second, the use of a concept such as using what is false instead of
what is true could backfire on the campaign’s creator if the wrong intention is taken by one’s
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domestic audience. A good example of wild cards influencing public opinion is the train crash
near Wenzhou, China, in July 2011. The Central Propaganda Department issued instructions
regarding what journalists could and could not report. Unfortunately for the CPC, the unofficial
reporting and photos of bloggers at the scene (there were people on hand with mobile devices,
etc.) produced an entirely different story than newspapers were reporting. Bloggers poured
criticism on the authorities and eventually caused the Central Committee of the Communist Party to

issue a circular calling for more transparency about accidents.122

However, in the end, China’s recognition of the importance of information flows as being at the
heart of grand strategy indicates that public opinion, both internal and external, will remain a focal
point into the foreseeable future. The CPC appears destined to try to erect sturdy structures and

firewalls around the minds of its citizens while trying to penetrate the firewalls and minds of
people abroad.
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CHAPTER TWO
CHINA AND
INFORMATION
DETERRENCE

Introduction

Ever since the 1990s, the topic of information deterrence has occasionally been included in
conferences designed to discuss information warfare (IW) topics. American, Russian, and Chinese
authors all wrote on the concept and not always in theoretical agreement. Inevitably, comparisons
were made to the theory of nuclear deterrence, which has dominated strategic thought for the past

fifty years.

At times the discussion took strange twists and turns. For example, in 1995 a Russian theorist
offered an unusual scenario with an unexpected outcome. This theorist stated that if the US, with its
information dominance, initiated an information attack against Russia’s weak information
infrastructure, then Russia would respond not with an information attack but with a nuclear

weapon.m That is, the threat of a nuclear holocaust would be used as an “information attack
deterrent” in place of Russia’s lack of an information attack capability.

Today, some fifteen years later, many nations across the globe are more assured about the
strength of their information infrastructure. As a result, the issue of information deterrence is
undergoing a reexamination worldwide. The discussion has broken into several parts in some
forums, such as the legal, media, and cyber aspects of information deterrence. The disparity in
digital capabilities among countries has not disappeared completely, however. Clearly one size
does not fit all in the evolving age of digitalization and miniaturization.

This chapter will discuss how China and the US have reconsidered the use of the information
deterrence concept. It is divided into two parts. First, it will discuss the emerging concept of
information deterrence in China more closely. For China the concept is an extension of its peace
activist agenda. Second, it will briefly look at the short history of information deterrence from the
vantage point of American authors. The conclusions will examine what changes these emerging
issues reveal for the concept of deterrence in general. Will it result in a new definition, in the
institution of defined caveats (such as the extended and limited deterrence concepts that evolved in

the nuclear age), or in the elimination of the concept of information deterrence in general as some
think it should?

Chinese Views on Information/Cyber Deterrence

The Chinese have written on several issues related to the concept of information deterrence.
This section will first examine Chinese definitions of deterrence, strategic deterrence, and
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information deterrence. It will then look at the development of the information deterrence concept
in China’s military.

Definitions

A check of the 1997 Chinese Military Encyclopedia revealed no entry for the term
“deterrence.” An entry for the term “information warfare” in the same encyclopedia noted that
“Psychological operations influence the enemy’s understanding and decision-making systems by
information propaganda, information deception, and information deterrence, thereby in essence

breaking down one kind of the enemy’s information operations.”&t Thus the term is used in other
definitions (even jointly with the word “information”) but not defined separately.

Editors Peng Guangqgian and Yao Youzhi defined deterrence in their excellent work The Science
of Military Strategy as “military conduct of a state or a political group in displaying force or
showing the determination to use force to compel the enemy to submit to one’s volition and to

refrain from taking hostile actions or escalating the hostility.”m Deterrence requires a deterrent
force able to impact the overall strategic situation; the determination and volition to use the force;

and the ability to make an opposing force perceive and believe these prior two poin‘[s.l—26

The military action of strategic deterrence is defined as “the strategic move taken by a state or a
political group for the purpose of forcing the opponent to submit to one’s volition in the overall

war situation through showing force or the determination of preparing to use force.”127 What
strategic deterrence values most is momentum from military preparation, from showing a

disposition of strength to an enemy, and from military strikes. 128 Thus, the creation of momentum,
or shi, is a valued commodity of a deterrence concept or means of deterrence. Shi can also be
interpreted as energy or strategic advantage. It is the latter concept that deterrence strives to attain
whether through physical (force development and deployment) or mental (development of fear of
retribution in an opponent).

Information deterrence is defined in The Science of Military Strategy as “the deterrence that
depends on the powerful performance of information science and information technology, and it is

put into effect by the momentum and power of information warfare.”122 In the world of
information, the creation of deterrence from momentum is accomplished via the preparation of
cyber power, showing an enemy force a disposition or capability of cyber strength, and from actual
cyber strikes (perhaps the numerous computer reconnaissance activities of the Chinese).

Information deterrence, according to Peng and Yao, has the following features: first,
permeability or the ability to permeate not only the military but also politics, the economy, culture,
and science and technology; second, ambiguity, where the difference between information
deterrence and information offense is hard to distinguish; third, diversity, such as unauthorized
visits, malicious software, database disruption, etc.; fourth, two-way containment, where victims
of an information attack may not be just the enemy but also others, to include oneself, due to the
interconnectedness of networks and the global grid; and finally, the use of People’s War as a

capability, that is, the potential of people joining in to combat an enemy on the net 130
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The Science of Military Strategy also notes the following points which apply more to the
transmission of information (“information transmission is the necessary condition for creating the

deterrent impact of strength and determination”m) in order to impact the cognition of an
opponent:

Deterrence requires turning the strength and the determination of using strength into
information transmitted to an opponent, and to impact directly on his mentality in
creating a psychological pressure to shock and awe the opponent...for this reason,
effective strategic deterrence depends not only on strength and determination, but also on
the above-mentioned information acquired by the deterred side. If the opponent has not
acquired the above information or the information acquired is not accurate, or the
deterred side believes that the acquired information is only bluffing and intimidation,
then it cannot create creditable and effective strategic deterrence...only when the
opponent on receiving deterrence information perceives and believes that if he acts
rashly, he may suffer a more severe punishment, can the deterrence obtain the expected

impact.&2

Finally, Peng and Yao write that deterrence seeks momentum in several postures: creating
momentum through military preparation, demonstrating momentum by showing one’s disposition of

strength, and augmenting momentum with military strikes. 133

Zhao Xijun, writing in China Military Science in 2001, defined deterrence as “military actions
in the form of a show of force between countries or political groups, or an indication of their
resolve and readiness to use force, intended to make an opponent not dare to take hostile action or

to escalate his actions.”134

The 2004 Chinese book New Concepts during Military Transformation: Interpreting 200 New
Military Terms defined several deterrence-related terms, to include the strategy of deterrence,
strategic deterrence, nuclear deterrence, space deterrence, forward deterrence, full spectrum
deterrence, and, most importantly, information deterrence. The latter term was defined in the
following way:

With the backing of information weapons, intimidating and containing an adversary by
threatening to use information weapons or when necessary carrying out an information
attack. Information deterrence is essentially warning an adversary in advance about the
possibility that information weapons will be used or information attacks will be carried
out, as well as the serious consequences these actions may give rise to, causing the
adversary to weigh the pros and cons and thereby producing psychological fear, forcing
him to submit to the will of the side carrying out deterrence or abandon his original
plans and thus allowing the side carrying out deterrence to achieve certain political

obj ectives. 132

In 2009, Central Military Commission member General Jing Zhiyuan stated that in the 21st
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century, strategic deterrence must be built up with the construction of “information-technology-

dependent strategic missile forces.” 130 1n this case the amount of information technology built into
modern systems indicates the deterrent capability of China’s strategic force.

In 2010, Senior Colonel Yao Yunzhu, writing in the US journal 4ir & Space Power, stated that
China will continue to apply deterrence at the grand strategic level while depending more on

“uncertainty” for a better deterrence effect. 137 Even though her comments were with regard to
nuclear deterrence, they could also fit an information deterrence scenario. In the age of computer
hacking, “uncertainty” as to a hacker’s actual identity or government connection is a huge problem.

Other terms that may develop in Chinese thought would be political, economic, or even cultural
information deterrence. The latter term could be interpreted as the cultural or soft power offensive
described in Chapter One. Economic information deterrence would be a concept to fear based on
the amount of US debt that China currently owns. If a nation controls or manipulates economic
information to a significant degree then it may be capable of implementing a type of economic
information deterrence. This means a nation could deter another nation simply based on the
former’s control over the latter’s economic assets.

Deterrence in Chinese Thought

If one were to attempt to extrapolate what China’s cyber deterrence theory might look like from
its strategic deterrence theory, Lieutenant General Zhao Xijun’s 2001 article on the topic of
deterrence in China Military Science is an interesting contemporary start point. Zhao, a deputy
commander of Second Artillery (responsible for nuclear weapons), implies that deterrence theory
is based on a combination of stratagems. These stratagems are using soft power and
reconnaissance to win victory without war; and winning victory before the first battle. To Zhao,
these specific formulations of the concept of deterrence theory in military thought come from the

early works of Sun T 138

Zhao notes that key factors in Sun Tzu’s writings that influence contemporary deterrence theory
include having superior military power, being fully prepared for war, having severe measures of
punishment at one’s disposal, having superb skill at “attacking strategy” and “attacking
diplomacy,” and making one’s ideology of deterrence be a lynchpin in a more complete system.
The essence of deterrence is to resolve war with non-war measures. Western warfare is, in Zhao’s
opinion, very different conceptually than Chinese warfare. He feels Western theory is based on

using war to achieve political obj ectives. 132

A Chinese deterrence warfare strategy protects national interests, ensures that a nation’s
economy, science, and technology develop quickly, and offers the nation an invincible position in
complex environmental and international disputes. Zhao adds that a counter-deterrent capability is
the most effective method to stop the aggressive attempts of powerful nations from harming China’s
national interests. Flexibility and effectiveness are other important principles for the use of
deterrence, which reflects the strategists’ resolve, the manifestation of military strategy, and the
embodiment of power. The key factors of deterrence must be cleverly assembled, flexibly

mobilized, and securely developed to enable the ideal strategic outcome. 149
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First, a proper deterrence strategy includes the ability to judge the hour and to size up the
situation while cautiously making decisions. Do what suits the time and place and coordinate
actions. A nation must have a good grasp of the target and the objective of its deterrent posture.
Here the US must wonder if all of the hacker attacks attributed to China are nothing more than an
attempt to size up the target, to map the US infrastructure in order to spot vulnerabilities. The
correct time and judgment must also be used when attacking an alliance. Initially it is necessary to
attack those countries with weak social and political foundations. These actions warn others and

create a chain reaction of fear in the alliance.m

Second, Zhao notes that China should use an integrated deterrence approach. A single deterrent
force is not sufficient to constitute effective deterrence. Comprehensive power must be employed
to retain the strategic initiative. Third, it is necessary to combine truth with falsehood, a direct
application of stratagems. This combination can work to awe an enemy force into submission.
Friendly forces must look for opportunities to attack an enemy forces power and resolve. It must
create a posture of deterrence through a policy of truth and falsehood to deprive an enemy of will
power. When striking, it must do so resolutely, threatening targets with the greatest strategic value
first, those the enemy does not want to see hit. Finally, psychological offense and strategy are the
best tactics to gain victory. Deterrence is a test of power and resolve and a test of strategy and
wisdom. When there is no smoke or gunpowder, strategy acts as a multiplier of power and resolve

in deterrence. Strategic thought evolves and develops continuously along with societal

developments, especially as changes occur in the military sphere.l;42

No matter what type of deterrence is used

Its ultimate outcome is never merely the result of a comparison of the relative power of
the two opponents. More important is the result of an analysis of the benefits which the
deterring side and the deterred side might secure, of the price they each might have to
pay. Implementing deterrence requires stepped up research of the threat the country

faces. It requires scientific analysis and judgments.m

An equally interesting article on strategic deterrence was published in 2004 in the same journal.
Zhou Peng and Wen Enbin, from the Academy of Military Science, wrote that strategic deterrence
refers to a “country or political block’s military actions to compel an adversary to not dare take
hostile action or escalate actions through a show of force or indicating the resolve of being

prepared to use force, thereby achieving specific strategic goals.”ﬁl The possession of military
strength is a prerequisite along with the resolve to use force and the ability to make the one being
deterred aware of your capabilities. Now, informatized warfare under conditions of nuclear
deterrence can have tremendous deterrent power capable of achieving strategic objectives.
Targeted deterrence can be achieved due to the controllability and flexibility of informatized
measures. For example, in the Iraq War, the US targeted the Iraqi military with soft components.
The US military achieved psychological deterrence as it showed off new weapon capabilities;
intentionally “leaked” strategies and tactics; conducted strategic and tactical deception; permitted

selected media to be involved in the war process; and maximized the threat effect 142

Former Chinese President Jiang Zemin recommended elevating deterrence to the level of
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strategy, according to Zhou and Wen. It should be used to contain war, delay its outbreak, or
prevent its escalation. The core of new deterrence capabilities should be “assassin’s mace” type
technologies. Jiang emphasized mobilization measures as a priority development. Due to the fast
nature of high-tech wars, a war’s start can have decisive significance. For that reason China “must
establish an emergency mobilization combat force” as well as a strong traditional force capable of
imposing deterrence in the strongest manner. In this way China can confidently unleash the

deterrent effect of People’s War under high-tech conditions 140

It is only through comprehensive national strength, in Zhou and Wen’s opinion, that a reliable
deterrent effect can be generated. This image of strength is particularly important to construct
during the so-called 20 year window of strategic opportunity that China envisions before it.
Strength should be built around nuclear forces; the close integration of information resources,
space resources, and conventional forces; and the People’s War concept under high-tech
conditions. A good deterrent force involves the use of nuclear deterrence, conventional deterrence,

space deterrence, and information deterrence 147 Tt also requires effective reserve forces and

adaptable strategic industries. 148 The authors add that

There are no fixed models for strategic deterrence...different deterrence forms must be
imposed based on the different properties of the deterrence objects and deterrence
objectives by putting forth effort to look for weaknesses and ‘points of penetration.” The
acme of the art of strategic guidance is fully reflected in the proper selection and
constant innovation of deterrence forms; it is the most real, most dynamic part of

wielding strategic deterrence. 142

Information deterrence

There have been a series of articles and interpretations of information deterrence over the past
decade. This section highlights some of those interpretations. In 1999, Chinese author Shen
Weiguang, the father of IW in China, wrote that the main IW battlefield will be intangible,
information space, and this will cause a change in the state of war. The effect of this change will
include the softening of strategic objectives, the development of information deterrence as a new
means of deterrence, the determination of military actions by the possession of information, the

rising status of Special Forces, and the use of civilians on the battlefield. 120

Authors Lu Xiuru and Yu Zhengxue, also writing in 1999, noted that intellectual information
deterrence would be part of the intellectual-economic era that had descended on the world. This

era will change the form of war and no longer make violence necessary.m A 2000 article by the
noted Chinese stratagem specialist Li Bingyan stated that “future war will be a high-technology

war within the framework of nuclear deterrence and information deterrence.”li2

Zhao Xijun, in his 2001 article mentioned earlier, adds that the deterrent roll of advanced
weaponry is increasing, a direct link to the use of digital weaponry. Further, if China is able to
capture the strategic information resources of a country, then it 